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Abstract

Wirelessnetworks are very di erent from wired networks. The nature of the medium strongly
impacts performanceof protocolsat di erent levelsof the protocol stack. Also, wirelessnetworks
o er greatercorntrol and exibilit y asseweral network parameterssuc astopology, coverageand
link rate can be controlled. Hence,the traditional layered designhas beenreplacedby a cross-
layered paradigm, where MAC, Routing, and Transport protocols take advantage of the lower
layer information to improve performance. New protocols have been developed which take
advantage of distinctiv e wirelesschannel characteristics sud as diversity and topology control.
Thesehave slowly replacedtraditional routing and transport protocolsin wirelessnetworks due

to their superior performanceand exibilit y, cemening the casefor cross-layer optimizations.

1 INTR ODUCTION

In recen timesthere hasbeena great proliferation of wirelessdevices,and growing popularity
of 802.11basedwirelessnetworks. Thesenetworks comein the form of enterprise networks,
wirelesshotspots, and more recenly wirelessmeshnetworks.

The commonunderlying requiremen of ead of thesenetworks is to provide good perfor-
mance- either improved throughput or satisfying QoS constrairts. Howewer the nature of
the wirelessmedium, and 802.11MAC protocl make it much harder to provide theseguar-
anteeswhen comparedto a wired network. A wirelesslink experiencesdiversity, i.e highly
varying lossrate and bandwidth. Hence,maximizing throughput, guararteeing fairnessor
QoS posese\eral challenges. This is further accertuated by artifacts of the 802.11MAC
sud asthe well known hidden node problem. Also, protocols deweloped for wired networks
do not accoun for the characteristicsof the wirelesschanneland this reducestheir usability
over wirelessnetworks. For example: TCP, assumeghat the channel hasvery low bit error
rate (almost lossless)and henceall lossesare congestionrelated losses. This causesit to
have very low throughput over a wirelessnetwork.

The wirelesschannelis complexand hasse\eral distinctiv e characteristics. Being a broad-
castmedium, interferencehasa hugeimpact on protocols, both from within the network and



from external sources.Secondly RF propagation characteristics causegreat diversity in the
channel. It is very hard to abstract the physical and MAC layersin a wirelessnetwork with

a simplemodel. This is howewer possiblein a wired network, wherethe physical channelcan
berepresetted by alink with delay and bandwidth. It hasbeenshavn that seweral attempts
to model the wirelesschannel have fallen short [28]. Henceusing cross-lger information

is inevitable. Se\eral recen protocols usecross-lger information to improve network per-
formancegreatly over traditional protocols. In the rest of the report we examinewireless
channel characteristicsand summarizethe di erent kinds of crosslayer information that can
be usedin designinge cient protocols. As a casestudy we dewelop a crosslayer protocol
which makesuseof link-layer information to improve performance.

2 WIRELESS LINK CHARA CTERISTICS

Wirelessmedium is an unbounded broadcastmedium. Signal propagation in this medium
is complexand experiencedarge scaleand small scaleattenuation. Secondly the frequency
range available for RF signal is cortrolled by the FCC to specied frequencybands and
transmissionpower. This introducestradeo s between coverage,lossrate and data rates.
Thirdly, mediumaccesgayer imposedts own restrictions on the channel. For example802.11
MAC introducesa hidden node problem, which causesseere unfairnessto certain nodes.
Finally, sincethe medium is sharedit is accessiblgo di erent kind of devicesranging from
cordlessphones,cell phones,microwavesto satellites dishesand laptops, a wirelessnetwork
experiencedanterferencenot only from itself, but alsofrom di erent kinds of external sources.

Hencethe main factors a ecting wirelessnetwork behavior are RF Propagation char-
acteristics, Wireless physical layer limitations, WirelessMAC layer artefacts and External
Interference. As a result the wirelesschannel is diversebecauseof interference. Also, dif-
ferert links have di erent properties sud as bit-rate and transmit power, and somelinks
experiencelow throughput due to artefacts of the existing MAC. As a rst step we would
liketo understandthe wirelesschannel. We then look at how incorporating information from
lower layersimproves protocol performance.



2.1 RF Propagation

The medanismsinvolved in electro-magneticwave propagation are diverse, but can be
attributed to re ection, diraction and scattering. The resultart signal experiencestwo
kinds of e ects, large scalepath lossand small scalefading.

Large scale path loss - The averagereceived power for a signaldropso with distance,
and this is referredto aslarge scalepath loss. There are many models which predict
received power/signal strength. Someexamplesare Free space(P, P;=cf) and Two
Ray Ground (P, P;=d"). Both theoretical and measuremen based models indicate
that the averagesignal strength decreasedogarithmically with distance. Large scale
path lossdeterminesthe coverageof a transmitter, thusits interferenceregion. Actual
coverageof the transmitter dependson the obstaclespresen, interferenceand other
factors.

Small scale fading - Signalstransmitted from a radio arrive at the receiwer at slightly
di erent times due to di erent paths followed, this phenomenonis called multipath.
These waves conbine at the receiver antenna and causethe resulting signal to vary
widely in amplitude and phase. This causesrapid uctuation in signal quality over
small periods of time or distance and is called small-scalefading. These e ects are
further ampli ed when the obstaclesare moving objects. This causesuctuations in
channelbit error rate, causing uctuations in padet loss. [1, 2].

Both thesefactorsa ect the strength of the received signal at the reciewer. The padet is
received by the cardif the received signalstrengthis greaterthan athreshold. Receivedsignal
strength, and noise o or can be usedto indicate the goodnessof the link and the average
signal strength can be usedto compute the transmitter recieer distance. Researbers have
usedsignalstrength stability to detectand ignorebad links in routing protocols[3, 4]. Signal
strength has also beenusedfor indoor positioning of a wirelessdevicein somecoordinate
space[8, 10, 9], which canthen be usedin geographicrouting protocols[11, 12].



2.2 Physical Layer

The role of WirelessPhysical Layer is to corvert digital data into analogsignalsto be trans-
mitted through the medium. Digitization is doneusing special encaling techniques. 802.11b
for exampleusesa Direct sequencespreadspectrum (DSSS) technology where data signal
is combined with higher data rate bit sequenceand transmitted. Similarly 802.11auses
Orthogonal FrequencyDivision multiplexing (OFDM) where data is sent over multiple fre-
guencybandswhich are orthogonal (non-interfering). The type of encaling a ects properties
of the wirelesslink sud are available rates, range, lossrate etc.

The physical layer cortrols transmit power and data rate of a node. Thesein-turn a ect
the lossrate and coverage. Generally a lower lossrate or larger coverageareaimplies either
greater transmit power or lower data rate. Howewer there is a trade-o involved: lower
lossrate increasegeliability, but it also meanslarger range and hencemore interferenceis
induced into the network. Optimizing these properties can be done at higher layers which
have a more global information about the network. For exampleRate cortrol decisionsare
madeat the Link layer, and transmit power cortrol decisionsare madeat the Routing layer.
Auto-rate protocolsattempt to assignthe best possiblebit rate for a paket. Shemessut
as ARF, AMRR, Onoe , Sample Rate [5] choosethe highest possiblerate avoiding rates
which have high failures. RBAR [6] choosesbit rates basedon SNR measuremets at the
receiwver. Using the signal strength of the RTS, the recei\er estimatesadievable data rate
and piggybads it to the senderin the CTS. Sincetransmit power and link rate are related,
cortrolling transmit power can adchieve the best possiblerate and reduceinterferencein the
network, this is exploredin [13 14, 15]. In their early work, [13] aim to cortrol transmit
power sud that the resultart graphis k-connected.This is doneto ensurethat a node does
not causemore interferencethan what is necessaryfor k-connectivity. In [15] the authors
look at the relationship betweentransmit power and carrier sensehreshold. The goal of this
work is to maximize network throughput by balancing the threshold between spatial reuse
and increaseddata rate. They rst x the carrier sensethreshold for all nodessud that a
minimum data rate is achieved at the furthest nodes. They then adjust transmit power su
that the best possibledata rate is achieved without interfering with existing transmissions.
Howewer they make the assumptionthat SNR and data rate are related which is shovn not



to be the casein [2].

The other physicallayer property which cortrols topologyis frequencyor channel. 802.11b
has 3 orthogonal (non-interfering) channels,where as 802.11ahas 12. Radios operating on
orthogonal channelscannot interfere with ead other, henceit is a good ideato have neigh-
bouring links in di erent channelsto reduceinterference. Solutionsto the channelassignmen
problem spanmultiple levelsof the protocol stack. Topologicalchannelassignmen attempts
to solwe it asa graph coloring problem [16]. Sincegraph coloring is NP-hard, they propose
a greedysolution to it. Hyacince[17] proposesa trac aware channel assignmeh which is
iterated with routing to ensurethat both are optimized. In this work, an initial channel
assignmenh is made, and then routing algorithm is run. Routing decidesa ects load on the
channel, hencechannel assignmen is run again to balanceload. This processis repeated
till the algorithm corvergesto a better goodput. Seweral MAC layer channel assignmen
shemeshave beenproposedsud as[20]. In SSCHan interface switches betweenavailable
channelsin di erent slots, basedon a random seed.Nodeswishingto comnunicate wait for a
slot wheretheir interfacesarein the samechannel. Thesesequencearenot xed and canbe
altered if needarises. The advantage of this sthemeis that tra c is load balancedacrossall
available channelsreducing overall interference. Howewer sud ne-grained syndironization
is dicult to achieve without modifying the 802.11MAC layer.

2.3 Medium Access Layer

We have looked at RF propagation and physical layer characteristics. In this section, we
briey look at someside-e ects of the 802.11MAC protocol that impact performance.

Hidden Terminal Problem: It is well-known that IEEE 802.11MAC layer exhibits
the hidden node problem [21] that causesone wirelesslink to completelyinterfere and
inhibit anotherlink. Figure 1 showsthe scenariowherethe A-B link is inhibited by the
C-D link, and A is the hidden node. Although RTS/CTS messagesn 802.11'sMAC
protocol e ectiv ely stop a hiddennodefrom interfering with an on-goingcommnunication
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Figure 1: Hidden terminal problem

transaction, the inhibited link still receivesan unfair shareof the channel bandwidth.
The hidden node spendsmost of the time in badk o sinceit is unable to distinguish
between a busy senderand a poor link. TCP exacerbatesthis unfairness problem
becauseTCP sendersfurther badk o when their padkets take a long time to get
through the inhibited links. As a result, TCP ows traversing on an inhibited link
could be completely suppressedn the worst case.

Channel Sharing Problem: 802.11MAC attempts to sharethe channelfairly among
di erent nodes,ie. it incorporatesnode-le\el fairnessinstead of ow level fairness. As
aresult, a ow emanatingfrom a node with fewer ows tendsto get a larger than fair
shareof channel bandwidth.

Bad Fish Problem: Evenwhentwo interfering links are not hidden from ead other
and have equal number of ows traversingthem, IEEE 802.11'sMAC allocatesequal
number of padet transmissionsto ead of them. Howe\er, theseinterfering links could
be operating at vastly di erent link rates, e.g. 1 Mbps and 11 Mbps. In sud a casethe
e ective throughput of 11 Mbps link becomedimited by that of 1 Mbps link. We call
this problem the bad sh problem. If instead the MAC layer allocatesequal channel
time to the two links, the 11 Mbps link would no longer be limited becauseof the
interfering link operating at 1 Mbps link rate.



2.4 External Interference

The 802.11frequencyband usesunlicensedspectrum. One main advantage being, the market
isnow o odedwith cheapcommality 802.11devices,and 802.11networks are becomingvery
popular. The downsideis that this spectrum is also usedby other devicessut as cordless
phonesand microwaves. Thesedevicescortribute to externalinterference.This coupledwith
small scalefading make the channelcharacteristicsextremelydynamic. The fact that channel
conditions change dynamically and vastly has been utilized by many protocols [26, 7, 27]
to improve performance. Theseprotocols assumethat even though the channel conditions
are diverse,multiple receiers experiencedi erent kinds of varianceand channelloss. Hence
using multiple receiwersensureshat with high probability one of them can correctly decale
the padket.

3 WIRELESS PROTOCOLS EXPLOITING LINK CHARA CTER-
ISTICS

In the previoussectionwe have looked at lower layers of the wirelessnetwork stadk. We have
identi ed tunable parametersand properties of the network that a ect its behaviour. Cross
layer protocolsuseboth the tunable parametersand information about network behaviour
to improve performanceat higher layers. To summarizewe have

Controllable Parameters: Thesecompriseof tunable parameterssud astransmit
power, carrier sensethreshold, link rate, and operating channel. These parameters
a ect topology of the network, including lossrate, connectivity, interferenceetc, and
play a key role in protocol performanceat all levels.

Observ able prop erties: Thesecompriseof properties sud as signal strength, bit
error rate, and transmissiontime. Thesepropertiesallow usto infer the current channel
conditions and make more informed decisionsregardingwhich parametersto cortrol.

Net work prop erties: In the third category we have information about certain
limitations of the network which should be incorporated in protocol designto gain
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maximum performancebene t. First is the knowledgethat there is diversity. Secondly
the fact that 802.11MAC is inherertly unfair, and this unfairnesscan be mitigated
through proper protocol design.

3.1 Measuremen ts

We have seenin the previoussectionsthat there are se\eral cross-lger parametersthat can
be leveraged. Howewer in real-world, techniquesusedto measuretheseparametershave an
important impact. It is important to remenber that measuremen techniques have their
failings and the accuracyof the result dependson the methodology used.

For instance routing metrics sud as Expected transmissioncourt (ETX) [22] and Ex-
pectedtransmissiontime (ETT) [25]usebroadcastpadetsto probe the links. Thesemetrics
are then usedto compute path weighs, and the routing layer choosesthe best path based
onit. For the ETX metric, a node say A, sendsout a broadcastpadet ewvery time period.
All of A's neighbours keeptrack of the padkets received in the last T periods, and compute
the delivery ratio of the link from A to themsehesasratio (N,=T), whereN, is the number
of padkets received in T. Broadcastpadets sern are of somestandard padket size,and are
sen out at the lowest rate and hencedo not accoun for di erencesin padet sizesand link
rates on ead of the unicastlinks. Secondly broadcastpadets are not adknowledged,hence
link directionality information is not recorded.

The ETT metric is similar to the ETX metric but additionally includeslink bandwidth
information. To accurately measurelink bandwidthh, they proposea padet pair technique.
In the padket pair technique,anodesay A, sendsa pair of padketsbad to bad to a neighbour
B, rst onesmall (137 bytes) and secondone bigger (1137 bytes). The rst padket senes
as a marker to measurethe beginning of the secondpadet. The time di erence between
the receipt of the two padets is usedas the transmissiontime of the secondpadet, and is
usedto measurethe link bandwidth. Minimum value of last 10 consecutie cyclesis used
as an estimate. When the link is using auto-rate medanism, this measuremen granularity
becomewery coarse.A ner granularity measuremenis alsonot possiblesincethe technique
involves actively sendingpadkets and incurs a lot of network overhead.



The kind of link quality metrics which are of importance are SNR, averageloss rate,
averagetransmissiontime, channelutilization, retransmissioncourt etc. This information is
available to the network driver. Howewer obtaining information sud as utilization requires
the card to be in monitor mode or promiscousmode.

This problem has beenaddressedn [39], where the authors comeup with a framework
called E cien t and Accurate Link quality monitor (EAR) for accurately measuringlink
quality information. They de ne the costof a link (C) betweenA and B as

1 N
4 and d = (1 ) di 1t N_f (1)

C=
where d; is the smaoothed delivery ratio, is a tunable parameter, Ng is the number of
successfutransmissionsand N is the total number of transmissionsand retransmissions
during ameasuremenperiod. For ead link, apart from the link quality, EAR alsomaintains
the link rate usedand its frequencyof usein the last measuremen period, and reports the
dominart link rate. This enablesEAR to work with any rate cortrol sheme. EAR gathers
link information usingthree methods{ (a)Passive(b) Cooperative and (c)Active. The Passiwe
method is employed when the node is currertly sendingdata on the link, and EAR records
statistics basedon outgoing padets. If a link, say A-B, is not currertly active, but A-C link
is active and B can overhear C, A informs B that it is goinginto a cooperative mode. In
this mode B recordsnumber of padkets received on the A-C link and are on the samerate
as previously reported on A-B. This is reported to A and taken asthe N¢ parameter. A can
then derive link cost sinceit knows the total number of transmissionsand retransmissions
on the A-C link (Ny). In the Active mode, node A sendsunicast probe padets every probe
period to node B on its last recordedrate. To reducenetwork overhead,this probing period
is exponertially increasedif the link is either stable or idle.

The EAR framework has se\eral nice features, sud as reducing probing overheadand
better link accuracy Howeer, the link quality metric C, which is basicallyETX isinaccurate
and over-estimatedink quality. A better metric for link quality is Requirednumber of padckets
(RNP) proposedin [33], which is the averagenumber of retransmissionsalong a link. This
is chiey becausethe relationship ETX = 1=d (whered is the delivery ratio) holds only if
errorsare uniformly distributed, andthis is not the casein wirelessnetworks. Secondly EAR



recordsthe upper bound on link rate by choosingthe most frequertly usedlink rate. Again
this may not re ect the actual bandwidth achieved on the link. If the link quality is varying,
lower link rates together maybe much more frequerily used. (Eg. 36Mbpsusea 5 times,
6Mbps- 4 times and 12Mbps- 3times). Link bandwidth is also a ected by interference,
which is not measuredin EAR. A better metric would be to usethe measuredtransmission
time, which includeslink rate and interferenceinformation. Though the EAR measuremen
methodology is good, a better metric would greatly add to its usefulness.

3.2 Routing

The routing layer handles ow of trac through the network. Howewer traditional shortest
path routing using hop-court is not optimal. This has beenobsened in various real de-
ploymerts sud as Roofnet [23] and Microsoft Meshtestbed [25]. Shortesthop-court metric

tendsto choosepaths with longerlinks. We have seenin previoussectionsthat in many cases
thereis atradeo betweenlink length and data rate. Also multiple paths with the samehop

court could vary widely in quality. To overcometheselimitations many link metrics have

beenproposed,which utilize cross-lger information to improve performance.A secondclass
of routing protocolsusesbroadcastnature of the medium and diversity to route padkets. We

look into work pertaining to both theseclassewf protocols.

Cross-Layer Metrics

Oneof the earliestworks in designingcrosslayer metric wasthe expectedtransmissioncourt
metric [22). Herethe weight of ead link is the number of times a padet is expectedto be
retransmitted over it, and the weight of the path is the sum of link weighs. The routing
protocol choosesa path with lower retransmissions,and hencelesserlatency. This metric
can be incorporated in any of the existing ad-hoc routing protocols sud as DSR, DSDV,
AODV etc. Let di bethe delivery ratio in the forward direction and d, the delivery ratio in
the reversedirection. Conceptually d; represelis the probability of the padket transmission
and d; is the probability of delivery of the acknowledgemen The expected probability of
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padet delivery isdi  d,, and henceexpectedretransmissionss

ETX = 1=(d: d;) (2)

Ead node sendsperiodic broadcastprobe padets. The recieer keepstrack of the number of
probe padketsreceivedin the lastinterval. The delivery ratio is then computedasthe ratio of
number of padkets received to the number of padkets that were expectedin the last interval.

This metric wasshaown to perform better than the minimum hop court metric. More recertly

Cerpa et al [33] have shown that delivery ratio (df =d) and retransmissioncourt (TX) do
not have an inverserelation asassumed.This is mainly dueto the distribution of losses.For
examplea short period of no delivery would greatly increasethe averageTX, but may still

have an intermediate delivery rate for the time period. They alsoshaw that the relationship
holdsif the underlying distribution of lossess uniform which is not the casein the wireless
world.

The transmission court basedmetric (ETX,TX) take into accoun the lossrate of the
path. Howewer it fails to accourt for the bandwidth of the path and channel diversity. Most
cards use autorate medanismsto vary link data rate, and channel assignmenh algorithms
are commonlyusedto reduceinterferenceand increasenetwork throughput. Also a low data
rate link is more likely to have lower losses. Hence, if there are multiple paths, ETX is
more likely to chooosea reliable low bandwidth path. To overcomethis limitation a new
metric was proposedin [25], which extendsETX metric by incorporating the link bandwidth
information in it. The link weigh is taken to be the expectedtransmissiontime (ETT) of a
padet traversingthe link.

ETT=ETX (S=B) 3

Here ETX represets the expected retransmissioncourt, S the sizeof the padet sert, and
B the link bandwidth. They proposea path metric called weighed cumulative expected
transmissiontime (WCETT) which is designedfor multichannelnetworks. WCETT hastwo
componerts. The rst componert is the sum of expected transmissiontimes along a path.
This favors a shorter path over a longer path. The secondcomponert accourts for channel
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diversity of a path, choosinga more channel diversepath. WCETT of an n hop path is

X0
WCETT=(1 ) ETTi+  maxy | X (4)

i=1
herethe X; componert represets channeldiversity. If the systemhasa total of k channels
Xj is X

Hop i is on channel j
and is a parameterthat cortrols the weight of eat term. The authors have obsened that
WCETT selectschannel diversepaths.

WCETT su ers from two limitations. Firstly it doesnot accourt for inter ow interfer-
ence.This is becauseETT usesthe absolutebandwidth of the link and doesnot accour for
interferencedueto owson adjacen nodes. Evenif ETT is measuredusing the padet pair
technique, it would still not be as accurate becauseof coarsegranularity of measuremen
Secondly WCETT metric was shavn to be non-isotonic[34], which makesit unsuitable for
usein link state algorithms. A metric is saidto beisotonicif it presenesthe relative weights
of two paths when both are prependedby a commonpath. In [34], authors proposeMetric
of Interferenceand Channel Switching (MIC), which is an isotonic metric which attempts to
incoporate inter- o w interference.MIC is computedas

C ! X X CSsC (6)
MIC = . | RU, + i
N min (ETT) link 12p node i2p
where
IRU = ETT, N, (7)
and

)
CSC, = wl ?f CH(prev(?)) 6 CH(i) ®)
w2 if CH(prev(i)) = CH(i)

0 < wl< w2, N is the total number of nodesand min(ETT) is the smallestETT in the
network. ETT, isthe ETT of alink I, and N, is the set of neighboring nodes interfering
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with link 1. CH(i) is the channel in which link | transmits, and prev(i) is the channel
of the previous hop along this path. | RU, accourtis for inter- o w interferenceand CSC;
represets selfinterferencewhen adjacert hopsof a path operate in the samechannel. This
metric howewer only accourts for intra ow interferenceamong successi® hops of the ow,
in a realistic situation intra o w interferencecould extend to seeral hops. It is not clear if
extendingit to multiple prior hopswould retain isotonicity of the metric.

Although the MIC metric attempts to incorporate inter- o w interference,it usesa simplis-
tic model. It assumeghat interferenceis directly proportional to the number of neighbours.
This is specially not true whenthe neighbours are not comnunicating. Another metric pro-
posedmorerecerly [45]usesan end-to-enddelay metric PARMA, to incorporate inter- o w
interference.Here the end-to-enddelay of a padket is computed as

X
D elaypi = (Ttr ansmit + Taccess + Tqueuing ) (9)
8link s2p;

whre Ty ansmit 1S the padket transmissiontime, Taccess IS the channelaccesdime, and Tqyeuing
is the queuingdelay in the interface. Ty ansmit IS Calculatedas

S

Tiransmit = Nir ansmit R_ (10)
s

where S is the size of the padket, Rs is the link rate, and Ny ansmit  the number of retrans-
missions. The authors claim that when the systemis not saturated queueingtime can be
ignored. Hencethe metric becomes:

X S
Delay,, = (Nir ansmit R. + Taccess) (11)
8link s2 path s

We make someobsenations about the above metrics. Firstly, all the above metrics try to
capture channel information in somemanner. Secondly all the metrics are delay metrics,
and ead attempts to more acurately measurethe potential delay that will be experienced
by a padet traversingalong a route. We shall comebad to theseobsenations later.

The above metrics are just one aspect of the routing protocol. In cortext of cross-
layer design, howewer the metric is the most important aspect. These metrics have been
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incorporated in traditional ad-hoc routing protocolssud as DSR, AODV, DSDV etc. More
recenly they have beenincorporatedin protocolssut asSrcr[24]and MR-LQSR [25]. Both
theseprotocolsuseDSR style sourcerouting and reactive route discovery. Additionally, eat
node maintains a partial link cade of all the link metricsit knows, either via route-discosery;,
forwarding padets or overhearing. Route discovery is performedrarely but link cahesget
updated more frequenly. This is e cient in meshnetworks where most nodesonly needto
reat the gateway and do not needlink state information for the ertire network.

Div ersity

An important property of wirelessnetworks is channel diversity. The wirelesschannel is
highly dynamic and variesover time and space.This meansthat lossesat di erent receiwers
occur independertly. A simple sthemeto exploit channelconditions would ensurethat there
aresu cient number of receierssud that with high probability atleast oneof them receives
the correctcopy of the padket. This ideais usedin seweral works which canbe generallyclas-
si ed into Medium accesdiversity, Multi-radio/an tenna diversity and Multi-user diversity
protocols. In mediumaccesdgliversity, inherert channeldiversity is usedto transmit multiple
padkets when the link to a receiver is good. In multi-radio diversity, multiple interfacesor
antennasin a single node are usedto extract the correct padket and multi-user diversity
involvesusing di erent relay nodes,and the bestinstantaneousforwarding node relays data
to the destination. In this sectionwe will look at diversity basedprotocols which make use
of channel condition information.

Medium accesdiversity is employed at the MAC layer to ensurethat the best channel
at an instant is used. OAR [7] is a rate cortrol sthemethat opportunistically selectsthe
best possiblebit rate and sendsmultiple badk to badk padets when the channel conditions
are good, and fewer padets whenthe channel conditions are poor. OAR usesa rate cortrol
medanism sud as RBAR [6] to selectthe best possiblerate to a destination. As we have
seenearlier, RBAR selectslink rate basedon the signal strength of RTS as seenby the
receier. The senderis informed of this bit-rate through a eld in the CTS. Once RBAR
decideson a bit rate, OAR sendsmultiple padkets on the link with that rate. To guarartee
fairnessfor poor links, OAR assignsequal channeltime to di erent link rates. Hencehigher
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bit-rate channelssendgreaternumber of padets, and lower bit-rate channelssmallernumber
of padkets. This technique eliminates the bad- sh problem, as well as takes advantage of
channel diversity. This sheme howewer, has somedisadwantages. It assumeghat it hasa
working RBAR sdiemewhich can exploit channeldiversity. RBAR assumeghat achievable
data rate can be predicted basedon receied signal strength of RTS, which may not be the
case(since SNR and bit-rate are not well correlated). Also, it requireschangesto the 802.11
padet format and cannot be easily deployed. The other problem with OAR is that it only
cortrols the number of padets sert, but not the receiwer itself. Let us considera casewhere
the 802.11interface queuefor node A hasj padkets for a neighbour B with a bad link and
then k padkets for neighbour C with a good link. It is possiblethat scdeduling the good
link rst would ensurethat the A-B link becomesbetter at a later time, it is also possible
that sdheduling A-B link rst, by the time the rst j padets are transmitted the A-C link
becomedhad.

This disadwantage is overcomeby the Medium AccessDiversity (MAD) system[46]. This
systemprobesmultiple receiversand then choosesthe bestreceiwer at aninstant. It chooses
the bestreceiver basedon their instantaneouschannelgain. To getthe instantaneouschannel
gain of multiple receives, MAD also makesuseof modi ed 802.11padkets (RTS, CTS). In
fact MAD is designedto run over OAR, it only diers in its assesmenof channel quality,
and the selectionof receiwers. The MAD systemsendsa group RTS to k receiwers, and ead
responds with a CTS in a distinct time slot. The senderthen selectsthe best receier to
transfer a super padet (concatenation of single padkets). The protocol usesa credit based
sthemeto selectthe k receivers. Howewer sinceit runs over OAR, and OAR over RBAR, it
inherits all its limitations.

Multi-radio diversity system make use of multiple receiving interfacesor antennas to
reducelossrate. Most of current interfaceshave multiple antennasto make useof antenna
diversity. Multiple antennasystemssud asMIMO have alreadybeenintegratedin the 802.11
protocol. Howewer the antennasare usually too closeto enjoy full bene ts of diverstiy. One
recert work in multi-radio diversity is the Multi-radio diversity sytem (MRD) proposedin
[37]. It attempts to exploit the presenceof multiple interfacesat the link layer. MRD
conbines copiesof erroneousframes received from multiple interfacesto reconstruct the
original frame. Sinceit is not possibleto know in advancewhich bit in which frame is the
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right bit, framesaredivided into blocks. The blocks which arethe samearetakendirectly for

reconstructing the original frame basedon the CRC ched. The blocks which di er between
the two copiesare chosenin turn to seeif either leadsto a correct reconstruction of the

original frame. This sthemeis combined with rate adaptation to improve performance.The

complexity of this sthemeis exponertial in the number of blocks, hencelarger block sizes
needto be chosen.Howe\er, if the block sizesare large, it may meanthat frame conbination

doesnot yield correct results, and hencemore framesneedto be chedked. Also, the number

of frames combined has to be limited to a small number to avoid false positivesin CRC.

Multi-user schemesdo not attempt to reconstruct the original padet, they instead assume
that atleast onereceiwer getsthe correct versionof the padet.

Traditional routing protocols decide a sequenceof nodes between the sourceand the
destination, and route ewery padet through that sequence.This routing framework fails to
leveragethe broadcastnature of wirelesstransmissions,and channel diversity. Speci cally,
when an intermediate receier fails to receiwe a padet, the padet hasto be retransmitted
by the immediate transmitter even if another neighoor of the receiwver successfullyreceived
the padket. EXOR is an opportunistic routing medanism that makes delayed forwarding
decisions[26]. Speci cally, EXOR broadcastseat padket on eat hop, determinesthe set
of nodesthat actually received the padet, and then choosesthe receier closestto the
nal destination to forward the padet. This sthemeis called multi-user diversity, the best
relay node is exploited opportunistically to nd the best path. Choosingthe best receiver
incurs comnunication overhead,hence,delayed decisionsare madefor batch of padets. The
advantage of delayed forwarding decisionss that EXOR cantry multiple long but lossylinks
concurrertly, resulting in high expected progressper transmission.

ExOR attempts to decreasethe total number of transmissions,but does not explicitly
leveragesthe multirate option at the physical layer that leadsto transient variations in
transmissionrates. ROMER [27] another routing protocol basedon this framework leverages
sud transiert variations to selectthe highestthroughput path instead of the closestreceiwer
to the destination. Specically, ROMER forms an opportunistic, forwarding mesh that
is certered around the long-term stable, minimum-cost path (e.g., the shortest path or
long-term minimum-delay path), but opportunistically expandsor shrinks at the runtime
to exploit the highest-quality, best-rate links. One disadwantage of these shemesis that
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they are not easily extensibleto multi-channel networks. Multi-c hannel networks provide
much higher throughput [17], and are usually designedsud that neighbouring nodes are
on di erent channelsto reduceinterference. In sud a scenariobroadcastbasedmulti-user
diversity is limited. One alternative is to usemulti-path routing to exploit path diversity.

Multi-path routing hasbeenusedto take advantage of multi-user channeldiversity. When
data is split over multiple paths, it is likely that there exist somepaths which are better
than others, at ewvery instanceof time. Opportunistic multipath sdeduling (OMS) proposed
in [35] attempts to split data along multiple paths, exploiting time-varying conditions, while
satisfying route-splitting weights. The goal hereis to reducethe averagedelay experienced
by padkets. The OMS sceduling module estimatesdelays of N paths using active probing,
such that the delay experiencedby padet k on path i is Q¥. To schedulea padket, the path i
is selectedwhich minimizesQk + v, whereQX is the queuesizethat padket k would encourter
if it is scheduledto path i and v¥ is a constart basedon assumptionsof distribution of path
characteristics. This work howewer assumeghat the multipath sdeduler has knowledge of
instantaneouschannel conditions which is di cult to get.

We have seendi erent kinds of diversity sdhemes. Ideally, we would like to have multi
antennadiversity sthemewhich canalsobe extendedto multi-channel networks. Multi-path
routing seemgo be the correct designfrom this point of view.

3.3 Localization

Knowing the exact location of a wirelessnode is most useful to routing and higher layers,
hencewe dealwith localization hereasa part of routing protocols. Modern GPS systemscan
give accuratepositioning outdoors. Howewer, GPS devicesconsumepower, and do not work
well in indoor environmerts. Hencedi erent techniques have beendeweloped for accurate
positioning of wirelessnodes. The RADAR system [3§ usessignal strength information
directly. Thereisaninitial oine phasewherea signalstrength map is constructedof a given
area. This is done by taking a mobile node through a given region and recordingits signal
strength to 2 or 3 di erent landmark nodesof known location. During the localization phase,
a node with unknown location, measuresits signal strength to predeterminedlandmarks
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and comparesit to the pre-computedsignal map. The node location is then guessedsthe
coordinate closestto it in signal space(euclideandistance of measuredsignal strengths to
previously recordedsignal strengths). In practiceit is hard to build a signalmap of a region.
Also due to signal strength variation, localization is not very accurate.

To overcomethe disadwantagesof pure signal strength basedlocalization schemesa di er-
ent technique of localization was proposed. This technique called Time di erence of arrival
(TDOA), usedin Cricket [8]. Cricket is an indoor positioning systemwhich localizesbased
on signal strength and ultra-sound information. Cricket usesbeaconsplacedthroughout the
building to disseminatesignalinformation to receiers(wirelessnodes). A beaconsimultane-
ously transmits an RF signal, and an ultra-sound signal. Sincethe speedof electromagnetic
waves is much faster than that of sound, the RF signal arrives rst. The beacondesign
ensuresthat the ultra-sound would arrive beforethe end of the RF signal. The receiwer can
then measurethe time of arrival of the correspnding ultra soundand estimateits distance
to the beaconusing the di erence betweenthe two arrival times.

Once node location is known, routing becomesvery simple. GPSR [1]] is a greedyge-
ographic routing scheme. Eadh node makes a greedy decisionof forwarding the padet to
the neighbour closestto the destination. This simple stheme does not always work, as a
padket could get studk in a place where local decisionscan not move it forward. This oc-
cursif there are holesin the network. The authors proposeperimeter forwarding technique
wherethe padet is forwarded along the face of a planar sub-graph,which is essetially the
perimeter of the hole. This schemeis also called face routing, as padet traversesfacesof
the graph in the courter-clockwise direction. However if the network has many sud holes,
greedy forwarding would often resort to perimeter traversal and becomesub-optimal. To
overcomethis limitation an improvemen was proposedcalled Greedy Other Adaptive Face
routing (GOAFR) [48]. This protocol usesa boundedellipseto cortain the extert of face
routing. Facerouting is performedtill the ellipseboundary is readed, then the facerouting
is performedin reversedirection. If the destination is not reacedthe ellipseis madebigger.

Most of these geographicrouting protocols assumea unit-disk graph model. With this
model, the graphscan always be planarizedand facerouting always succeedsHowe\er real
radios do not satisfy the unit-disk model, and have non-uniform ranges. A graph needsto be

18



planarizedfor the facerouting to succeedand hencealgorithms for construction of Gabriel
graph (GG) and Relative Neighbourhood Graph (RNG) { subgraphsof the original graphs
were proposed. Both thesesub-graphsof a unit-disk graph are known to be planar. In real
networks the above techniquesyield cross-links,unidirectional links, and causelinks to be
removed incorrectly. This happens becauseboth GG and RNG require the presenceof a
mutual witness node betweentwo nodesto remove a link. Howewer in real networks this
mutual witnessmay only be visible to one of the links even whenit is at the samedistance
from both nodes. One simple x is to ensurethat both nodesadnowlegethe presenceof
the mutual witness. This technique is usedin the work by Kim et al. [47]. The authors
deployed GPRS on a real test-bed and obsened crosslinks, unidirectional links etc. The
goal of their work wasto comeup with a practical deployable geographicalrouting prtocol.
They introducedthe mutual witnessand explicit cross-linkremoval to overcomethe above
problems. Another ambiguity occursbecauseof the presenceof collinear links which again
does not occur in unit-disk graphs and causesface routing to fail. A simple stheme of
choosingthe next shortestcollinear link overcomesthis problem.

Real world deploymerts often prove seweral assumptionsmadein theory and simulations
to be false. This requires protocolsto be modi ed speci cally for this purpose,which in
many casesmay not even be possible. The above work is an excelleh example of making
theoretical work practical through experimertal obsenation.

3.4 Transport Proto cols

In the previous sectionwe looked at cross-lger information being usedin various routing
protocols. In this sectionwe look at transport protocolsusing link level information. TCP,
the traditional transport protocol for wired networks, performsvery poorly when run over
wirelessnetworks. This is becauselCP is designedfor wired networks wherelinks have high
bandwidth, low lossrate and congestionat the routers is a bottlened. Henceit tries to
estimate bandwidth basedon the presenceof congestion,and ensuresthat the sendingrate
does not over-run the routers. This technique does not work for wirelessnetworks where
links arelossy and the link bandwidth is the bottlened. Speci cally TCP facesthe following
limitations
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TCP Acknowledgement overhead: TCP adknowledgemets are usedin wired
networks to eliminate the need for high granularity timers. The adknowledgemeis
clock the sliding window basedprotocol to sendat a higher rate than traditional timers
would allow. Howeer, in wirelessnetworks per padket acknowledemens not only waste
network bandwidth, they alsointerfere with data transmission.

TCP Bandwidth Estimation:  TCP estimateslink bandwidth basedon congestion
related losses. Since, wirelesslossesare either due to link breakageor channel errors,
TCP underestimatesthe channel bandwidth, and hencelowers its sendingrate. In
caseof link breakage, TCP timeout becomedarge, and oncethe new route has been
discovered it ramps up too slowly.

Rate control: TCP usestwo techniquesto cortrol the sendingrate. Firstly, it uses
aknowledgemets to implemert a window basedsdeme,whereeat acknowledgemenh
triggers a new padket. The bursty nature of the wirelesschannel causesack bunding,
which resultsin TCP sendinga burst of padkets increasingburstinessof trac. This

in turn aects TCPs RTT estimation causingin ated retransmissiontimeouts (RTO).

Secondlyoncecongestionis detected(even falsely) the Additiv e IncreaseMultiplicativ e
Decrease(AIMD) algorithm which increasesthe window size linearly under utilizes
the wirelesschannel and does not take advantage of existing channel capacit. The
multiplicativ e decreasephase exacerbatesthe problem by reducing window size too
drastically.

RTT dependent fairness: TCP by designgives greater bandwidth to shorter hop
o ws asthey uselessemetwork resources.In wirelessmeshnetworks this translatesto
lower throughput for nodesfurther away from the gateway. TCPs fairnessalsoassumes
that bandwidth is sharedbetween o ws going over a singlenode. However, in wireless
networks, bandwidth is sharedamong o wsin the region. This particularly exacerbates
the hidden node problem, wherethe inhibiting link grabsertire channel bandwidth.

From the above discussionwe seethat a transport protocol for wirelessnetwork needs
to have { (1) Low protocol overhead, (2) A good way to estimate path bandwidth, (3)
A technique to cortrol sendingrate, which is not dependent on adk clocking, and (4) A
technique to ensurefair shareof bandwidth to multiple o ws sharing the channel. We now
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look at various transport protocolsand examinehow they adieve the above goals.

One of the early works in the areais WTCP [44]. This protocol usesexplicit rate cortrol
instead of adk clocking. A ratio of obsened receier side rate to senderside rate is main-
tained, both asa long term averageand as a short term average. If theseratios go above a
threshold the sendingrate is increasedand if they fall below a threshold the sendingrate is
decreased.Receiver computesthe rate basedon the di erence betweensubsequen padkets
in the ow (Padket pair technique). This senesas an estimate of the path bandwidth. To
detect congestionrelated losses,the receier keepstrack of the longterm loss percernage.
If the obsened short term loss perceriage is greater than the worst caseexpected loss, it
is assumedto be congestionrelated, and the sendingrate is decreased.They also use se-
lective adknowledgemets to overcomead bundiing problem. Although this protcol solves
a majority of problemsdescribed above it doesnot o er a complete solution. Firstly, the
rate estimation shemeassumeghat wirelessinterferenceandtra c are not bursty, which is
mostly the case.In a diversechannel,the di erence betweenpadet times would vary widely,
and make it hard to accurately estimate path bandwidth. Secondly diversity also causes
the losspro le to vary betweendi erent time scales.Usingit to distinguish congestionand
channellosseswvould causea lot of falsepositives. Thirdly, this technique doesnot guarartee
fairnessamong multiple owswith di erent RTTs.

ATP [3Z is atransport protocol for wirelessnetworks which follows a cross-lger approad.
In ATP scheme,ewery intermediate node measuregjueuingand transmissiondelays for eat
padket passingthrough it. The sum of exponertially averagedqueuing and transmission
delays yields the averagepadket service-timeof ows going through the intermediate node.
The transmissiontime accours for the path bandwidth and the queueingtime accouns
for congestiondue to multiple ows traversing the samenode. Every padet bears the
maximum service-timeencourtered on any of the intermediate hops. The bottlened service-
time is comnunicated to the sender,which adjustsits padket dispatc interval to match this
service-time. This stheme of measuringpath bandwidth performs better than the padet
pair technique, sinceit is not a ected by jitter. Every epoch the ATP receiver sendsan
update of padkets lost, and the current rate supported by the path, and the ATP sender
setsits sendingrate to the reported rate. This eliminatesthe necessi of losspro le since
congestionis not inferred from losses. ATP, howeer fails to utilize the network optimally
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[29]. This is becauseATP includespadket queuingtime into the servicetime measuremets
that makesit unable to maintain a steady ow rate [3(].

EXACT [31]is another explicit rate-based o w cortrol sheme. EXACT routers measure
the available bandwidth asthe inverseof per-padket MAC cortention and transmissiontime.
Ead router then runs a proportional max-min fair bandwidth sharing algorithm to divide
this measuredbandwidth among the ows passingthrough it. The bandwidth stamping
medanism is similar to ATP. Unlike ATP, EXACT de-couplesqueuingtime from the ser-
vice time measuremets and instead of including queueingtime to accour for cross-tra c,
EXACT performsexplicit max-min bandwidth allocation amongall the o ws going accross
the node. This alsoallows for better fairnessand achieves much better network utilization.

EXACT isa ow cortrol protocol which could be incorporated in any full edegedtrans-
port protcol. LRTP [41]is a cross-lger transport protocol, with a goal of minimizing over-
head(adknowledgemets, retransmissionsjand utilizing network bandwidth optimially. They
usea ow cortrol algorithm similar to EXACT. Se\eral techniqguesare employed to ensure
that network bandwidth is not wasted. Firstly, all transport protocol overheadis eliminated.
MAC level retransmissionsand padket cading are usedto eliminate the needfor end-to-end
retransmissions.Negative adknowledgemets are usedto reduceadknowledgemen overhead.
Secondly a rate basedcongestioncortrol sdhemeis used(similar to EXACT). Ead inter-
mediate node measuresthe bandwidth of ead virtual link basedon transmissiontime of
padkets going through it, including MAC cortention. The intermediate node also records
all other ows goingthrough it and their currert rate. This information is usedto perform
a max-min allocation of bandwidth for all the o ws going through the node. This alloca-
tion is then stamped on the padket if it is smallerthan its existing allocation. The receiver
periodically sendsan update padet to report current rate of the ow to the sender. This
protocol accourts for fairnessamong multiple ows sharing a node. Howewer the 802.11
MAC ensuresnode level fairnessand not ow level fairnessas discussedearlier. The ow
also experiencesunfairnessbecauseof hidden node problem. This sthhemehowever removes
RTT basedunfairness.

Transport level protocols can alleviate MAC unfairnessproblemsthrough rate cortrol.
The hidden node problem can be alleviated by ensuringthat the rate of inhibiting link is
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cortrolled, allowing greater bandwidth shareto the inhibited link. Also ow level fairness
(instead of node-le\el fairness)can be ensuredif all the ows in a region sharethe channel
time as opposedto all the ows on a single node. Assuring fair share of channel time
automatically eliminates the bad- sh problem discussedearlier. This approad has been
proposedin Coordinated CongestionCortrol algorithm (C3L) [40Q] wherethe authorsattempt
to provide end-to-endmax min fairnessguarartee in wirelessmeshnetworks. The network is
divided into collisiondomains,which areregionsin which all links interfere with oneanother.
Max-min allocation of channeltime is doneacross o wsin a collision domain. Hidden nodes
and their inhibitors are explicitly identied and treated specially The conbined channel
capacity is further reducedin the presenceof hidden nodes, and hencetheir allocation is
scaleddown in this case.C3L conmbined with LRTP form a completetransport level solution
for wirelessnetworks maximizing throughput while ensuringfairness.

One disadvantage with rate basedsdemesin generalis that they are not easily scalable.
Sendingat a particular rate requirestimer of that ne granularity, and with a large number
of high bandwidth o wsthis causessigni cant performanceoverhead. With currert wireless
rates however thesecan be supported. There is a needfor di erent rate cortrol schemesfor
future wirelessnetworks.

4 CASE STUD Y - A Link Characteristic Aw are Routing Proto col

In this section we look at a crosslayer routing protocol basedon DSR. Our objective is
to incorporate parametersfrom lower layers which we believe are important in making the
correct routing decisions. We rst look at the protocol design,and then somepreliminary

results.

We use parametersfrom physical layer to enhancethe following aspects of the protocol.

Reducingroute discovery time and overheadby detecting uni-directional links upfront.

Incorporating a channel aware metric to choosebetter quality paths, which optimize
throughput rather than delay.
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Exploit the highly dynamic nature of the medium via multi-path routing.

Speci cally, we improve over existing systemsin the following aspects

We usea simpletechnique to detect and eliminate unidirectional links without explicit
commnunication messagesThis technique senesto reducerouting overhead

We include a practical link aware link quality metric which alsoincorporatesthe e ect

of interferencefrom external nodes. This link quality metric is measuredin a ne

grained manner and does not incur the overheadand inaccuraciesof active probing.

We alsoproposea throughput basedpath metric which shovs much better performance
comparedto existing delay basedmetrics.

We proposea multipath protocol which makes use of path diversity information and
adjusts network tra c to maximize performance.

Howeer this protocol does not attempt to cortrol the topology of the network. We
assumethat the link layer is running a good auto-rate protocol, and channelassignmenh has
beenmade apriori.

4.1 Uni-directional link detection

The 802.11MAC is a bi-directional MAC, i.e. all unicast padets require adknowledgemets
and hence cannot be sert over uni-directional links. Howewer broadcast padkets do not
require adknowledgemets. Most reactive protocols howewer usebroadcastpadets for route
discovery and unicast for data transmission. This implies that unidirectional links would
have to be detectedand avoided during route discovery to ensurethat data getstransferred.
Traditionally DSR performs a route discovery by sendingbroadcastroute requestpadets,
andthe route reply is sert in aunicastmanner. This way uni-directional routesare eliminated
on the return path. Howewer this wastesnetwork resourcessince sud route requestsare
forwarded through the network and eertually discarded.

To overcomethis problem, we use a simple technique called Early Unidirectionality De-
tection and Avoidance (EUDA) [4]. This technique allows easydetection of unidirectional
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links which are causedby the network topology and henceare long-term. Unidirectionality
could alsooccur due to interferenceand signal variation , which are not handled e ectively
by this technique. We could arguethat this type of unidirectionality is transiert and sud
routes could be usedat somelater time.

EUDA detects a unidirectional link with the reception of the route requestitself, and
doesnot forward it further. Detection of unidirectionality is done basedon physical layer
parameterssud asreceiewed signalstrength and transmit power. GivensenderSandreceiwer
X, the signal transmitted by S with transmit power Pts is received with power Pry. The
transmitted signal experiencesattenuation becauseof large scalepath lossin the channel
which is represerted by the channelgain G.. G, is computedas

G. = Pts=Pry (12)

A padket is perceived by the card only if it is received with a power greaterthan the receiwers
threshold PThreshyx . If we assumethat the channel gain is samein both directions, the
reciewver X can estimatethe received power of padketsit transmits to S (Prs) with transmit
power Pty . If Prg is smallerthan the receivingthreshold at S,(P Threshs) then the link is
unidirectional. Thereforefor a bidirectional link the following equation should be satis ed.

Prg= Pty G.> PThreshs (13)

To usetheseequationswith 802.11basedcards,two adjustmerts needto be made. Firstly,
current day drivers provide us with the Receied Signal Strength (RSSI) instead of received
power P,, but the corversionfrom RSSIto P, is fairly straightforward. We usethe following
formula

Seom = RSSI RSSIyax =100 96 (14)
P, = 105eom =10:0 NN/ (15)

whereRSSI y ax is card speci ¢ (60 for atheros), and 96 represetts the noise o or. Also,
the signal strength threshold is not readily available, hencewe use empirical value to de-
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termine the threshold. Basedon obsenations made on the Mint testbed we found that the
minimum signal value recei\ed for any padet is 16, hencethe RSSIthreshold for all nodes
is setto 15 (converted to millwatt). This technique is not 100% accurate becauseof the
assumptionthat the channelgainis samein both direction. Which is why we consenratively
set the rssi threshold to a high value. This ensuresthat very poor links are eliminated as
well.

We have modi ed DSRto incorporate unidirectional link detection. Whenanode, S sends
out aRREQ, it includesits currert transmit power (obtained through tools sud asiwcon g)
and receie threshold (currently 15). A forwarding node X, receivingthe RREQ computes
if S-X link is unidirectional, and forwards the RREQ only if the link is not unidirectional.
Additionally it replacesthe transmit power and threshold valuesin the RREQ with its own
values. This technique substartially reducesroute discorery overhead,sincebad routes are
eliminated early on.

In the cortext of wirelessmesh networks, routing protocols sud as Srcr [24] and MR-
LQSR [25] use DSR style broadcast o oding to discoser and maintain network topology
information. EUDA is usefuleven in sud casesto reducetopology discorery overheadand
give an accuratepicture of the realtime network topology:.

4.2 Channel Load-based Routing

In previoussectionswe have looked at a large number of metrics which attempt to accurately
represen link quality. We now examinesomeideal properties of a metric. Ideally a metric
should accurately re ect the quality of the path - throughput or latency. The path quality
in wirelessnetwork is a ected by lossrate, link bandwidth, intra o w interferenceand inter
ow interference.We beliewe that the metric that most accurately incorporateslink quality
is the MeasuredTransmissiontime (MTT). MTT of a padet is

S
MTT = Taccesst Nretransmit g (16)

Here Toccess represets the time spert in badk-o or channel accessand accourts for inter-
ferecefrom other nodes, N;erransmit 1S the number of times the padket was retransmitted
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and represets channel lossrate, S represets the padet size, and B represets the link
bandwidth. Instead of computing MTT asgiven above, we measureit basedon actual data
transmission. This measuremen is more accurate than broadcastbasedprobing sdhemes
[39]. MTT of a padet is the time from when the card starts sendingthe padet to whenit
receies an acknowledgemen for it. Our implemertation of MTT is in the madwi driver.
The atherosdriver was modi ed sud that it generatesan interrupt on the successfucom-
pletion of every padet transmission. If there are multiple padetsin the queue,then

MTT, = ACki ACki 1 (17)

otherwise
MTT, = ACki Pkti (18)

where, Ack; is the time at which the interrupt arrivesand Pkt; is the time at which the
padet is transmitted. We usethe 64 bit timestamp courter available in the cardto geta high
granularity timer. We do not include the queueingtime asit causesroute oscilations. We
veri ed the validity of this sdhemeby running a singleudp ow in the network and observing
the application level throughput and comparingit with the bandwidth estimatedusingMTT.
The bandwidth estimatedby MTT closelymatched the application level throughput.

The MTT of a link is normalized to a standard padet size of 512 Bytes. We could
alsomaintain MTTs for di erent padet sizes.The MTT metric incorporateslossrate, link
bandwidth, and inter ow interference. Interferencecausedby a ow to itself (intra- o w)
can be measuredon a per path basis. The weight of the ertire path can now be computed
based on individual link metrics. Among multiple paths, longer paths consumegreater
network resources. Thereforeto ensurethat a ow doesnot consumetoo much resources
most path metrics are summed. Using sum has the advantage that adding a hop would
always increasethe metric, and henceprefer smaller number of hops. Howewer, using sum
of quartities sud astransmissiontime to distinguish paths resultsin minimizing endto end
delay. Hypothetically we could have two paths P1 and P2, with bottle ned bandwidths
of B1 and B2, and delays D1 and D2, such that B2 > B1 but D1 < D2. Howewr in
wirelessmeshnetworks and other last mile networks, we seekto maximize throughput. The
natural choicethen would be to choosepath metric which re ects path bandwidth. Howewer
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this could lead to really long paths being chosen,which resultsin the consumptionof extra
network resources.Thereforewe needa tradeo betweensel sh interestsand network good,
i.e. someway to weight path bandwidth with hop-court. Basedon this obsenation we
suggesttwo techniquesto compute path cost

X
MTTDelay,= MTT, IP (19)

12p

Max|2pM TT, ||p
Length(p)

MTTBW, = (20)

Here M TTDelay of path p represeits the end to end delay that will be experiencedby a
padket traversingit, whereas M TTBW metric represets the bandwidth of the path. I
is the number of hopsthat interfere with link | in path p. A conserative estimate could
include all the links in the samechannelasl.

In the Bandwidth metric the parameterattempts to balancebetweenglobal good and
sel sh interest. Just choosingthe highest bandwidth path could mean choosing paths with
large number of hops, howeer this increasesthe interferencethis ow introducesinto the
network. To balancethis trade-o we introduce the parameter which can be tuned based
on the load of the network. When network load is low, can be low, allowing ows to
chooselong high bandwidth paths. When the network load is high  should be closeto
1.0. MTTBW unlike other metrics choosesthe highest bandwidth path, rather than the
path with lowest delay and hencemaximizesthroughput. Network load can be measuredas
channel utilization asseenby the node. A simple metric to compute utilization would be

U = Tran=(Toackort + Tiran) (21)

which is the ratio of padet transmissiontime to the total time the card is attempting to
senddata. In fact this metric itself can be usedasa valuefor directly.

Table 1 summarizesproperties of all the metrics seensofar.
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Metric- Loss rate Bandwidth Intra-o w | Inter-o w | Throughput/Dela vy
ETX yes no yes no delay
WCETT yes yes yes no delay
MIC yes yes yes partial delay
PARMA yes yes yes partial delay
MTTDelay yes yes yes yes delay
MTTBW yes yes yes yes Throughput

Table 1: Properties of various routing-metrics
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We incorpoated these metrics (MTTDelay and MTTBW) in DSR. In Figure 2 we seethe

CDF of per ow throughput. In the simulation scenariothe Transmissioncourt metric

(TX) performsbadly when comparedto MTT. This is mainly becausens2 doesnot model
bit error rate, it only modelsinterference. HenceTX is practically shortest path. The rest
of the metrics perform well in the left side of the graph. This behaviour is again expected
as the right side represets single-hop o ws where none of the metrics really win. In the

MINT testbed results (Figure 3) we seethat transmissioncourt metric performs quite well

comparedto DSR and even MTTDelay. However MTTBW performs better in most cases.
The CDF is sparsersince fewer number of ows were chosenfor this experimert (around
15), whereas 100 node pairs were selectedfor the simulation experimert. We are currertly

running more experimerts on MiNT to better understand our results.

4.3 Multipath  Routing

Sincechannel diversity is an essetial feature of wirelessnetworks, we want to exploit it in
our protocol design. Channeldiversity obsened on the MiNT testbed is shown in Figure 4
wherewe seethe link variation over a 1 hour period. Figure 5 shawsresultsfor a 200second
time-scale. Protocolssud asEXOR [26]and ROMER [27] make useof the broadcastnature
of wirelessmedium to exploit diversity. Howewer our cortention is that this sthemecannot
be easily generalizedto a multi-channel network where neighbours are most likely to be on
di erent channels. We instead opt to usemultipath routing.

Traditionally DSR choosesa singlegood path to route data over. We extendit to choose
multiple paths, and split data over these multiple paths. We assumethat the receier has
a module that ordersreorderedpadkets. We also assumethat the benet gainedfrom this
stheme makes it worthwhile to tolerate some padket reordering. There have been se\eral
versions of multipath DSR sud as Multipath DSR (MP-DSR) [43] and Split Multipath
routing [42]. Theseprotocolschoosedisjoint pathsin an attempt to increasepath reliability.
Howewer choosingdisjoint paths doesnot ensurethat the pathsare non-interfering. Also with
path diversity, even interfering paths can provide bene ts sincethere is a high probability
that somepadkets of the o w traversea good path. Instead of describingthe ertire protocol,
we look at key extensionsto traditional DSR.

31



0g

0.8

Delivery Ratio

Link Diversity - 1 hour

——Link 2-3
------- Link 10-3
— +— Link 0-7
—w— Link 4-1

1

13 25 37 49 B1 73 85 97 109121133 145 157 165 181 193 205 217 229 241 263 265 277 289 301 313 326 357

Seconds

Figure 4: Link lossvariation over a period of 1 hour

32



Delivery Ratio

Link Variation in 200 secs

0.9

0.5 4

o
~1
L

o
o
|

=
m
L

o
T
L

o
w
|

0.2 4

0.1 4

[ = T T T TR eI

1 &8 15 22 29 36 43 50 57 B4 71 78 85 52 99 106 113 120 127 134 141 145 155 162 165 176 183 190

Time {Secs)

Figure 5: Link lossvariation over a period of 200 seconds
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Route Discovery: Traditional DSR forwards singleRREQ from a source,we modify
this to forward K bestRREQsinstead. Ead forwarding node appendsMTT metric for
the links in the RREQ, and the destination node respondswith K best RREPs aswell.
As a result the sourcediscovers upto K paths and their MTT metrics. In the current
implemertation all K paths are usedto senddata if they satisfy the disjointedness
constraint descriked belon. In static networks the topology itself does not change
that often whereasthe link metrics do. Henceroute discorery neednot be performed
frequertly. HereK is a parameterthat can be tuned.

Data forw arding: In choosing multiple paths from the cade, we can cortrol the
disjointednessof the paths. However we obsened that non-disjoirted paths perform as
well, and sometimesbetter than disjointed paths. The data is split over the selected
paths in the ratio of the path bandwidths. If there are 3 paths (Py; P,; P3) with band-
widths (B; B,; B3) thenthe allocation (A1; A,; Az) would be(B,;=M B;B,=M B;B3=M B)
whereM B is min(B1; B2; B3). Oncethe allocations are decided,Ay padets are sert
consecutiely over eat path in decreasingorder of allocations. This sthemeis called
de cit round-robin. This is doneto ensurethat padets reorderingis minimized, and
there is maximum parallelism. Forwarding nodesinclude the MTT metric in the head-
ersof the data padets aswell. The destination collectslink MTT information from all
incoming padkets and routing messages.

Link update: The destination node has a link cade of all the metrics that it has
seenthrough incoming padets. Periodically it sendsa link update to the sourcenode
informing it of newlink weights. The sourcenode canthen recomputepath bandwidth
and reassignthe data splitting over those paths. This ensuresthat the protocol reacts
quickly to changesin link weights over time. At the sametime there is very little

overhead since route discovery itself is rare. To optimize further, forwarding nodes
neednot sendlink MTT information in every data padket and senda periodic average
instead.
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Ns2: Throughput with high background Load

Figure 6: Averageand medianthroughput of 100node pairs, in a 15 node simulated network
with high badkground load

Mint: Throughput Low Load

Figure 7: Averageand median throughput of 15 node pairs, in a 12 node MINT network
with low badkground load
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Multipath protocol performsaswell as MTTBW in most cases.We beliewe that multi-
path gainsif the sourcenode is poorly connected,and splitting data over multiple paths is
bene cial. If there exists a single good path, multipath can even deteriorate performance
sinceit increasedntra ow interference.Figure6 and Figure 7 shav the averageand median
throughputs of 15 and 100 ows in real and simluated scenariorespectively. We seethat
in the simulation graph, Multipath performs as well as single path with MTTBW metric.
In the testbed ewven though it performs poorly comparedto MTTBW, it performs better
than other metrics. One reasonfor this was that many of the sourceand destination pairs
had atleast one good path, and multipath deteriorated throughput of those nodes. We are
investigating the behaviour of multipath basedon changesin channel condition.

5 Conclusion

We concludethat the cross-lger paradigmis an essetial elemen in wirelessprotocols. As
we have seenearlier, cross-lger parametersinvolve

Controllable Parameters: Thesecompriseof tunable parameterssud astransmit
power, carrier sensethreshold, link rate, and operating channel. These parameters
a ect topology of the network, including lossrate, connectivity, interferenceetc, and
play a key role in protocol performanceat all levels.

Observ able prop erties: Thesecompriseof properties sud as signal strength, bit
error rate, and transmissiontime. Thesepropertiesallow usto infer the currernt channel
conditions and make more informed decisionsregarding which parametersto cortrol.

Net work prop erties: In the third category we have knowledge of certain facts
about the network which should be incorporated in protocol designto gain maximum
performancebene t. First is the knowledgethat there is diversity. Secondly the fact
that 802.11MAC is inherertly unfair, and this unfairnesscan be mitigated through
proper protocol design.

Existing cross-lger protocolshave exploited channelaware information to achieve better
performanceat ead layer (MA C, Network, and Transport). Howeer, the questionthat has
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to be asked s - is this the bestadeivable performance?This questionneedsto be addressed
speci cally for WirelessMesh Networks (WMNs) which sene asthe wirelessbadkbone, and
henceneedvery high performance. Se\eral theoretical papers have looked at quartifying
the optimal capacity of wirelessnetworks and wirelessmeshnetworks. Howeer, there are no
current deploymerts of wirelessmeshnetworks which combine the best of topology cortrol,
link layer measuremets and diversity. The other key issueis that dierent crosslayer
protocols work at dierent levels. But their interaction with one another has not been
studied. For example,crosslayer protocolssud asC3L and ATP work over a routing layer.
It is possiblethat a joint decisionyields better performancethan in a stand-alonemanner.
Another exampleis that Topology cortrol and routing are dealt separately while topology
directly in uencesthe routing metrics. Joint sheduling algorithms sud as[19]and Hyacinth
[17] are few of the works which try to optimize network throughput basedon both cortrol
and usage.

Most current systemsare ad-hoc in design,andtry to solwe a speci ¢ problemrather than
the global optimization problem. Ideally cross-lger designshouldinvolve a di erent kind of
architecture having the following componerts

Measuremen t Framew ork:  This includesa systemsud as EAR which provides
accuratelink level parameters. This createssomekind of a metric table available to all
higher layers. This framework should also include a method to cortrol di erent card
level parameterssud astransmit power, carrier sensethreshold and channel.

Routing and Topology Control Mo dule: This layer makes decisionsof routing
forwarding and topology cortrol. This layer alsomaintains atleast a partial view of the
network topology.

Transport Mo dule: This layer makes decisionsof the sendingrate, and data re-
transmissions. This is done basedon fairnessor QoS objectivesto be acheived.

Centralized Optimizer: This layer di erentiates the wirelessnetwork from tradi-
tional wired networks. This layer usesinformation from all the above three modules
to build a better picture of the network. Which includes, partial network topology
rates of ows, currert channel conditions etc. It then usesthis to make optimal local
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decisions,and if necessarycomnunicate these decisionswith optimizers in di erent
nodes.

The above architecture encompasseall the above discussedprotocols. Howewer the key
researt issueslie in coming up with good algorithms for eat of thesebladk boxes, and in
deploying it to achieve a real time high performancesystem.
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