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Abstract

Computer network is already an indispensable part of ouremotife. To keep our network run smoothly, we
need to know its condition. This calls for the necessity oflgring the traffic (packets) on the network. In this
paper, we investigate traffic analysis techniques needatefsi firewall and network intrusion detection system
(NIDS). Stateful firewall analyzes packets up to their lagdreaders while NIDS analyzes the whole packet.

The key techniques for stateful firewall and NIDS are flowestaianagement and string matching. This paper
investigates the design of flow state management and seveijar string matching algorithms. This paper also
suggests some improvement over TCP state management anfloiCRormalization.

Index Terms

Packet (traffic) analysis, stateful firewall, network irgien detection system (NIDS), string matching algorithms,
traffic normalization.

. INTRODUCTION

With the rapid growth of Internet, our life is tied to Intetn@ore and more tightly. Governments, companies,
and even individuals rely on Internet to communicate witheos$. Internet is now an indispensable element of our
everyday life.

Given the importance of Internet in human life, it is no sigprthat lots of research is invested in it. We need
to be confident that it can sustain the normal communicationatiels of billions of people on the earth, or even
some malicious abuses. So being able to identify what is mapgen the network becomes an important aspect
of network research. Only when we can know what is happenimthe network can we control and manage the
network. Otherwise, when the network fails, we may not dalsing to restore its functionality. On the other hand,
if we know the traffic on the network, we can use it for differéimds of applications. For example, we can deny
malicious traffic to make our network safer; we can prioritizgoortant traffic with guaranteed bandwidth for the
success of our business; we can get a clear picture of the tdgtribution to plan our future network upgrade;
and so on. All the above applications depend on what we caw katmut the traffic. The goal of this paper is
to survey the techniques that enable us to understand tffie,talled traffic analysis technology. By using this
technology, we will be able to know who is using the networkouerce, when, where, and why. This paper will
also present the applications of traffic analysis technologyause applications usually decide how complex the
analysis should be.

The first step to analyze network traffic is to have access to pmcKkbere are two ways. The first way is to
get packets from inline devices such as routers. Since paokest go through inline devices, it is not a problem
for them to get the packets. The second way to get packets isg¢@wiretap device that plugs into monitored
networks and eavesdrops on the network traffic. This is likes® telephone wiretap for some one to eavesdrop
other people’s conversation. Brian Laing [13] shows how te tiee SPAN port of switches, hub, and tap to get
copies of packets. The second way normally only passivelyitmothe traffic. So we call this type of device as
monitoring device.

The second step to analyze network traffic is to set the goalaysis. We cannot do things without purpose. We
need to decide what the analysis is for, i.e., the applinatiothe analysis. The goal will decide what information
is useful. Then we can begin to think how to extract the infdromafrom the packets. Furthermore, sometimes it
is even impractical for us to understand everything on thevork for reasons such as the high speed of the traffic,



encryption, etc. Explicit analysis goals allow us to skipommhation that we don't care. So the device only needs
to scrutinize portion of the packets.

Once the goal is set, the third step is to figure out ways to effigieextract information from the packets. This
normally requires decoding the packets, and even keepatg &ir packets that we are interested in. The key point
to decode packets is that we must understand the protodothtbgpackets use. Otherwise every packet will just
look like random bit stream and we will not be able to make agyse of it. Fortunately, most Internet traffic is
formatted with stable and public protocols. This simplifie@ tiask of interpretting packets. Sometimes we also
need to keep state for packets because independent pdoketseives cannot give us enough information; but if
we group related packets together, we can get more infoomati

This paper investigates major techniques for traffic analBpecifically, the paper mainly investigates techniques
used in stateful firewall and network intrusion detectiontesys(NIDS). Other applications of the techniques may
also be briefly discussed. The techniques in this paper areetinid raw network data packets analysis. We are not
going to go through all aspects of stateful firewall or NIDS. Wease stateful firewall and NIDS because they
probably represent the most complex analysis techniquéseat two levels: transportation layer and application
layer. We will discuss how the techniques work and theirorsle.

The goal of this paper is to provide a handy reference on the sfathe art of traffic analysis. The paper will
summarize the challenging issues in traffic analysis, andesswiutions to the problems.

The rest of this paper is organized as follows. Section |l prissthe design issues of stateful firewall. Section
Il investigate the issues of network intrusion detectigatem. It mainly discusses the string matching algorithms
and traffic normalization. Section IV discusses some miscetlas issues related to traffic analysis. Section V
concludes the paper with a summary of its content and majotribations.

[I. MATCHING AND MAINTAINING Bl -DIRECTIONAL FLOW STATE. STATEFUL FIREWALL

Traditionally, firewall uses stateless techniques to filtexkpés. As a result, it is called stateless firewall. Stateless
firewall doesn’t keep any state for packets. It only has a rate Whenever the device receives a packet, it will
compare this packet against its rule set. The matched ruldetewhether a packet is allowed or not. The advantage
of this approach is that it will not consume memory resouroeesit doesn’'t need memory (state) for packets.
The disadvantage is that it is a computation intensive soiutiVhile it saves memory resource, it needs use CPU
computation resource to look up the whole rule set for eadkegia

When the rule set contains thousands of rules, the overlweldk up rules in the rule set for each packet will
become very high. In fact, this is a very hot research topi@ gbal of the research is to design faster algorithm
to find the matched rule in the rule set. Since the research srdpic is much mature, this paper will not address
this problem.

The performance disadvantage of stateless firewall is obvBwisfirewall indeed can do better if it can consider
the fact that for normal communications, if the rules accepe packet, they are also going to accept all the
subsequent packets that are in the same connection of tlekechpacket. So duplicate checking for subsequent
packets of an allowed connection is really a waste. Butlstsddirewall doesn't take advantage of this fact because
it has no memory about if a packet belongs to allowed conmesti

Another disadvantage of stateless firewall is that the paemef its rules are fixed once it is entered into the
device. This makes it really ineffective for the cases thaapeeters of rules cannot be set in advance.

For instance, to allow clients behind a firewall to be able tweige responses from DNS servers on Internet,
the firewall must accept incoming UDP packets. But the portlemon the clients can be dynamically assigned
from anywhere between 1024 and 64K. Stateless firewall carmeconamodate this dynamic information. To enable
important UDP-based service, stateless firewall will allowRJpackets for all ports that are between 1024 and
64K. This opens security holes. For example, an attacker eaapsa UDP daemon on a compromised host with a
port between 1024 and 64K, say 5000. The attacker will be @btomhnect to this host on port 5000 to remotely
control it even if there is a stateless firewall protecting thost.

For TCP connections, the port problem is a little bit betterPT€nnections require SYN packet to set up
connections. So stateless firewall can just block any inconii@g packets whose SYN flag is set in order to get
rid of the problem shown above for UDP. Unfortunately, sames we indeed need incoming TCP connections
and its port is dynamically negotiated. For example, whetiemttbehind the firewall initiates an active FTP data



connection, it requires a TCP connections initiated fronsidiet of the firewall to come in. But since the port on

the client is dynamically negotiated, the firewall cannotwribin advance. So either the application fails if firewall

blocks its connections or the firewall accepts all TCP conaastinitiated from outside to its internal hosts. If

the firewall allows any Internet initiated connection comesTiICP will also have the same problem as what we
discussed above for UDP.

Another danger for a wide allowed port range is that it eralglert scanning. NMAP [8] is one of the port
scanning tools. They can send out packets to detect if the poetopen or not. To detect a UDP port, it will send
UDP packets to a port by watching if there is ICMP port unreddh message coming back. Because stateless
firewall doesn't block this packet, the probing packet wilhch an internal host. If the port on the host is open,
there is no response to NMAP. Otherwise the host will send PQdart unreachable to NAMP. To detect if TCP
port is open, the NMAP tool can send out TCP FIN packet. Closetsgend to reply with RST packet while
opened ports tend to ignore the packet.

The basic guideline on designing firewall rules is to deny ebémyg except to allow what we explicitly need. But
stateless firewall must open its gate wider because it cararadlé dynamic ports. This defect greatly decreases
the security protection of the firewall.

To address these shortcomings, stateful firewall is intredudhe basic technique is to create state for each
connection. For TCP/UDP, the connection is identified by thegma number, source IP address, source port
number, destination IP address, and destination port nuinbthe packet. For most bi-directional ICMP traffic
type, the connection can be identified by source IP addressindgon IP address and identifier.

When a packet comes in, the device will check its state to k#asi packet is the subsequent packet of an
existing connection. If it is, it will be accepted or deniedskd on the policy to this connection. If it is the first
packet of a connection, it will be checked against the filtdesulf it is accepted, state will be created for this
packet. If it is denied, creating state for this packet idaatl. Since most subsequent packets of a connection will
match its state in the firewall first, the slow process to matdcireg filter rules is only used for the first packet.
The process to match a packet against state in firewall can Herimepted as a hash whose lookup speed normally
is very fast. So these techniques can greatly enhance therparice of firewall. This is similar as that the cache
techniques can improve the CPU access speed to memory.

The second shortcoming of stateless firewall can also be sdlyestateful firewall. For the incoming UDP
packets of an internally initiated UDP connection, the @oltan be set as allowing incoming traffic of internally
initiated connections but denying all other traffic. When aRJpacket comes in, the firewall first checks its state.
If this packet belongs to an internally initiated connegati@ is accepted. Otherwise it is denied. So the firewall
can deny all unsolicited incoming UDP packets without biogkthe return packets of internally initiated UDP
connections. The firewall policy now is as strict as possible.

For externally initiated TCP connections with dynamic desion port like active FTP data connection, the
solution is to analyze the FTP control connection. By undaditey the information exchanged in the FTP control
connection, the dynamic port of the active FTP data connec@ombe identified. Then the firewall sets up state
for the forthcoming externally initiated TCP data connettid/hen a TCP packet comes in, the firewall will check
its state, if it matches existing connections or the tempyostate, the packet is accepted. Otherwise, it is dropped.
So for unsolicited incoming TCP traffic, it will be denied redass it has SYN flag or not. This can even block
port scanning which may use packet with FIN or ACK flag. While pgadicy is as strict as possible, externally
initiated active FTP data connections can still go through fitew

Though keeping state for connections entail many advantdbese is some price to pay. The issues are as
follows.

IP fragmentation. For TCP and UDP packets, we use port number as part of the fidertti the connections.
When IP packets are fragmented, the fragments don’t havenponber any more except for the first fragment.
The first fragment may not have all port numbers either if thedeemleliberately constructs the IP fragments.
Fortunately, for stateful firewall, this is not a problem. Thewiall can just accept all fragments except the first
fragment. The first fragment still goes through all the scyutf firewall if it has all port numbers. If the first
fragment doesn’t have port nhumber, it can also be acceptegl.rdtionale is that we will be able to control the
whole IP packet as long as we can control the first fragmentelfivop the first fragment, the other fragments are
no use to the end hosts even if firewall accepts them becausani®icreassemble the original IP packet and will
finally drop all fragments accepted by the firewall. If the firgtgment doesn’t have all port numbers, that means



the payload of IP packet is less than 4 bytes. Since the IP #agwifset is in units of 8 bytes, the fragments
don’t have ways to fit the gap between the first fragment and @sessive fragment. So the end hosts will finally
drop all fragments too.

TCP state managementDo we need special treatment for TCP connections? Can wer@gt TCP the same
way as UDP? Several issues make it more desirable to treat T@&Pediiy. a) TCP connections can last long
period of time. If we use short timeout value as UDP, the |lasdihg TCP connections may be broken by firewall.
If we use long time out value, it will make firewall vulnerable DoS attack. b) If firewall breakes existing TCP
connections, unlike UDP sockets, TCP sockets will lingeuatbfor a long period of time. ¢) Unlike UDP which
will not respond UDP packet (though it may respond with ICM&Jardless it is open or not, TCP may respond
with RST packet for port scanning (as in [11]). If we handle TGE same way as UDP, we may think that this
flow is two-way traffic. As a result, the firewall may incorrecthyirtk that it is a valid flow. But in fact it is just
malicious port scanning and may use up our state resouroi&lguso it is better to treat TCP differently from
UDP. By tracing the state of TCP connections, we can get moneflte than what we lose. The benefits are: a)
we can solve all the above problems. b) We can even proteatrseirom SYN-flooding attacks.

When we treat TCP differently from UDP, we can set up longeetat value without worrying about state DoS.
Longer timeout value will decrease the chance that firewallksdong lasting TCP connections. Fewer broken TCP
connections also help host to reclaim their connectiore fqaickly. By tracing the TCP connection establishment
and teardown, we can reclaim state from TCP connections lguickthe case of UDP, the only way to reclaim
state is timeout. That is why UDP must use smaller timeoutevdiu the case of TCP RST packet, since we know
its meaning, we won't create state for it.

Cisco’s stateful firewall [9] implement an interesting featuo protect servers from SYN-flooding attacks. A
SYN-flooding attack is a kind of attack that an attacker floodsraesenith TCP SYN packets and forged source
IP address. Because the source IP address is forged, theatimms cannot be established. But the server will
keep the half open connections for a long time. Eventuallystémeer is overwhelmed and cannot accept any TCP
connection request regardless of whether it is valid or thareby preventing legitimate users from connecting to
the server.

There are two modes in Cisco’s implementation: intercepterard watch mode. In intercept mode, the firewall
will accept the connection requests from clients on behiathe server. Only when the client can finish the three-
way handshake will the firewall open a second TCP connectiohgaé¢rver on behalf the client. Then the firewall
will knit the two connections together. Because SYN-floodittgck cannot finish the three-way handshake, server
will not be invoked at all. Firewall itself will timeout halfpen connections quickly so as to reclaim the state
resource and protect itself from from SYN-flooding attacks.

This mode can be implemented as the method proposed in [12h Agure 1, the client first send TCP SYN
with sequence number CSEQ to firewall. The firewall may reply witjusace number FSEQ. If the connection
finish three-way handshake, the firewall will send TCP SYN withusege number CSEQ to server. This way,
when firewall knits the two TCP connections, it needn’t chafgesequence number of the packets from the client
to the server. But the server may reply with sequence number S8EE€3ponse to the request from the firewall.
SSEQ normally will be different from FSEQ as delta. So for the packets the server to the client, the firewall
need to adjust the sequence number by delta. The same thipgrgfor the ACK number for packets from the
client to the server. In this mode, firewall doesn’'t need topkiack of the sequence number change. But it needs
to change the sequence number of all packets.

In watch mode, the firewall just monitors the connections.dbanection fails to get established in a configurable
interval, the software intervenes and terminates the adiomeattempt by sending TCP RST to both servers and
clients. So the server will reclaim its socket resources ugeeiving the TCP RST. In this mode, firewall need to
keep track of the sequence number as its state. But it neadjist the sequence number of packets.

Another question for TCP state management is when to creatie fer TCP connections. For UDP and ICMP,
since it is connectionless, we will create state for any padkwe don't have state for it yet. But for TCP, it is
connection-oriented. Do we only create state for TCP packéts SYN flag set or any TCP packet without FIN
or RST flag?

The advantage to create state for any TCP packet without FIN or fR§Tis obvious if we want to keep old
TCP connections going. Otherwise, old TCP connections waakiwhen the stateful firewall loses its state or start
from clean state because the firewall may not allow the retaiffia of the old connections. In [11], Lance Spitzner



client firewall server

SYN (CSEQ) ———»
SYN (FSEQ)
ACK (CSEQ+1) phasel
DATA (CSEQ+1)
ACK (FSEQ+1)
SYN (CSEQ) —
SYN (SSEQ)
ACK (CSEQ+1) phase2
DATA (CSEQ+1)
ACK (SSEQ+1)
DATA (CSEQ+1) | DATA (CSEQ+1)
ACK (FSEQ+1) ACK (FSEQ+1+delta)
phase3
DATA(SSEQ+l*delta)47 DATA (SSEQ+1)
ACK (CSEQ+1) ACK (CSEQ+1)

notes: delta = SSEQ - FSEQ

Fig. 1. Intercept mode for SYN flooding protection. In phase 1, fitew#l accept the connection from client. Only when client can finish
three-way handshake will the firewall to go to phase 2. In phase 2 diresse the same sequence number CSEQ to connect with server. In
phase 3, firewall only need adjust the sequence number for packeatssérver and the ack number for packets from client. The adjustment
is a constant value. So the adjustment is trivial.

raises the Denial of Service (DoS) problem if a person insidefitewall does port scanning. This person may use
up all the state resource of the firewall because the firewdllongate state for these port scanning packets and set
a timeout value as long as 60 minutes. A solution to this mnmobis to assign this state with shorter timeout value.
Then it will be treated the same way as a UDP connection. Fte staated from TCP SYN packet, we can still
assign longer timeout value to it so that we can decreasehifngce that connection is broken by the state timeout
event of the firewall.

TCP Sequence number checkingDo we need to match the sequence number of the packets inrdeway
handshake? No. Normally no one can easily forge the SYN/AC&ketafrom the server for a request. So either
there is no SYN/ACK or there is a correct one. For the ACK padkahe three-way handshake, if the source IP
address of the SYN packet is forged, the ACK packet normalliyvat be able to match the sequence number of
the SYN/ACK packet. If the client sends the ACK, it indeed Iselipe server to reclaim its state because server will
notice the sequence number in the ACK packet is wrong. Thahis 8¥ N-flooding attack does not send ACK to
fool the firewall.

The flow state is not only used for stateful firewall, it is also @ydused in other applications such as layer-4
switch, NAT, application layer traffic normalization and dtion and so on. But in different applications, the
state information maintained may be different. For inséarthe application layer traffic extraction will require that
the flow state also maintains the sliding window of the reaeiVbe packet processing requirement may also be
different. In stateful firewall, fragments can be handledhaitt reassembly. But port based NAT will require the
fragments to be reassembled. Otherwise, the NAT cannot kmmewto demasquerade the return IP fragments of the
flow. Without reassembly, the fragments don’t have port numbleen NAT cannot know which flow the fragments
belong to. As a result, the NAT cannot demasquerade thenré®ufragments.

In summary, the idea of creating flow state for connectionsbeawidely used for different purposes. In different
applications, the flow state may need to be tailored to itsiBpamvironments.



I1l. ANALYZING APPLICATION LAYER TRAFFIC: NIDS
A. The need for application layer traffic analysis

While in some cases, simple techniques like stateful firewal already satisfy our needs, in other complex
situations, we need to go further to analyze the applicdtger traffic, i.e., the payload of transport layer. This is
also called content-based traffic analysis. Here are somieafns that require application layer traffic analysis.

« Network Intrusion Detection Systems (NIDS).Paper [20] presents one example to illustrate why NIDS is
necessary. The Microsoft 1IS Web server [version 1155.0, 5a% a bug. If it encounters a series of forward
slashes inside of the “Host:” header of an HTTP request, it evéish. A normal stateful firewall will allow
traffic to the web server. It does not check the content of the HEGRest to the web server. So an attacker can
still crash the web server even if the web server is protelted firewall. On the other hand, NIDS can check
every host field in each incoming HTTP request for pattéd./// /1 /1111 /11111/11]]].So whenever
the attackers use this forward slashes attack method, #we\be detected or even stopped immediately by
NIDS. The attack information, forward slashes, is only awdddn the application layer of the packets. Without
application layer traffic analysis, this kind of attack canhe detected or stopped.

» Content-based switchPaper [12] presents a scenario why application level in&ion is useful for switching
traffic among server clusters. Web server clusters are confiondarge web providers. In typical configuration,
there is a layer-4 switch which distributes connections rgnthe nodes of a cluster. The layer-4 switch
essentially uses similar techniques as we described intttefd firewall. It is content blind. The layer-4
switch requires all nodes in the cluster either to be coreplateplicated or to share a common file system.
Otherwise, some nodes may not be able to service the redirellyldispatched from the layer-4 switch if they
don’t have all the content of the web site. Content-Basedctwbn the contrary, can check the Request-URI
in the HTTP request and partition the content distribution agnthe nodes of the cluster. This will decrease
the overhead of management and increase the performanceloservers because of better cache locality.
Same as NIDS, content-based switch also needs the informiduddris only available from the application
layer of the packets.

« Protocol aware firewall. In the description of stateful firewall, we mentioned thatedia firewall can create
state for a FTP data connection. How does the firewall know trempaters of the forthcoming data connection?
In fact, this information is only available from the applica layer traffic of the FTP control connection. The
string such as “PORT 192,168,0,112,16,71" from the clienthim control connection will tell the server that
the client is waiting for the data connection on port 4167{pated from 16 * 256 + 71). To get this dynamic
port 4167, protocol aware firewall must understand the FTP pobtand search for the command “PORT” in
the TCP payload.

« Application (protocol) recognition. Paper [15] presents the impact of P2P traffic on the WAN network
resources. P2P applications like Gnutella and KaZaA can coasarge portion of the WAN network resources
because they often are used to exchange recreational tdikeemmovies which can be 100s Mbytes for a
single file. It leaves little bandwidth for business critiegdplications. Furthermore, P2P applications can use
port 80 or masquerade as typical traffic such as HTTP. This makesahfirewall techniques useless to block
its port. So to limit the max bandwidth of P2P applications, veed to check the application layer of the
packets to distinguish P2P applications from other traffic.nTive can contain or even block the traffic of
P2P applications. The work at [18], [40], [16], [17] are somaraples on what application recognition can
do and how to do it.

B. Techniques to analyze application layer traffic

The basic techniques to analyze application layer traffic imgstmatching. The string matching problem is
similar as that we need to find a string (pattern, signatureg text file. The difference is that we may require
searching for a set of strings instead of one string. And ééthat we are going to check is the application layer
byte stream of the packets.

For NIDS, we need search the application layer byte streanattiack patterns such as forward slashes. Normally
the NIDS has a set of signatures which have to show up in thécapipn layer byte stream of the packets to
succeed an attack. That is to say, the signature is necessapné to attack a system. But the presence of a
signature does not mean that there is definitely an attackeoattack will succeed. For each packet, the NIDS will



FastTrack:

get (/.download/[ -~]1*|/.supernode[ —-~]|/.status[ —-~]|/.network[ —-~]*|/.files|/.hash=[0-9a-
£f]1[0-9a-£f]1[0-9a-f] [0-9a-f] [0-9a-f] [0-9a-f] [0-9a-f] [0-9a-f] [0-9a-f] [0-9a-f] [0-9a-f] [0-9a-f] [0—
9a-f]1[0-9a-f] [0-9a-f] [0-9a-f][0-9a-f] [0-9a-f][0-9a-f] [0-9a-£f]1|/[0-9]*/[ —-~1*) http/l.1l|user—

agent: kazaal ((kazaa|fileshare|grokster|musiccity) | (kazaal|fileshare|grokster|musiccity)) |x—
kazaa (-username | —network|-ip|-supernodeip|-xferid|-xferuidl|tag) |*give [0-9][0-9][0-9]1[0-9][0-
9]1[0-91[0-9]1[0-9]2[0-9]2[0-9]7

HTTP:

(http[\x09-\x0d —~]* (200 ok|302 [304 ) [\x09-\x0d —~]* (connection: |content-type:|content—
length:)) |~ (post [\x09-\x0d -~]* http/)

Fig. 2. The signature of FastTrack protocol and HTTP. FastTractopobuse almost the same syntax as HTTP. The main difference only
lies in the request of FastTrack which contains special signatures. Sstitogdish these two, the signatures of FastTrack are the special
patterns in request while the signatures of HTTP are the patterns in sespBimce requests comes in before response, FastTrack will be
distinguished from HTTP.

check the application layer byte stream to see if any sigaathows up in byte stream. If there is one or more
signature show up, the NIDS will alert the possible attackc@urse there are other ways to detect intrusion. In
this paper, we limit our discussion of NIDS in the scope ofkga@nalysis.

For content-based switch, we need to search for the ReglRistwhich can be identified by the patterns such
as “GET", “PUT", etc. After locating the patterns, we can get thegRest-URI from the strings that just follow
the patterns. Then we can dispatch the request to a parteetaer based on its Request-URI. The string matching
for content-based switch in this example is pretty simpleabse the patterns need to be searched is often at the
beginning of a TCP connection. Even for persistent HTTP conmegtiit is also not that difficult to find the next
Request-URI.

For application aware firewall such as FTP awareness, we neeghtohsfor “PORT” in the control connection
data stream to get the dynamic port of TCP data connectionkd&Jiequest-URI in content-based switch, the
“PORT"” signature can appear anywhere in the data stream bedawan be driven by interactive user input.
Fortunately, most FTP software was designed to use the PUSHrdeatulTCP to separate TCP segments for
different commands. So the “PORT” signature will often appedha beginning of a TCP segment. So even if the
firewall must check each FTP control connection packet, it dbesed to check all the data in the TCP payload.
If the signature is not in the beginning of the TCP segmeng less likely that the signature exists in this packet.

For application (protocol) recognition, we need to seawstitie signatures that can distinguish different protacols
The Application Layer Packet Classifier project [18] for Linwoyides a good example for how to use signatures
to classify packets to different protocols. For instanbe,FastTrack P2P file sharing protocol is widely used by P2P
applications such as Kazaa, Morpheus, etc. The FastTrat&gotan fact masquerades as HTTP protocols. It use
similar request/response format as HTTP. In [18], people hisestibtle difference between FastTrack and HTTP to
differentiate it from HTTP. The FastTrack protocol usés tlownl oad”, “/ . super node”, “/ . hash=", etc as
part of its Request-URI which is not common in HTTP. Then we cantbese signatures to identify these packets
as FastTrack protocol packets. For HTTP protocol, peoplehessignatures of HTTP response to identify packets
of HTTP. Even if the FastTrack’s response is the same as HTTP, lsaube requests come before response, the
FastTrack packets will be classified as FastTrack beforesitile as HTTP. The Linux Application Layer Packet
Classifier uses the first match as the final result. So FastTraclstdhbe isolated from HTTP traffic. Figure 2
shows the signatures to match FastTrack requests and HTTéneesp

In figure 2, the signatures are regular expressions instefidedf strings. But basically, it is still string matching.
Note that not every packet has signatures. How does applicatcognition software know what application a
packet belongs to if it doesn’t have a signature? The flow st way to classify packets without signatures.
Before signatures are found in the flow, the application typthe flow is not known. Once signatures are found,
all the packets belong to that flow will be classified to the sap@ieation type as the packets with signatures.
This is based on the assumption that the flow will never chargyerittocol in its whole life. So in addition to



Before Shift:

one plus two
two plus three equals five

After Shift:

one plus two
two plus three equals five

Before Shift:

two plus two
count to two hundred thirty

After Shift:

two plus two
count to two hundred thirty

(a) bad character heuristic (b) good suffix heuristic

Fig. 3. The examples show how bad character heuristic and goodesuffeuristic work. (a) is for bad character heuristic and (b) is for
good suffixes heuristic.

signature matching, flow state is also necessary for apgicatcognition.

Although it looks simple to analyze application layer traffgeveral issues make the problem challenging.
Application layer traffic analysis mainly has the followirgsues: performance overhead and evasion tactics which
can defeat application layer analysis. The following willinta focus on NIDS. But the problems and solutions
may also apply to other application layer traffic analysisnacies.

C. Performance issue of application layer traffic analysis

The simple way to match strings in the application layer byteasns is just to use normal string matching algo-
rithms without considering the traffic characteristics. Tlopydar NIDS, snort [22], use this method. Unfortunately,
performance is an issue for even the best known string megciigorithms. Mike Fisky, et al [30] show that the
string matching cost can be as much as 31% of the total priogesse by profiling the snort code.

In another paper [24] presented by Lambert Schaelicke, ehait sannot even support moderate speed network.
In their setup, the snort only monitors one-way traffic. Théfit@peed is kept constant at 100 Mbps. The computer
system is Pentium 4 Xeon 2.4 Ghz with 1 Gbytes DDR memory. Theoasitkeep adding rules to snort until snort
cannot check all packets. Then they can know how many rules sao check without missing packets. The result
is quite disappointing. Snort can only support 94 rules farkpés with 64-byte TCP payload and 217 rules for
packets with 1452-byte TCP payload. All the rules are payls@ithg matching rules. So this test showed the
performance of the string matching of snort. As a point of parison, the rule file [23] in snort has 1086 payload
string matching rules. And the total number of rules is 1270.

There are two ways to get around of the bottleneck of stringchiiag). One is to design faster string matching
algorithm, the other is to decrease the workload of stringchiag.

1) Faster string matching algorithmwe will present the main ideas of the string matching algong proposed
in the literature. The performance comparison is also ptedeihe algorithms can be classified to two categories:
single pattern match and multi-pattern match. For singtéeepa match, if there are multiple patterns, the text will
be searched multiple times. Each time there is only one paiesearched. For multi-pattern match, all the patterns
are searched simultaneously. We will present single pattextch first. Then we will talk about multi-pattern match.
In each category, the order is based on the time they arespigloli

a) Single pattern matching algorithms:

Boyer-Moore (BM). Boyer and Moore [27] proposed this algorithm in 1977. Thisdtgm is widely regarded
as having very good average-case performance for stringhingt As a result, it is most often used in text editors.
It is also used in Snort for application layer signature deiag:

Let's see an example first to understand how it works. Figure 3(ah example from [31]. It shows a pattern
P: “one plus two” that needs to be searched in the text T. Theofdfte pattern is aligned with the left of the text.
The comparison start from the right of the pattern. The first canspn is between character ‘0’ from the pattern
P and character ‘r' from text T. These two character mismageh.we find that character ‘r’ is not in pattern P.
So we can move the pattern P to the right by the length of paRet'r’ is in pattern P, P can move to the right
by B(r). Let's define some terms to explain the computation.

Pattern P is composed by characters:ps, ..., pn-

B(r) = min{i|pp—i =r}. 1 € [0,n —1].



B(r) is pre-computed from pattern P.

In plain English,i is the index of the characters of P. The index of the right mbatacter of pattern P is 0 and
increases from right to leftB(r) is the index of character ‘r' when it first appears in P if we réaétom right to
left.

Why can we move P to the right bi(r) when ‘r" is in P? We know that all the characters from_g ()41 t0
pn are not character ‘r'. That is what B(r) is defined. Now that &lhacters fronp,,_p(,)+1 t0 p, cannot match
character ‘r'. We can safely move P to the right Byr). This is calledbad character heuristic

Let's see figure 3 (b) for another heuristic. In figure 3 (b), chma‘o’ in text T mismatches character ‘s’ in
pattern P. From bad character heuristic, B(0) is 0. It cania gs any help. But we find our matched suffix
“two” in text T appears in P more than once. Then we can move attem P to the right to align the suffix
“two” in the text T with the second substring “two” in the path P. The movement offset is defined by formula
G(suffiz_of _P).

G(suf fiz_of _P) =index_of _second_appearance(suf fiz_of _P) - index_of _first_appearance(suf fix_of _P)
if suffix_of_P appears in P more than once.

G(suf fiz_of _P) = n. otherwise

index_of _first_appearance(suf fiz_of _P) = the index of the first character ef.f fiz_of_P in P.

index_of _second_appearance(suf fix_of _P) = the index of the first character ef.f fix_of _P in P when we
find suf fiz_of _P again in P. The search order is from right to left.

G(suf fiz_of _P) is also pre-computed for pattern P. The reason why we carysafale byG (suf fix_of _P) is
thatsuf fiz_of_P in text T cannot match other substring of pattern P until #xead appearance ef.f fiz_of _P
in P. In figure 3 (b), the movement is 9.

If suffix_of_P doesn’t show up in P agaisuffix_of_P cannot match P any more. So we can move P all
over to the next character oi.f fiz_of_P in T. This movement is n, the length of P. This scheme is caijleod
suffixes heuristic

When both heuristics are used, the movement value is theb@we of the two because either one can guarantee
the movement is safe. Using the bigger movement won't skiprg@l match.

ExB and E%xB. E. P. Markatos, K. G. Anagnostakis, et al. [32], [33] proposied exclusion based string
matching algorithm in 2002 and 2003. The idea is that for pat if any charactep; doesn’t show up in text T,
we will not be able to find P in T. This algorithm is mainly desigrfer NIDS. It has two assumptions. The first
assumption is that most traffic will not trigger patterns. Saubing this algorithm, we don’'t need invoke expensive
algorithm such as Boyer-Moore algorithm to verify the safef the traffic. The second assumption is that the text
T is not too big. Otherwise the effectiveness of this ided daicrease dramatically because the chance that text T
has all the characters of pattern P will increase as text bigefThis forces the NIDS not to accumulate too much
data to do pattern matching. Given the trend that NIDS areenamd more data stream (e.g. TCP data stream)
oriented, this limitation may make this algorithm less ele.

Figure 4 is the pseudo-code of ExB algorithm. There are two dtepxclude patterns that will not match the
packet. In the first step, functiqor e_pr ocess() will process the characters in packeekt _T) to record their
existence in arragxi st s[ 256] . In the second step, functiagear ch() will check patternpattern_Pis in
the textt ext _T or not. If any character of patteqpat t er n_P doesn’t show up in arragxi st s[ 256] , we
can conclude that pattepat t er n_P will not match textt ext _T.

If there are multiple patterns, the second step will be dalepeatedly. But the first step is only called once for
all patterns.

To decrease the false positive, the idea can be generalizacsd more bits of characters to create array
exi st s[]. For common packets with nearly 1500-byte data, the chamateatl characters show up in a packet
is high. So the 8-bit array (256 elements) will have high faissitive. Paper [32] suggests that 13-bit array?
elements) will be a good tradeoff between memory usage dad fmsitive.

The major enhancement &z B to ExB is to use integer for variabéxi st s[ 256] . The reason for this change
is that clearingexi st s[ 256] for each search (each packet in NIDS) is too expensive. \harst s[ 256]
is integer, we can assign the ID of packetsetoi st s[ 256] in pre_process(). In search(), we check
if exi sts[x] is equal to the ID of the packet. Bxi st s[ x] is not equal to the ID of the packet, it means
character x of pattern P doesn’t show up in this packet (text T)
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boolean exists[256];
pre_process (char * text_T, int len_of_ T)

{

bzero (exists, 256/8); // clear array
for (int idx = 0 ; idx < len_of_T ; idx++) {
exists[text_T[idx]] = 1;

}
}
search (char * pattern_P, char * text_T, int len_of_ P, int len_of_T)
{

for (int idx = 0 ; idx < len_of_P ; idx++) {

if (exists[ pattern_P[idx] ] == 0)
return DOES_NOT_EXIST ;
}

return boyer_moore (pattern_P, len_of_ P, text_T, len_of T);

}

Fig. 4. Pseudo-code of ExB algorithm. In function gme®cess(), we will create a bit map for all the characters of text Tuhction
search(), we will check the bit map to see if every character of pattesrifiarked in the bit map by the function ppeocess(). If any
character of T is not marked in the bit map, it means text T doesn’t bakee character of P. Then we can conclude immediately that we
will not be able to find P in T any more. If all characters of P are in T, wednase other algorithms such as Boyer-Moore algorithm to
further check.

23455411 pattern P1

123454 pattern P2

12445648911 pattern P3

12567890 pattern P4
text, stepl, Substring '12' in text

222012345678 ——match P2's substring 'l2', so text
move left by 4.

222012345478 text, step2, Substring '56' match

Pl's, P2's and P3's substring.
Cannot move. Using prefix '12' of
text to get rid of P1l. Using byte
by byte comparison to find P2.

character block, comparison region,
or suffix region

prefix region

Fig. 5. The example to show how Wu and Manber’s algorithm works. &ar block is used for bad character heuristic. It is also used
to search the hash table of patterns, P1, P2, P3, and P4. Charactezfixrrggion is used to filter out ineligible patterns quickly.

b) Multi-pattern matching algorithms:

Aho-Corasick (AC). Aho, A. V. and M. J. Corasick [26] proposed the algorithm irvd9or searching multiple
patterns simultaneously in text T. The idea is to create apnaation. The automaton consumes one character from
text T each time. The character will drive the automaton towa s&ate which represents all the partially matched
patterns. Multiple regular expressions can also be mateligbdthis algorithm. Algorithms based on Aho-Corasick
algorithm are widely used in current compiler technology.

Wu and Manber’s algorithm. Sun Wu and Udi Manber [28] proposed their multi-pattern miatgfalgorithm in
1994. It mainly uses the bad character heuristic of Boyeotdalgorithm. But since the large number of patterns
will decrease the chance to get bigger movement, this dkgoruse a block of characters, say 2 or 3 characters
as a block, to find a movement offset.

Let’'s see an example to understand how it works. Figure 5 shioatswie are going to find 4 patterns, P1, P2,
P3 and P4 in the text T. The comparison region covers 2 charatitéssalso the suffix region and the character
block that we are going to use to find patterns in the text.

In step 1, “12” of text T is in the character block. Using pregmuted movement table, we know “12” will match
P2’'s substring “12”. So the text is moved to left by 4. The precoreg movement table is got by using the same
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idea as Boyer-Moore algorithm.

In step 2, “56” of text T is in the character block. Now since6”%f text T match the substring “56” of P1,
P2, and P3, the character is good. The bad character heuristiotcgell us how much to move. The algorithm
pre-populated a hash table for the character block of atepat in the suffix region. Then the algorithm will be
able to get all potential patterns from the hash table quidkl this case, the patterns are P1, P2, and P3.

To eliminate some patterns that will not match the text, figersthm will get rid of the patterns that don’t match
the text in the prefix region. In this case, pattern P1 will benglated quickly without checking all characters
of pattern P1. Now only P2 and P3 left. The algorithm will checkrathaining patterns against the text T. If no
pattern matches the text T, the text T will move left by one eawtart from step 1.

The key point of this algorithm is that it assumes it can moeet#xt quickly to the left from the bad character
heuristic because of its larger character block (2 or 3 dtara instead of 1 character). If the substring in the
character block of the text match patterns, the bad charbetaistic will not work any more. The solution to this
problem is to use hash to find potential patterns and use prefixtteer eliminate ineligible patterns. Hopefully the
number of remaining patterns will be small. Then we can useena@mparison to verify if the remaining patterns
can be found in the text.

Kim’s algorithm. Sun Kim and Yanggon Kim [29] proposed their encoding and mashiased multi-pattern
matching algorithm in 1999. There are two basic ideas. The fies is that patterns may only have a few distinct
characters. Then we can encode the characters with lessThitsis the same idea as compression algorithms.
With fewer bits to compare, we can use less number of conpariBhe second idea is that we only need compare
some patterns with the text instead of all patterns in eachpesison. The way to find only potential patterns to
compare is via hash. In fact, these two ideas are indepeng@iher idea can work by itself.

Let's see an example to understand how the encoding schenks.vilorithe following example, the pattern string
only have 3 different characters: a, b, and c. So 2-bit encpidirenough to represent the pattern. For text string,
all characters (e.g. d, e, f, g) other than the characterb,(a) in the pattern only need one value to represent.
Even if we encode all characters who are not in patterns to ahgythe pattern matching will still be correct. In
the following example, “abc” of text T and pattern P will miatafter encoding. But “de” of text T will not match
“ac” of pattern P because the encoded value of “de” is not leguthe encoded value of “ac” of pattern P. This
encoding scheme is like the ExB algorithm, the special erstvddued for characters not in patterns serve as the
role of exclusion.

Pattern string: abcac
Text string: abcdef g

Encodi ng schene: a: 00, b: 01, c¢: 10, all other characters: 11

Encoded pattern string: 00 01 10 00 10
Encoded text string: 00 01 10 11 11 11 11

To search only one pattern in the text, the algorithm propasé¢his paper is the naive one: character by character
comparison. In our example, if the comparison fails, theoded pattern string will move to the right by 2-bit
(corresponding to one character of the original stringsit. iiecause the encoded pattern string becomes shorter, we
may compare all characters of the encoded pattern strirty thé text in one computer instruction. For instance,
the 32-bit computer needs two instructions to compare tiginai pattern with the text because the pattern is 5
characters long. The encoded pattern string only needs streiétion because it is only 10 bits long.

To search multiple patterns in the text, the authors prapbsesh to decrease the number of patterns that need to
be compared against the text. All patterns are hashed tohathlble. The key is the first j characters of all patterns.
For instance, we add another two patterns to the above egaaqbcaaabb, cccaaabbbccc. The value of j
is chosen to the min of the length of patterns. So in this cémeyalue of j is 5, the length aibcac. The hash
table is pre-populated with the patterns.

In each comparison, we use the current j characters of thesekey to search the hash table. Then only potential
patterns are found. Other patterns whose hash value isafifffrom the hash value of the j characters of the text
will not match the text. So it is safe to use this hash scheme tbtfia potential patterns.

Setwise Boyer-Moore-Horspool (Setwise BMH)M. Fisk and G. Varghese [30] proposed this algorithm in 2002
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Patterns: gfeba, dcba, ijfcba

Before Shift:

g f e
\
dc b a
/
i g f

timeisonmyside
After Shift:

g f e
\
dcba
/
ij £
timeisonmyside

Fig. 6. Example to show how Setwise Boyer-Moore-Horspool algoritharks: In the beginning, the shortest pattern “dcba” is left aligned
with text T. Comparison start from right to left. Character 'e’ of text T méch patterns. From bad character heuristic, character ‘e’ of text
T is found in pattern “gfeba”. So the movement is 2 and text T is movedolef2. Then the whole process will be repeated until text T is
used up or patterns are found.

based on the Boyer-Moore algorithm. The idea is to construdeahat stores all patterng®, P2, ..., P™ based
on their suffixes. Normal trie store multiple strings basedttogir prefixes. If we reverse all patterns first before
constructing the Setwise Boyer-Moore-Horspool trie, thevidet Boyer-Moore-Horspool trie will be just a normal
trie. Figure 6 is an example of the Setwise Boyer-Moore-Hawkpiie for multi-pattern string matching and show
how the algorithm works. In the figure, patterns are rightredidy Common suffixes of patterns will be stored in
one node of the trie.

To begin pattern matching, the shortest pattern of all patés left aligned with the left of text T. The match
is tested from right to left the same way as Boyer-Moore diigor. Because common suffixes are constructed in
the trie. One test to the common suffix will serve all tests fattgrns who share this common suffix. When the
test cannot match any node in the trie for character c in texh& algorithm will use the following formula to
compute movement offset for moving the trie to the right.

B_Set(c) = min{B;(c),i € [1,m]}.

Variable m is the total number of patterns;(c) is the B(c) function in Boyer-Moore algorithm for patterR:.

B_Set(c)(c) is conservative. The minimum of all patterns’ skip will notgmiany potential match. So this
algorithm is clearly correct.

AC-BM algorithm. C. J. Coit, et al. [31] independently proposed almost theesalgorithm as Setwise Boyer-
Moore-Horspool algorithm in 2002. The idea is to construai@that stores all pattern®®, P2, ..., P™ based on
their prefixes. The common prefixes of patterns will be storedn@ wode of the trie. Figure 7 is an example on
how it works based on bad character heuristic.

To begin test, the shortest pattern is right aligned withriblet of text T. The test is from left to right. When the
test cannot match any node in the trie for character c in texhd algorithm will useB_AC_BM (c) to compute
the movement offset to move the whole trie to the left.

B_AC_BM/(c) = min{B.(c),i € [1,m]}.

B'(¢) = min{i|piy1 =c}. i € [0,n —1].

Variable m is the total number of patternB](c) is the B’(c) function for patternP’. B_AC_BM/(c) is pre-
computed from all patterns. In plain EnglisB;(c) is the index of character ¢ when it first appears in pattern P if
we read from left to right. The index starts from zero for thetfaisaracter and increases from left to right.(c)
is just the mirror of B(c) in Boyer-Moore algorithmB’(c) will be equal toB(c¢) if the pattern ofB’(¢) is P’ and
the pattern ofB(c) is P. P’ is the reverse order of P.

B_AC_BM/(c)(c) is conservative. The minimum of all patterns’ skip will notgmiany potential match. So this
algorithm is clearly correct.
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Patterns: time, tired, tiring, tinted, tinsel

Before Shift: red

\ 7/

nsel
timeisonmyside

After Shift: red

/ \

/ ing

I

time

|

\ ted

\/

nsel

timeisonmyside

Fig. 7. Example to show how AC-BM algorithm works. In the beginning, thertest pattern “time” is right aligned with text T. Comparison
start from left to right. Character 's’ of text T mismatch patterns. Fraad bharacter heuristic, character ‘s’ of text T is found in pattern
“tinsel”. So the movement is 3 and text T is moved right by 3. Then the whaeess will be repeated until text T is used up or patterns
are found.

This algorithm also uses good suffixes heuristic of Boyer-Moalgorithm. In fact, in this scheme, the suffixes
in Boyer-Moore algorithm now are prefixes of patterns. Theoras that this algorithm searches from the end of
the text to the beginning and compares from left to right inheeomparison. But the idea is the same.

The movement offset formula is defined @AC_BM (suf fix_of _P).

G_AC_BM (suf fix_of -P) = min{G,(suf fix_of _P),i € [1,m]}

Variable m is the total number of patternS;(suf fiz_of_P) is the mirror of G(suf fiz_of_P) function in
Boyer-Moore algorithm for patter#’. These two have the same relationship as the relationshigebat5’(c) and
B(c).

This formula is also conservative. So it is correct.

¢) Performance results analysis and techniques summary:

From table I, we can only know that Kim’s algorithm is fasteathWu’s. For Setwise BMH, AC-BM, and
E?zB, it is really hard to draw conclusion on which one is bettecéhese their rule set size, running time metric
definition, and traffic trace are different.

In paper [25], a modified version of Wu’s algorithm is companéth £2zB. The tests showed that the algorithms
are sensitive to both packets and pattern contents. Noithigois always better. These results are not surprising
as the algorithms heavily rely on its luck to search for pattdn the text.

E?zB’s idea in fact can be combined with any other algorithms. Bueffectiveness depends on the traffic. In
common case, it will help. But in worst case, say signatur&,Rbe algorithm indeed will decrease the performance
because it takes time to exclude patterns. But since it isasige DoS, finally the algorithm didn’t get rid of many
signatures. So care must be taken to avoid this situation.agign DoS is that attackers send large volume of
packets with attack signatures. When NIDS is overwhelmeati iese false positive attacks, real attack may go
through NIDS undetected.

In the performance report df?z B, the authors report the algorithm can exclude 98.4% pacRetisthe snort
still uses 0.63 of the running time of BM algorithm. This seesuggest other parts of snort also have high overhead.
They really need test the string matching part instead of thelevsnort for running time comparison.

For Setwise BMH and AC-BM algorithm, it seems that AC-BM istbetbecause it can even decrease the total
snort time to be 0.3 of old BM algorithm for 786 string matdhirules. While Setwise BMH'’s performance will
be worse than AC algorithm when the number of string matchitgs greater than 100. This means the scalability
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TABLE |
THE PERFORMANCE REPORT FROM EACH ALGORITHMIT IS HARD TO TELL WHICH ONE IS THE BEST BECAUSE THEY ARE TESTED I®
DIFFERENT METRICS AND SETUPBUT GENERALLY, WE FEELAC-BM IS BETTER THAN OTHERS

Algo- | Techniques Performance test
rithms

Wu’'s | Using bad heuristic to skip Using 0.5 of the running time of GNU-grep. Running time is total programing time. Patterns
and hash to decrease theare randomly generated from the text. Text is a randomly chosen file.
number of potential pat;
terns

Kim’s | Compact encoding and Using 0.5 of the running time Wu’s program. Running time is total progranming time. Patterng
hash to decrease theare randomly generated from dictionary. Text is a randomly chosen file
number of potential

patterns
Setwise bad character heuristic andUsing 0.2 of the running time of BM algorithm. 0.67 of AC algorithm. Runniimye is searching
BMH | suffix trie algorithm running time. Traffic is captured packets. 310 web string majatiles.
AC- bad character and good pre-Using 0.3 of the running time of BM algorithm. Running time is snort total mgrnime. Traffic

BM fix heuristic plus prefix trie| is captured packets. 786 string matching rules.

E?zB | Using character map to ex- Using 0.63 of the running time of BM algorithm. Running time is snort totahimg time. 98.4%
clude ineligible packets packets can be excluded. Traffic is captured packets. 1575 stringpinatwles.

of Setwise BMH is not good.

These two algorithms are just mirrors to each other. The AC-BRjrithm also uses good suffixes (to be exact, it
is prefixes) heuristic. In our opinion, this should be useffalr thousands of pattern8_AC_BM (c) could be very
small for each comparison because a lot of patterns wileiase the chance to find character ¢ immediately from the
beginning of the patterns. So the help of bad character heunigl decreases. On the other hand, The good prefixes
heuristic will become more important because the chanc@éefappearance of repeated prefixes will increase as
the number of prefixes increases. This is also the reason whyettiermance of Setwise Boyer-Moore-Horspool
algorithm gets worse when the number of patterns increases.

Another difference lies in the question of which is more casnmncommon prefixes or common suffixes. We
know that the characters in one node of the trie only need ongarison for all patterns that share this prefix or
suffix. That is the big saving that will speed up multi-patteratohing. So the effectiveness of the two algorithms
will highly depend on the nature of the patterns.

To summarize, there are mainly three ways to decrease thberuwh potential patterngs?2 B uses exclusion to
get rid of ineligible patterns by pre-computing a charaatap for the packets. Wu's algorithm and Kim’s algorithm
uses hash to get a list of potential list of patterns. And theviSe BMH algorithm and AC-BM algorithm use
a trie to compare multiple patterns for one comparison. lkchezharacter comparison, the trie can get rid of all
patterns that don’t have this prefix or suffix. In terms of effemtess, the trie is the best for running time. But it
requires more memory and pre-processing time. Pre-progesisie may not be an issue for NIDS though.

As to the bad character heuristic and good suffix (or prefix) iegcy the effectiveness of bad character heuristic
will decrease as the number of patterns increase. And tleetefness of good suffix (or prefix) heuristic will
increase as the number of patterns increases.

2) Decreasing the workload of string matchin@he first way to decrease the workload of string matching is
to match the packet only for potential signatures. From tipenteof paper [30], around 310 rules in the snort rule
set (over 1000 rules) apply to HTTP traffic. So there is no need éalclevery packet against all other 700 rules
in the rule set if we know the packet is HTTP packet. Snort can doliy filtering the port number of packet. For
instance, the 310 HTTP rules only apply to packets whose dgistimport is 80. Other 700 rules apply to packets
whose destination port is not 80. Then the HTTP packet doesadl i@ match all signature but only the potential
possible signatures. Snort uses the data structure showigdiia 8 to filter out the packets that need to be checked
for potential signatures. The nodes in the first row are chaaté@enodes. The nodes below each chain header are
chain option nodes. Only when a packet matches the parangit@me chain header node, will the signatures in
the chain option nodes be searched in the packet. For exapgakets with destination port 80 will be checked
against only with chain option nodes below the chain headdemwhich requires the destination port to be 80. In
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Chain header node

Source IP Address: any
Destination IP Address: my
http servers

Source Port: any
Destination Port: 80

Chain header node

Source IP Address: any
Destination IP Address: my
telnet servers

Source Port: any
Destination Port: 23

v

v

Chain option node

uricontent:".ida"

Chain option node

content:"to suroot"

v

v

Chain option node

uricontent:"ps%20"

Chain option node

content:"_RLD"

v

v

Fig. 8. The snort use chain header node to filter out the packets thengat@minot match. In each chain option node, the patterns can be
stored. The packet will be checked against chain header nodesldfotn right. If a match is found, The packet will be checked against
the patterns stored in the chain option nodes which belong to that chainrbieade

the snort implementation, the chain headers are searcloeersally.

The second way to decrease the workload of string matching imatch only the potential part of the byte
stream. For instance, the NIDS for web servers may reasprzdsumes that intrusion only comes from outside.
Then it doesn’t need to monitor the outgoing traffic but only ith@ming traffic. Even for the incoming traffic, the
NIDS don't need to check all the incoming HTTP traffic. For exampl user may use “POST” to upload a file to
the web servers. It is not necessary to check the byte strédme aploaded file. Furthermore, in the HTTP request
header, not all fields are of the same importance. Normally mlg peed to check the URL of the request. To
achieve this goal, paper [23] mentioned the idea of protae@re NIDS. The protocol aware NIDS doesn't search
for the whole byte stream for signatures. Instead, it caretstdnd protocols and extract only the byte stream of
fields that may contain attacks. Only this small part of dateash is checked for attack signatures. In snort, the
http_decode preprocessor can extract the URL in HTTP traffic and pezapi use the “uricontent” to design rules
to check the content of URL.

In fact, the snort data structure showed in figure 8 may alsoedse the volume of byte stream that need to
be checked against the signatures. For instance, a NIDS maitanboth web servers and FTP servers. The FTP
traffic will not be checked against web attack signatures bigguthe filtering of chain header nodes. But this is
not always true. If the NIDS in our example only monitors welvers, the chain header nodes cannot help to
decrease the volume of byte stream to be checked. But if tB&SNd HTTP aware, it can use its HTTP knowledge
to skip some data. So generally, the more knowledge the NIBStha more efficient and powerful it is.

D. Evasion issue of application layer traffic analysis

1) Evasion at layer 3 and layer 4tn discussing application layer traffic analysis, we assureecan get the
application layer byte stream. Unfortunately it is not e&syget the byte stream, especially the correct one. In
paper [36], [37], the issue that people can use tricks toetael check of application layer traffic analysis software
was raised.

For instance, NIDS often uses monitoring device at the eddbeonetwork to detect intrusion for all the hosts
inside the internal network. Attackers can fool the NIDShwndifferent byte streams from what the hosts get. Here
is an attack mentioned in [20].

The default root directory for Microsoft IIS web server nofiyas at C: \ | NETPUB\ WAWAROOT. An attacker
may use the following request to access files and system mooutsideC: \ | NETPUB\ WWAROOT. The request
can be:

GET / USsal es/revenues/../../../../WNNT/ SYSTEM32/ C\ND. EXE?/ C+di r+C. \ +/ S
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GET /USsales/revenues/ blahblah.html

TCP segment 1 TCP segment 2 (small TTL)

M. AL SWINNT/SYSTEM32/CMD.EXE?/C+dir+C:\+/S

TCP segment 2' (large TTL)

Fig. 9. Example to show how to evade the check of NIDS. First, attackerbosak the request to multiple packets. If NIDS doesn't
reassemble packets, it cannot get the whole request. Second, if8ddhnot tell which packet will arrive end host for overlapped sagm
2 and segment 2’, it cannot tell the end host is attacked or not.

The IIS will interpret the above request as:

\ W NNT\ SYSTEMB2\ CVMD. EXE /C dir C\ /S

Then CMD.EXE will be loaded. CMD.EXE in turn will execute comnaaidi r C.\ / S’ to get the list of all
files on drive C:. The file list is finally sent to the attacker via HTE3ponse.

For a NIDS to detect the above attack, first it must be able tadhgetvhole string:

“CGET /USsal es/revenues/../../../[../WNNT/SYSTEM32/ CVD. EXE?/ C+di r +C.:\ +/ S’

The attacker can simply use tools to break the whole stringetccdrried in several TCP segments. If the
NIDS cannot reassemble TCP segments, it will not be able tdhgetvhole string. Second, even if the NIDS can
reassemble TCP segments, it may not be able to get the cotmiegt §he attack can be done as figure 9 shown.
The attacker sends out both TCP segment 2 and TCP segment 2'. DGferge2 is only different from TCP
segment 2’ with content and TTL. TCP segment 2 has smaller TTL anigiib@ontent. When the web server is
not on the same network as NIDS, the web server may not receiV®segment 2. The NIDS will receive both
TCP segment 2 and TCP segment 2'. But it may ignore TCP segmercauke it already received TCP segment
2 and think that TCP segment 2’ is a duplicate. As a result, tteclker evades the detection of the NIDS by
fooling it with incorrect content.

Application (protocol) recognition software may also hs same evasion problem as NIDS. For example, the
Network-Based Application Recognition (NBAR) feature ofs€ I0S [40] can classify packets based on their
protocol. After packets are classified, their speed can bé&rated. People may want to limit the speed of FTP
download speed to get faster web browsing response. If the BfRase uses evasion techniques, the NBAR
software may not be able to correctly get the byte stream talti@udynamic port information exchanged in the
control connection. As a result, it can not get the correat gwat the data connection is using. Then it cannot
recognize FTP downloads traffic any more.

Not every application layer traffic analysis needs to take cithe evasion issue though. The FTP data connection
port tracking problem also exists in stateful firewall. Bugteful firewall needs not care about evasion. If some one
wants to evade the firewall, his data connection will be bldckecause firewall cannot track its data connection
port. As long as most FTP software can be tracked correctlyjrdwalls don’t need to handle the evasion problems.

Among the evasion tricks, some must be handled. For instainedP fragmentation and TCP segmentation must
be handled. Otherwise, traffic analysis software may not getgs long enough to check signatures. If the traffic
analysis software fails to reassemble packets to longgstrithe attacker will evade the check of traffic analysis.
This is false negative.

Other tricks may just create ambiguity to traffic analysistia above example, if the NIDS also checks TCP
segment 2’, it will be able to detect a possible attack. Theed®ere is that NIDS cannot be sure what will happen
on the end host. If the NIDS reports alarm, it may be falsetpesilf the NIDS doesn’t report alarm, it may be
false negative.

The evasion issue theoretically is impossible to be solvéiteiftraffic analysis is solely passive. For example, the
NIDS cannot know exactly which TCP segment will be acceptethkyend host for two overlapped TCP segments
because of network congestion, network topology (TTL), theusse availability at the end host, different TCP
implementation (some prefer old segments while othersepmedw segments for overlapped segments), etc. These
are just some factors that cannot be known by the passive NIDS.

2) Normalization to solve evasion problem at layer 3 and tage The solution [34], [35] to this issue is to
put an active forwarding node in the path of traffic to a site. Tdrevarding node (normalizer) will normalize the
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packet by removing potential ambiguities. For instance,atiackers may use small TTL to make the NIDS to get
a packet without being seen by the host. The normalizer wiltdase the TTL to make sure that the packet will
not be dropped because of TTL. In the following, we will summarize main tricks that attackers can use and
what normalization that one can do.

In the IP layer, the major tricks are the following fields in tHe header: Don’t Fragment (DF) flag, IP
fragmentation, TTL, IP header checksum, IP options.

« Don't Fragment (DF) flag. When the DF flag is set and a router needs to fragment the pabketputer
will drop the packet. So the attacker can send benign packétsDi flag set. The attacker also sends attack
packets without DF. So the end host will only receive attackkpts. But the NIDS may only see the benign
packets and overlook the attack packets. This can be achlgyading similar techniques as figure 9. To
normalize the packets, one way is to clear the DF flag. But thlidoweak the Path MTU Discovery. So if the
operator knows the MTU is the same or larger than the incomiterface for all internal networks, the DF
flag can be left alone. Another case is that if DF is set and eNMw@e Fragments (MF) or Fragment Offset
is not zero, the packet should be dropped because this isteadmtory combination.

o TTL. This is similar as DF flag. A simple way is to increase the TTL to @brigralue. The first problem of this
approach is that it causes packet to loop forever. Secorartate will not work. Third, multicast application
which use expanding ring search may see all the internashestdjacent to the normalizer. Another solution
to this problem is to drop the packets if its TTL is not big enoughis assumes normal traffic will use large
enough TTL. This solution only solves the first problem of the saheifincreasing TTL because traceroute
and multicast expanding ring search indeed use small TTL.

« IP header checksum.n authors’ opinion, this attack will become more and moracfical because more and
more routers just update the checksum without verifyingiritférwarding performance purpose. Routers simply
assume the end host will drop it if it is wrong. The simple wayntirmalize it is to verify its correctness.
If it is wrong, just drop it. The issue here is that checksum potation is expensive. Can we just skip this
check? No, we cannot totally skip this check. But we may d#éfercheck until we find attack in the packet. If
there is no attack in the packet, whether the checksum igcoor not doesn't matter. If there is attack in the
packet, we can check the checksum to estimate if the end hibstomept it or not. So we can decrease false
positive. The saving should be big because most traffic shtiidue attack signatures. IP header checksum
is a little different from TTL and DF because the packet will bepped if its checksum is wrong while TTL
and DF depend on the network topology. This deferred checksamputation scheme requires that we can
detect intrusion at the normalizer. This requirement seemis problem because the NIDS also needs do all
the work as what the normalizer does. So why don't just use t#i¥SNas both a normalizer and NIDS? In
fact, the trend to integrate normalizer, firewall and NIDS te alevice [20], [21], [10] already emerged. In
our following discussion, the normalizer may also be a NIDS.

« IP fragmentation. The solution is to reassemble the fragments. If the packebeamrassembled completely,
it will be fragmented again to be forwarded if the outgointeiface MTU is smaller than the complete packet.
If the packet cannot be reassembled, all fragments will loppied. In a word, the normalizer never forwards
incoming fragments directly. We know reassembly is a bigrlewad. Can we skip this step? The answer is
no. First, without reassembling the fragments, we don't kiifothe fragments can be reassembled at the end
host. This is the same ambiguity problem as TTL, DF. Second, weotarse similar strategy as deferred
checksum check. If we cannot find attack signatures in fraggneme must reassemble them to see if the
whole packet has attack or not. If the fragment has attackasiges, we also need to reassemble to eliminate
ambiguity to decrease false positive. The net result is thatstil need to reassemble all fragments. Third,
because reassembly anyway is necessary to get the applitager traffic for NIDS, normalizer can just use
the result of NIDS. Fourth, the total length of the reassethbepacket must not be longer than 64K. Finally,
we must also be careful to protect the device itself from Bleof Service (DoS) attack because we keep
state for fragments. A good news is that we can easily detbathapacket is fragment. When our resource
is nearly used up, we can just drop the new incoming fragmérits effect is that only the guys who use
fragments are penalized. Most traffic will not use fragmemd will continue to work well.

« IP options. The solution is to remove them. Most traffic will not use IP opsipthe danger of removing the
options is small.
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Fig. 10. Example to show how the normalizer can normalize TCP traffie. Gdsic idea is to trace the TCP sliding window from the
receiver by tracing its Ack number and Window size. Then we can tell ggi&ce number of the sender is valid or not by checking if it
is region A, B or C.

In the UDP layer, the fields are UDP length and checksum.

UDP length. The UDP length is actually redundant. Its check can alsoyeasildone by comparing it with
the difference between IP packet length and IP header length
UDP checksum.This check can also deferred as IP header checksum. The chiédearease false positive.

In the TCP layer, the fields are Flag fields, sliding windows reldields, TCP checksum, and TCP options.

SYN flag. a) The SYN packet can also contain data. The normalizer needsrove the data. The data will
be sent if the connection can be created successfully orbeilliropped if the connection cannot be created.
b) SYN can only be combined with ACK flag. Any other combinatiavi8 be dropped.

ACK flag. ACK flag must be set unless SYN is set. Otherwise, the packetoeiliropped.

FIN flag, PSH flag. These two flags only require ACK flag is set.

URG flag and urgent pointer. Other than requiring ACK flag set, the urgent pointer only dialihen URG
flag is set. Also the urgent pointer must not larger than the T@Ropd length. Notes that this normalization
cannot totally eliminate ambiguity because the interpi@teof urgent pointer depends on the receiver's socket
setting.

RST flag. a) If the packet with RST flag set also contains data. The datasrtedoe removed. b) To prevent
attacker cheating NIDS to clear state, paper [34] proposahasmart scheme to make sure that end host also
indeed closes the connection. The idea is to use TCP keep atideng packet to check the host’s state. If the
connection is not closed, the host will respond to the prdbIBS. So the NIDS can know this connection
should be kept even if it received RST packet.

Sliding window related fields: Sequence number, Ack number, Window sizeAs in figure 10, for each
direction, the normalizer needs to keep two variables: dfiepointer and right pointer. The normalizer also
needs to have a buffer for received data whose sequence nusnbetween the left pointer and the right
pointer. The state is controlled by the Sequence number frarsémder which controls where to put data
in the buffer and Ack number and Window size from the receivieich control the left pointer and right pointer.

For Sequence numberit can be in the region A, B, or C regarding to the sliding vand If the Sequence
number is in A, the first thought is to drop it. But actually itosifd be forwarded. The issue is discovered in
paper [38]. The rationale is that the normalizer may get th& A@cket from receiver and advance to window
to the right side. But the ACK packet is not received by thedsenSo sender will retransmit the data. If the
normalizer stops the retransmission, the receiver willrattansmit ACK because the retransmitted data packet
is dropped by the normalizer. The sender retransmits setieras and finally will brake the connections. On
the other hand, if we allow the packet pass, the receiversivitiply drop it. So it cannot harm the receiver.

If Sequence number is in B, the packet needs to be checked tbtheee is any overlapped part with existing
data in the window? If yes, the normalizer needs send the atd fibr overlapped part of the packet (except
for checksum verifying, see explanation in “TCP checksunitjis will eliminate the problem shown in figure
9. The overlapped part cannot be just trimmed because thé/geaeay not receive the data even if the
normalizer received it.
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If Sequence number is in C, the packet can be safely droppedndimealizer doesn't need keep state for it.
One exception is that sender’s persistent timer will serabipg packet for window opening if the Window

size is zero. As a result, the normalizer needs to allow windpening probing packet. But window opening
probing packet contain one byte of data. The normalizer needbange this packet to be keep-alive probing
packet by removing the one-byte data.

For Ack number, if it is at A, it can be just ignored. This may be a delayed ACKkst. If it is at B, there
are two cases. In the first case, if the data up to Ack numberc&vwed, the left pointer of the window can be
updated with the Ack number. In the second case, if the data &gk number is not all received, the Ack can
be ignored or the connection can be reset. When Ack numbedsitis the same case as the second case of B.

For Window size, there are two issues. One is window recision. To eliminatbiguity, the normalizer should
still keep old data if the shrunk window makes them out of thedaw. The second issue is DoS to the data
in the window. The attacker (the receiver) can advertiseslavmpdow without advancing the Ack number. The
sender will be seduced to send large amount of data. The naenahust buffer all the data. This is similar
as IP reassembly. So when the normalizer has stringent CPUrcesor memory resource, it can set a smaller
value to the Window size. This only decreases the performagethe whole system will still work.

e TCP checksum. Verifying TCP checksum can be done by using similar strategyPaheader checksum.
The checksum is only verified when attacks are found or oveeldpackets (Duplicate is the special case
of overlap: total overlap) in the sliding window are detect&/hen attacks are found, verifying checksum
can decrease false positive. When packets overlap, wagiffiCP checksum can help the normalizer pass the
correct data. One example is as follows. TCP segment x is giaduvithout being verified by the normalizer.
Because the receiver will always verify the checksum, TCRneeg x will be dropped by the receiver. The
sender will retransmit the segment as x’. Now segment X' &rlapped with segment x. The normalizer will
now check if x has the correct checksum. If the checksum isectrthe overlapped portion of segment x’
will use old data in segment x. Otherwise, it will use new dataegment x’. Because the normalizer can be
sure that data in segment x will be dropped if its checksumrang, there is no ambiguity even if normalizer
allow different version of data be sent. This scheme can leaodtasional errors without many performance
penalties.

o TCP options. The general rule is that if the NIDS cannot handle it, the ndimeacan just remove it.

o Flow state management.We can see the flow state maintained in the normalizer is thé lmsmost
normalization process. So flow state itself is very importanttfie correct functionality of the normalizer. In
paper [34], a smart scheme is proposed to create state forvidthwsut SYN flag. This can happen for existing
flows before the normalizer start or somehow the normalizgrite state. This scheme assumes the normalizer
is between a trusted side and hostile side. For the packats tine trusted side, the normalizer will create
state for it if it doesn’t do it yet. If the packet is from the diite side, the normalizer will hold it and send a
TCP keep-alive probe packet to the internal host. If the paiskpart of a valid connection, the internal host
will respond with ACK packet. The ACK packet will trigger th@mmalizer to set up state. Otherwise, either
RST will be generated from the host or nothing happens. In B&E reaches the normalizer, the normalizer
will just drop it. This prevents the attacker from gettingdrhation about internal hosts. In case that nothing
happens, because the normalizer didn't create any statdhdorequest, so there is nothing that needs to be
done at the normalizer. The good point of this scheme is tharitcreate state for requests from hostile side
in a stateless fashion. It relies on the state of the hostdrtrilsted side to verify the validity of the requests.
But this assumption is not always true. As in [11], peoplehia trusted side can also do port scanning. So
we still need use different timeout value for these spedtks. In case of flow state Denial of Service such
as SYN flooding, it seems that the only solution is to use smélgzout value for these half-open states.

Another solution to TCP traffic normalization is to use transpayer proxy. A transport layer proxy such as

TCP proxy will create two TCP sockets for each TCP connectiowdsen a client and a server. For the client, the
proxy works like a server. It will accept the connection resjufrom client. When the client requests to create a
connection with the server, it actually connects with thexgr The socket on proxy for the client is called client
socket. For the server, it will work as a client. When the praxcepts a connection request from the client, it will
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create another connection to the server. The proxy sockéetsdrver is called server socket. Then the proxy will
forward data between the client socket and server sockea®e the sockets of the proxy always work as normal
sockets, the server and NIDS will always see unambiguotiféctra

Paper [35] claims that the proxy approach is less scalable tire pure normalization approach discussed above.
The proxy approach needs to maintain two sockets for eachection. Each socket needs to schedule several
timers, estimate round-trip time, calculate window size a&erify checksum of every packet. On the other hand,
the pure normalization approach maintains less state fon eannection. If the attacks only come from outside,
only half of the connection needs to be normalized. There isett@nsmission in this approach. Every event is
driven by end hosts. So paper [35] claims that this approactscale to tens of thousands of concurrent connections
with throughput performance that is comparable to statéfesvalls.

3) Evasion at application layerEven in the application layer, tricks to evade the check dfitranalysis also
exist. Rain Forest Puppy [39] lists some tactics on how to evhe HTTP traffic analysis. For example, the
following is an attack request that the NIDS want to find.

GET /cgi - bi n/ sone. cgi

Some tactics can be used to change the request. Here are sgonerioks.

o URL encoding. The “cgi - bi n” can be encoded a963%67%69%2d%62%69%6e”. So the request becomes

as ‘CET / ¥63%67%6992d%62969%6e/ sone. cgi ". If the NIDS just searches for the stringdi - bi n”,
it will not be able to find one in this case.

« Directory tricks. The directory ¥ cgi - bi n/” can be played with a lot of ways. For instance, it can be:

“/ cgi - bi n/ bl ahbl ah/../”
“I'1111cgi-binlli1111111"
“lcgi-bin/.[.].]"
“I'cgi-bin/. \.\./”
« Case sensitivity.The request can beGET / cG - Bi n/ sOnE. CG .

4) Protocol awareness to solve evasion problem at appliodtager: Given all these varietyies, directly searching
signatures in the raw application layer data stream is iiptes The solution is to convert the data to one common
format based on the protocol specification. The signaturebeiltlesigned against only the common format. In the
snort implementation, this is done via the preprocessor HTdddder.

From this example, we can see application layer protocol eviaffic analysis is important for not only
performance but also correctness. Application layer mato often allow different representations for the same
purpose. This introduces a lot of varieties. Only by undediteg the protocol can the NIDS normalize the data
stream to a common representation.

Another advantage of protocol awareness is that people ogoratocol conformity check. In fact, this traffic
analysis technique is totally different from the string ofang technique. For protocol conformity analysis, there
is no signature at all. The check is based on the protocol fspen. The FTP bounce attack in [21] is a good
example to show how this technique works.

The FTP protocol has a design flaw which allows an attacker to codm& TP server to create a TCP connection
with any host (the victim) on the Internet and send or recdata from the victim via the created TCP connection.
In this case, the victim is connected with the FTP server. lwaaothing about the attacker. This makes it very
hard to track the attacker from the victim because the agtaiskhidden by the FTP server. The FTP server in fact
is only a scapegoat. That is why it is called “bounce attack”.

To launch this attack, the attacker sends the FTP server a “PO&iitnand. We know there are two parameters
in the PORT command. One is the IP address of the host that therseill connect to. The other is the port
number of the host. Normally, the IP address is the FTP clisgffitSo the client can use this connection to upload
or download data. For FTP bounce attack, the attacker (the FéRtcbends PORT command with the IP address
set to be the victim instead of itself. So the FTP server will @mrio the victim instead of the attacker. The FTP
server doesn’t know it connects to a victim and will happilywehload or upload data to the victim.

To detect this attack, the NIDS needs to check if the IP addrethe PORT command is the same as the source
IP address of the TCP packet. If they are different, it can bessiple bounce attack. In this example, the IP
address is not a fixed signature but a relationship. So signatatching based analysis is useless for this kind of
anomaly.
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The evasion can also happen in application recognition. ik ghper we mentioned that people may want to
limit the bandwidth of P2P applications. The P2P traffic now candm®gnized from its signature strings in the
application layer. But this check should be able to be evadéere is no reason that P2P applications cannot
simulate the normal HTTP traffic. To find files, the P2P applicatioas st submit their request via standard
HTTP to their servers like people search keywords on googlél¥idP. The search results are returned via normal
HTTP response and the location of the files is represented as hgke in HTML files. To download a file, the
request and response can also be the same as normal HTTP trafiipdéte P2P node’s shared files list, the
node can use HTTP PUT or POST method to upload the list to theirrseiiver a P2P node to get into the P2P
network, it must keep a dynamic list about the current acsieevers. This server list can also be exchanged via
HTTP. Theoretically, there is no problem that prevents P2P egpins from working the same way as normal
HTTP traffic. So they can just hide as HTTP traffic and evade the chedpplfcation recognition. Moreover, it
doesn’t seem difficult for people to upgrade the network sipeeple just need to download a new version of their
P2P software. Although most protocols are standardized lmaahange is not easy, P2P applications on the other
hand have both incentive and capability to evade the check.

IV. SOME NOTES ABOUT TRAFFIC ANALYSIS

The source address of traffic.In traffic analysis, we cannot take for granted that the sollPcaddress of the
packet is the IP address of the host that sends the packet. Wk alwvays be aware that the source IP address
of a packet may not be the attacker. For connectionless goistsuch as UDP and ICMP, it is very easy for the
sender to send packets with spoofed IP address. The attackseclCMP PING flooding, PING-of-death, UDP
local network broadcast storm, etc. Even for TCP, the sendewusa techniques such as SYN flooding to attack
the server. Another example is FTP bounce attack. The FTP sergalyi@ scapegoat. If the attacker can monitor
the return traffic of the victim, it can even connect with thevee directly with spoofed source IP address. So if
the software wants to block the attack traffic by blocking itsiree IP address, it must be careful. One danger
mentioned in [36] is that the software may block the IP adslelsits own servers such as DNS server if the
attacker uses the site’'s DNS servers’ IP address as theestRi@ddress of the attack packets.

Why not analyze traffic on the hosts?From our investigation, we conclude that it is really notiaivo analyze
traffic on the network. The logical question is why we don't gmalthe traffic on each host. On the host, the traffic
analysis can get unambiguous information on the data. Al$éms the advantage to get more information about
how the host processes the data. Furthermore, the resouwqugeraent such as CPU, memory is low because
it only needs handle its own traffic. The problems with hostedasaffic analysis are as follows. a) The host’s
environment can be heterogeneous. The host based trafficsenalyst be implemented for all kinds of common
used operating systems. b) The management of hosts oftendatdalized. This makes it hard to update the traffic
analysis software on the hosts. For instance, host basedion detection system (HIDS) will be harder to manage
than NIDS. c) More fundamentally, host based traffic analysiesd't have good view of the global traffic nor
control on global traffic. This makes it impossible for somedhionalities such port scanning, traffic classification
for QoS management, etc. On the other hand, network basffid aaalysis can use one box to monitor and/or
control the whole network. It is cheap to deploy and easy toaga.

Encrypted traffic. Now more and more complex traffic analysis techniques needhderstand the application
layer traffic. Also more and more content need to be securalysmnitted on the network. But encryption will
prevent traffic analysis from understanding the content pfiegtion layer traffic. So it will be difficult for current
network based traffic analysis to do its job. One solution isge proxy which is similar as techniques used in the
man-in-the-middle attack. But practically it will be harl deploy. The good news is that most protocol and most
traffic are not encrypted. Although it is not clear how longsthtatus can last.

Evading the traffic analysis. In discussing application layer traffic analysis, we presérihe evasion tactics
and their solutions. But application layer traffic analysiaymot solve all the evasion problems. For instance, it
seems impossible to recognize P2P traffic if it masquerades HTA P traffic.

Issues that make traffic analysis difficult.

« Dynamic port. FTP data connection is one example. To get to Khewprotocol of packets, we must trace the

FTP control connection to know about the dynamic port of the FT#a dannection. Otherwise, we cannot
know what protocol the FTP data connection is. RTSP and H.323rmther two examples of this kind of
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protocols. Paper [19] explained their experiences on lmglé tool just to trace the dynamic port of RTSP
and H.323.

« Non-self-explained connections. For protocols such as HEVEn if people use non-standard port such as
1000, traffic analysis can still recognize the protocol of plagkets. The reason is that HTTP connections are
self-explained. Each connection also contains the protoootrol information such as request or response.
On the other hand, some connections only transfer raw data.dafd@connection is one example. So other
than trace the dynamic port of the connection, there is nerottay to identify the protocol of the FTP data
connection.

o Time. The slow port scanning is one of the examples to show e make traffic analysis difficult. To
detect port scanning, most traffic analysis techniques keegrds on how many incoming connection requests
come from Internet. For a given period of time, if the reqaestmber exceeds a limit, the requests will be
treated as port scanning. The traffic analysis computer camrecotd the requests of all Internet hosts. So it
only records the Internet hosts whose request is much fs@r normal hosts. The slow port scanning can
just slow down its scanning speed to evade the detectione filays an important role here. If the event
interval is long enough, traffic analysis will not be able tack it. Paper [41] provide a solution to detect this
slow scanning by detecting the anomaly of high frequencylased port or hosts.

« Different representations. HTTP request representationniexample of this issue. To convey the same
information, there may be several different ways to expiedsifferent representations require traffic analysis
to understand all the possible ways. In the case of HTTP requashalization is a feasible way. Unfortunately
we cannot normalize everything. Human language is anotkemple. For Spam email filtering software and
web content filtering software, the ability to understandedént ways of expression is critical.

o ASCII style protocol. For IP or TCP protocol, it is easy to aralythem because their information fields are
fixed. The data in each field is in binary format. For protocolshsas HTTP, things get more difficult because
their information fields will not always show in the same piositof the packets. We need to parse the string
to get the information out.

V. CONCLUSION

This paper investigates the stateful firewall design and tdranalysis part of NIDS. In the stateful firewall
design, we discussed the following design issues.

« Why do we trace connection state?

« How to handle IP fragments?

o Why do we treat TCP differently from UDP?

« How to manage TCP state?

« And why is it not necessary to track the sequence number?

In the application layer traffic analysis, we mainly focus ba traffic analysis part of NIDS. We investigate the
following questions.

« What are the major techniques in analyzing applicationrlanadfic?

o What are the major string matching algorithms and theirqrernce?

« How to prevent evasion tactics from evading applicatioretayaffic analysis?

Our main contributions in this paper are as follows.

« For TCP flow state management, when we create state for intes®it TCP packet without SYN flag, we
propose to mark the flow in a special state with a shorter timevalue. This way we will be able to prevent
flow state from exhaustion caused by internal hosts port segras found in [11].

« We investigated the major string matching algorithm andyeea their techniques and performance. In our
opinion, the AC-BM algorithm should be a very good algoritifine E2x B algorithm can also be combined
with AC-BM algorithm. But care must be taken for signatureDo

« To normalize TCP, UDP and IP packets, we suggest to combineSNiidh normalization together on one
device. This way we can defer the IP, UDP, TCP checksum coniputamtil attacks are detected. For common
case, we will in fact skip checksum verification for most paske

« In TCP normalization, we suggest the following scheme. a) B&drto send packet whose Sequence number
falls in region A in figure 10. b) We need to send the whole padkiés Sequence number falls in region
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B and overlaps with existing packets. Our scheme addregsesngportant problem missed in [34]: when
normalizer receives packet, it doesn’t mean the receivbrr@geive it too.
« In TCP normalization, we suggest to check the Window size évgnt the normalizer from DoS attack.

We suggest the following topics for future research basedwrninvestigation.

« A detailed design paper on IP, UDP, and TCP normalization ajplication layer traffic extraction. This work
can be used in NIDS, application (protocol) recognition, étaed it will be a foundation for application layer
traffic analysis.

« A paper that compares the major string matching algorithtis eifferent traffic traces and different signature
sets. The comparison should be the running time of the striaighing algorithms. Then we can have a good
idea on which algorithm is better.

REFERENCES

[1] K. G. Anagnostakis, et al. Efficient packet monitoring for networinagement. In Proceedings of the 8th IEEE/IFIP Network Operations
and Management Symposium (NOMS), April 2002.

[2] A. Feldmann, "BLT: Bi-layer tracing of HTTP and TCP/IP,” WWW?9 /o@puter Networks, vol. 33, no. 1-6, pp. 321-335, 2000.

[3] K. McCloghrie et al., “Management Information Base for Netwdilanagement of TCP/IP-based internets: MIB-II,” RFC 1213

[4] S. Waldbusser, “Remote Network Monitoring Management InfdromaBase,” RFC 1757

[5] S. Waldbusser, “Remote Network Monitoring Management InfaiomaBase Version 2 using SMIv2,” RFC 2021

[6] Cisco “NetFlow Switching Overview,” http://www.cisco.com/univerattd/doc/product/software/ios122/122cgcr/fswidhwprt2/
xcfnfov.pdf

[7] C. Estan and G. Varghese, “New directions in traffic measurerapdtaccounting,” in Proceedings of the 2001 ACM SIGCOMM
Internet Measurement Workshop, pp. 75-80, (San Francisc), [Gav. 2001.

[8] nmap, http://www.insecure.org/nmap/nmdpcumentation.html

[9] Cisco I0S Security Configuration Guide, Release 12.3. http://wwvaaisen/univercd/cc/td/doc/product/software/ios123/123cgcr/sec
vcg.pdf

[10] Configuring Cisco IOS Firewall Intrusion Detection System, http://meiszo.com/univercd/cc/td/doc/product/software/ios122/122cgcr/
fsecurc/ftrafwl/scfids.pdf

[11] Lance Spitzner, Understanding the FW-1 State Table. http://www.gpitet/fwtable.html

[12] G. Apostolopoulos et al. Design, Implementation and PerformafiGe Content-Based Switch, in Proceedings of IEEE INFOCOM,
March 2000

[13] Brian Laing, How to guide: implementing a network based intrusionadiete system. http://www.snort.org/docs/iss-placement.pdf

[14] R. Fielding, et al. “Hypertext Transfer Protocol — HTTP/1.1F®&2616

[15] Packeteer, Best Practices - Peer-to-Peer (P2P) Applicatittps/waww.webtorials.com/main/resource/papers/packeteer/paperl10.htm

[16] Packeteer, http://www.packeteer.com/

[17] Rether Network Inc., http://www.rether.com/

[18] Justin Levandoski, Ethan Sommer, et al. "Application Layer Paciassifier for Linux” http://I7-filter.sourceforge.net/

[19] J. van der Merwe, et al. Mmdump - A Tool for Monitoring Interddtiltimedia Traffic. ACM Computer Communication Review, 30(4),
October 2000

[20] NetScreen, NetScreen??s Deep Inspection Firewall, http://wwwowals.com/main/resource/papers/netscreen/paperl4.htm

[21] NetScreen, Intrusion Detection and Prevention http://www.netsaeen

[22] M. Roesch, Snort: Lightweight intrusion detection for networksPhoceedings of the 1999 USENIX LISA Systems Administration
Conference, November 1999.

[23] Neil Desai, Increasing Performance in High Speed NIDS, http://vewart.org/docs/Increasim@erformancen_High_SpeedNIDS.pdf

[24] Lambert Schaelicke, et al, "Characterizing the PerformanceéNetivork Intrusion Detection Sensors,” Proceedings of the Sixth
International Symposium on Recent Advances in Intrusion DetectionJRA03),

[25] S. Antonatos, et al, Performance Analysis of Content Matchitrg$ion Detection Systems, Proceedings of the International Symposium
on Applications and the Internet (SAINT2004), January 2004

[26] Aho, A. V., and M. J. Corasick, Efficient string matching: an aictbliographic search, Communications of the ACM 18 (June 1975),
pp. 333-340.

[27] Boyer R. S., and J. S. Moore, A fast string searching algoritBommunications of the ACM 20 (October 1977), pp. 762-772.

[28] Wu S., and U. Manber, A Fast Algorithm for Multi-Pattern Searchifgchnical Report TR-94-17, Department of Computer Science,
University of Arizona,

[29] Sun Kim and Yanggon Kim, "A Fast Multiple String Pattern Matching Aigan,” Proc. of 17th AoM/IAoM Conference on Computer
Science, August 1999

[30] M. Fisk and G. Varghese. An analysis of fast string matching apbecontent-based forwarding and intrusion detection. Technical
Report CS2001-0670 (updated version), University of Californian Biego, 2002.

[31] C. J. Cait, S. Staniford, and J. McAlerney. Towards faster patteatching for intrusion detection, or exceeding the speed of snort. In
Proceedings of the 2nd DARPA Information Survivability Conferenee Bxposition (DISCEX II), June 2002.

[32] E. P. Markatos, et al., Anagnostakis. ExB: Exclusion-basedasige matching for intrusion detection. In Proceedings of CCN??02,
November 2002.

[33] K. G. Anagnostakis, et al., E2xB: A domain-specific string matgtafgorithm for intrusion detection. In Proceedings of the 18th IFIP
International Information Security Conference (SEC2003), May3200



[34]

[35]
[36]

[37]
[38]
[39]
[40]

[41]

24

M. Handley, et al, Network Intrusion Detection: Evasion, Traffiorialization, and End-to-End Protocol Semantics, Proc. USENIX
Security Symposium 2001.

Malan, G., et al, Transport and Application Protocol ScrubblhgOCOM 2000.

Thomas H. Ptacek and Timothy N. Newsham, "Insertion, Evasford Denial Of Service: Eluding Network Intrusion Detection,”
Technical Report, Secure Networks, Inc., January 1998. http://amont.org/docs/idspaper/

V. Paxson, “Bro: A System for Detecting Network Intruders in RBane,” In 7th Annual USENIX Security Symposium, January
1998.

Guido van Rooij, Real Stateful TCP Packet Filtering in IP Filter http://wiasvnl/users/guido/papers/téiftering.ps.gz

Rain Forest Puppy, A look at whisker’s anti-IDS tactics, http://wwinetrip.net/rfp/txt/whiskerids.html

Cisco, Network-Based Application Recognition, http://www.cisco.tonivercd/cc/td/doc/product/software/ios121/121newft/121limit/
121e/121e2/nbar2e.pdf

S. Staniford, et al. Practical automated detection of stealthy pagsdaurnal of Computer Security, 2002.



