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Abstract

An intrusion-resilient databasemanaementsystemis
theonethatis capableof restoringits consistencyfter be-
ing compomisedby a maliciousattadk or a humanerror.
More speci cally, anintrusion-resilientmedanismhelpsto
quickly repair a databaseby nullifying the damaye caused
by maliciousor erroneoustransactionswhile preserving
the effects of unafectedlegitimate transactionsthat take
place betweenintrusions/erors and their detection.The
goal of this project is to develop a portable implementa-
tion framavork that can augmenta commecial database
manaementsystemwith intrusion resiliencewithout re-
quiring any modi cationsto its internals. Theintrusionre-
siliencemedanismdescribedn this papersigni cantly im-
proves the availability of modern DBMSsby facilitating
and sometimeseven automatingthe post-intrusiondam-
age repair process.In addition, it can be embodiedin a
reusableimplementationframevork, whoseportability is
demonstated by its successfubapplicationto three differ-
entDBMSs:PostgeSQL Oracle and SybasePerformance
measuementon thefully operational prototypeainderthe
TPC-Cbentimarkshowthat the run-time overheadof the
intrusion-resiliencemedanismis betweer6% and 13%.

1. Intr oduction

Consisteng of an information systemcan be compro-
miseddue to a hardware failure, a maliciousattack,or a
humanmistale. Standardecosery mechanismén modern
databasenanagemergystemsaredesignedo recorerfrom
hardware failures,which can be detectedas soonas they
occur For malicious attacksand humanmistales, where
thereis typically a time gap betweenoccurrenceand de-
tection,theserecorery mechanismsireinadequatédecause
they canneitherroll backcommittedtransactionsor keep
trackof intertransactiordependencie#\s aresult,to clean
up acompromisediatabasesingexisting toolstakestime-
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consuminghumanefforts and typically resultsin a long
meantime to repair(MTTR) andthusdatabaselown time.
We call an information systemintrusion-resilientf it can
quickly repairthe damagecausedby a maliciousattackor
humanerrorandmaximizethe overall systemavailability.

A wide variety of information systemscan be made
intrusion-resilient. For instance, Zhu and Chiueh [2]
described a general intrusion-resilience implementa-
tion framework for network le seners. The system,
called RFS (RepairableFile Service), aims at facilitat-
ing the post-intrusion repair processfor network le
seners.RFSis nota le sener on its own. Instead,it is
a special le sener that actsas a proxy betweena pro-
tectednetwork le senerandits clientsandlogsall the le
updatesTheresultinglog is usedat recovery time to deter
minethe extentof the damageandto undoary detrimental
sideeffects.

Becausehereis atime gapbetweerwhenanattack/error
occursandwhenit is detected|egitimatetransactionshat
arenotrelatedto theattack/erroccouldbe committedto the
compromisedlatabaseluringthis period.Thekey problem
thatanintrusion-resilienDBMS needdo addresss how to
completelyundothe damagecausedy an attackor aner
ror while preservingthe effects of thesegoodtransactions
asmuchaspossibleMore speci cally, anintrusion-resilient
DBMS shouldbe ableto:

Determinethe exact extent of databaselamagefrom
aninitial setof attack/errortransactiongdenti ed by
the databasedministratorincluding transactionghat
are benignin naturebut are polluted by attack/error
transactions.

Performa selectve rollback of thosetransactionghat
areconsidereaorruptive to undothedatabasedamage
causedy the attackor theerror.

Becausestandardecosery mechanismé modernDBMSs
performsneitherof the above functions,today's database
administrator¢DBA) have to performthesewo tasksman-
ually to repair a compromisedDBMS. A typical post-



intrusion repair procedureinvolves restoringthe compro-
miseddatabas#o a statebeforethe attack/erroranalyzing
thetransactioriog in detailto identify the corruptingtrans-
actions,andredoingonly thosetransactionshat arelegiti-

mateandunafectedby the attack/errarin mostcasesthis
is a time-consuminggrrorprone and laborintensve pro-
cess.

In this paper we develop a fastdatabaselamagerepair
mechanisnthatcanquickly repaira databaseompromised
by an intrusion or an error and thus greatly improve the
databasavailability. This mechanisnkeepstrack of inter
transactiordependencieat run time in orderto determine
the exactextent of the databaselamageat repairtime, and
performsa selectve rollback of thoseand only thosecor
rupting transactionsMoreover, this fast databaselamage
repairmechanisndoesnot requireany modi cation to the
DBMS internals,andthuscouldbe embodiedn areusable
implementatiorframevork thatcanbe easilyportedto dif-
ferentDBMSswith no or minor customization.

2. RelatedWork

The previous researchon survivable and intrusion-
resilient systemshas evolved in both hardware and soft-
ware elds and hasaddresseduchareasas le systems,
storagesystemsanddatabassystems.

Wylie etal. [3, 4] describes survivablestoragesystem
S4,whichis a network-attacheabbjectstorewith anaccess
interfacebasedon storageof objects.The RepairableFile
System(RFS) project[2] aimsatimproving the speedand
precisionof post-intrusiondamagerepairfor NFS seners.
Traditionally, le systenrecoveryusessignaturegenerated
by systemssuchasTripwire [5] to determinethe corrupted
systemles orcompletepointin timerestoratiorfrom back-
ups.Instead RFSmaintainsle systemoperationlogsand
carriesout dependeng analysisto provide fastand accu-
raterepairof damagecausedy NFS operationgssuedby
attaclers.

Traditional databaseecovery methodshave beendis-
cussedin mary databasetextbooks [9, 10]. Combined
with datareplication, WAL presentsan ef cient way for a
databas¢o recover aftermediafailures.

The problem of databasepost-intrusionrecovery has
beenaddressedrom both theoretical[6, 7] and practical
[1, 8] pointsof view. Liu [7], developsa family of archi-
tecturedor intrusion-tolerantiatabassystemsSubsequent
architecturegnhancehe rst basicarchitecturdy address-
ing variousproblemssuchasattackisolation,damagecon-
nement, andquality of informationassurancerovision.

Ammannet al. [6] proposesvariousalgorithmsfor re-
covery from malicious transactionsThe authorsaddress
two problems: the problem of inter-transactiondepen-
dengy tracking and the problem of databaserepait
Intertransaction dependeng tracking requires know-
ing the data read and written by eachtransaction.The

latter problem is relatively simple since this informa-
tion is logged by modernDBMSs. However, the former
problem is much more dif cult. Two solutionsare pro-
posedn this paper— comprehensi loggingof transaction
readsand extracting the read information from transac-
tion pro les. The authorsadmitthat moderndatabaseys-
temsdo not supportreadlogging and, therefore,the rst
approachrequires changing the source code of exist-
ing DBMS. The secondsolution has also some limita-
tions, becauseit is possibleto come up with a transac-
tion whoseread set pro le will not provide a complete
information on the data read by this transaction.How-
ever, the authorsclaim thatthis solutionwill work in mary
caseduy providing the readsettemplatefor TPC-Ctrans-
actions. Two versionsof repair algorithms are provided
for each of the tracking approaches— static and dy-
namic. The static algorithm brings the whole database
of ine during the repair time, whereasthe dynamic al-
gorithms performson-the- y repait Thereis a trade-of
betweenthe two algorithms:the dynamic algorithm pro-
vides better service availability, but it can initially mark
somebenigntransactiongsmalicious(to preventthe dam-
agefrom being spreadover the databasejhus preventing
the userfrom accessinghe datamodi ed by thesetrans-
actions.Basedon this work, anintrusiontolerantdatabase
system[8] was implementedas an enhancemento Ora-
cle databassener.

Pilaniaet al. [1] describesanintrusionresiliencemech-
anismfor PostgreSQLThe problemof transactiordepen-
deng trackingis solvedby modifying theinternalsof Post-
greSQLto allow thetransactiomeadinformationto becap-
tured.Althoughthe systemhasa relatively smalloverhead,
its maindravbackis thatthetechniqueusedin it cannotbe
directly appliedto otherDBMSs.

3. Intrusion-Resilient DBMS System Ar chi-
tecture

3.1. Inter-Transaction Dependency

Letuscallthesetof rowsthatanSQL statementetrieves
from the databasdor furtherprocessinghe readsetof the
statementThe readsetof a SELECT, UPDATEOr DELETE
statemenis the setof rows satisfyingits WHERElause An
INSERT statementhasan empty readset. An SQL state-
mentS, dependn anotherSQL statement; if theread
setof S, wasmodi ed by S;. Transactionl; dependn
transaction, if thereexistsonestatemeng; in T; andan-
otherstatemens; in T, suchthatS;depend®nS,.

This de nition of transactionrdependeng could leadto
bothfalsepositvesandfalsenegatives.For example afalse
positive occursif two transactionsT; andT,, updatediffer-
ent attributesof a row. Eventhoughthey do not shareary
data,oneis still considereddependenbn the other This
problemcanbe solved by trackinginter-transactiordepen-



denciesonacolumnby columnbasiswhichincursamuch
higheroverheadA falsenegative occursif atransactiont
updatedthe balanceof an accountfrom $50 to $500,and
later T, chageda servicefeefrom all accountsvhosebal-
anceis lessthan$100.Eachaccounts representedly ata-
ble row. In this case, T, doesnot dependon T, because
thereadsetof T, doesnotincludetherow thatT; updates.
However, wereT; notto updatethe row, thereadsetof T,
would have includedthat row. Therefore,if T, is a mali-
cioustransactionthe right repair operationis to roll back
both T, andT,, eventhoughdependenganalysissuggests
only T; needgo beundone.

There are also scenariosin which implicit inter
transactiondependenciewill not be caught,for instance,
dependencieghat arise as a result of internal applica-
tion logic or interapplication interactions. In general,
transactiordependenciesannotbetrackedonly by justan-
alyzing SQL statementdssuedto a DBMS. Becauseof
all theseissuesit is still advisablefor the DBA to be in-
timately involved in the determinationof the nal set
of corrupting transactions,using the transactionset de-
rivedfrom thedependencanalysisasthe startingpoint.

3.2. Transaction DependencyTracking

An intrusion-resilientDBMS needsto keep track of
intertransactiordependenciesonstantlysothatit canuse
thisinformationto determinghedamageperimetemtrepair
time. To recordinter-transactiordependenciei away in-
dependenbf the underlyingDBMS, we proposea transac-
tion dependengtrackingmechanisnihatis basedninter-
ceptingandrewriting SQL statementsentfrom a database
clientto its databassener. Oneway to transparentlynter-
ceptSQL statementsrom DBMS client to DBMS sener
is to put a proxy programbetweenthem. Anotheralterna-
tive to transactionrdependeng trackingis to usedatabase
triggers,but this approachs not feasiblebecausenodern
DBMSsdonotsupportreadtriggers(thereforeijt is notpos-
sibleto interceptSELECTstatements).

If a DBMS client usesan opendatabaseconnectyity
protocol such as JDBC to connectto the DBMS sener,
a proxy JDBC driver sitting on the client side can per
form query interceptionand rewriting, as shovn in Fig-
ure 1. Putting the interceptingproxy on the sener sideis
infeasiblebecausalatatransmittedover the network is in
a DBMS-speci c andtypically proprietaryformat. Putting
the proxy on the client side makes the databasesulnera-
ble to anattackin which an attacler usesa standardlDBC
driver bypassinghe proxy. In this casethemalicioustrans-
actionsexecutedby the attacler will not be tracked, and,
therefore,it will not be possibleto identify themand-roll
themback.This problemcanbe solved by usingtwo prox-
iesasshavn in Figure2. Oneof theseproxiesresideonthe
client side,the otherresideson the sener side. The goal of
theclient-sideproxyis to transmitthedatato thesener-side

proxy in someformatknown to both proxies.The transac-
tion dependeng tracking is performedby the sener-side
proxy. The sener-sideproxy establishes local connection
to thedatabas¢hrougha standard DBCdriver.
Transactiordependenciearestoredasregular database
tablesandare committedto the databaseogethemwith the
transactionghat thesedependenciegelate. The following
changesremadeto a databasevhenit is created:

The table trans _dep(tr _id INTEGER,
dep_tr .ids VARCHAR)is addedto the database.
For eachtransactioriD, it storesthe setof IDs of the
transactionst dependson asa string with IDs sepa-
ratedby spaces.

The table annot(tr _id INTEGER, descr
VARCHAR)is addedto the databaselt containsa
symbolic namefor eachtransaction,which is used
in the visualization of the intertransactiondepen-
deng graph,asshovnin Figure3.

A new eld trid:INTEGER is addedo eachdatabase
tabletransparentlyThe eld of eachrow storeshelD
of thelasttransactiorthatmodi ed therow.

By rewriting incoming SQL statementdn a transac-
tion in the way shawn in Table 1, the interceptingproxy
can track and record inter-transactiondependenciesk-or
a SELECT statementthe proxy additionally retrieves the
trid  attribute from eachtable involved in the statement.
Theseattributescontainthe IDs of thetransactionshatup-
datethe rows being readmostrecently Whenthe DBMS
sener returnsa set of rows, the proxy readstheserows'
trid  eld andstorethemin alocal array For an UPDATE
statementtheinterceptingproxy updateshetrid  attribute
of all therowsthestatemenmodi es with thecurrenttrans-
actionlD. Becaus@nUPDATEstatemenimplicitly involves
a SELECToperationthetransactiorcontainingthe UPDATE
statementhus dependson the transactionsvhoselDs are
storedin thetrid  attribute of the rows beingupdated.n
theory thesetransactionDs canberetrievedby executinga
SELECTstatemenbeforethe UPDATEStatementHowever,
we decideto skip this stepto reducethe run-time perfor
manceoverheadThis doesnot affect correctnesasDBMS
logs UPDATEoperationsandthesedependenciesanbe re-
constructedat repairtime from the transactiorlog. For the
samereasorthe proxy doesnotrecordthe associateéhter-
transactiondependencieassociatedvith a DELETE state-
ment.

ForaCOMMITstatementthe proxyissuesanINSERT op-
erationthatrecordshecurrenttransactiodD andthelDs of
all transactionst depend®nin thetrans _dep table.Hav-
ing doneso, the proxy commitsthe currenttransactiorby
sendingthe COMMIToperationto the DBMS sener.

Becausénter-transactiordependeng trackinginvolves
only SQL queryrewriting, it is highly portableacrossdif-
ferentDBMSs aslong asthey supportstandardSQL inter
face.In addition,mostDBMSs alsosupportopendatabase
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Figure 1. Client-side single-pr oxy architecture for inter-transaction dependency tracking, where
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Figure 2. Dual-pr oxy architecture for inter-transaction dependency tracking, where shaded boxes
represent new elements to be added to a standar d client-ser ver DBMS system.

connectvity protocolsuchasJDBC. Therefore,our inter-
transactiondependeng tracking moduleis fully reusable
acrosLOracle,SybaseandPostgreSQL.

3.3. Selectve Undo of Committed Transactions

Modern DBMSs performtransactionogging on a per
row basis,andcreatea separatéog entryfor eachrow be-
ing modi ed. As aresult,multiple log entriescouldbe cre-
atedfrom asingleSQL statementhataffectsmultiple rows.
Eachlog entry containsthe operationtype, e.g., INSERT,
DELETEandUPDATE internaltransactioriD, thelD of the
tablethattherow belonggo, andthe databaselataaffected
by this operation.For an INSERT and DELETE operation,
the entire row is saved into the log. The amountof data

savedinto thelog in thecaseof anUPDATEDperationvaries
from DBMS to DBMS. It canbeeithercompletepre-update
andpost-updatémageof an updatedrow or only thoseat-
tributesthat were actually modi ed. Eachlog recordalso
containsareferencdo thepositionin thedatabaséo which
thechangét describess applied.For thethreeDBMSsthat
we have studied,this positionis a physical locationwithin
thedisk le containingthe databaseandis describedby a
logical pagenumberandanoffsetwithin this page.Thisad-
dressingormatis corvenientfor recovering a databasef-
ter a crashor mediafailure whenthe transactioriog needs
to berolled forward.

The effect of a transactiorcanbe nulli ed with a com-
pensatingransaction.To do so, we considereachrow af-
fected by an original transaction,createa compensating



Original statement

\ Modi ed statement(s) |

SELECT ti:ag;ijtiian, ;i tkian, FROMty; itk WHEREC

SELECT ti:as; i tazan,; i te:an, ; tactrid; o tyctrid
FROMt;; itk WHEREC

SELECT SUMt:a) FROMt WHEREc GROUPBY t:b

SELECT t:itr id FROMt WHEREc
SELECT SUMt:a) FROMt WHEREc GROUPBY t:b

UPDATEt SET a; = vyi;:an = v WHEREC

UPDATEt SET a; = vyi;:ian = Vp;
trid = curTrl D WHEREc

INSERT INTO t(az;:;;an) VALUES (v1;:vn)

INSERT INTO t(az;::;an;trid)
VALUES (va; 5 Va;curTriD)

COMMIT

INSERT INTO trans _dep( curTriD;::)
COMMIT

Table 1. Modi cations
transaction dependenc y information.

to SQL statements that the inter cepting proxy makes to track and record inter -

statemenfor eachaffectedrow, andform a compensating
transactionfrom theseperrow compensatingstatements.
For instanceijf aparticularrow wasdeletedjts compensat-
ing statemenis anINSERT thatputsthis row backinto the
databaseSimilarly, if arow wasinsertedthecompensating
actionis aDELETEstatementtinally, if arow wasupdated,
acompensatingctionis anotherUPDATEstatementestor
ing the pre-updatdmage of the row. Although the trans-
actionlog canbe usedto generatecompensatindransac-
tions, it doesnot containsufcient informationto address
ary given row preciselyso that eachcompensatingtate-
mentis appliedto thatrow only. Fortunately mostDBMSs
supporta read-onlyrow ID attribute in eachtable.We can
usethis attribute in WHERElauseof UPDATEand DELETE
compensatingtatementgo ensurethat the changeis ap-
pliedto a particularrow only.

Theinterceptingoroxy generategts own transactionDs
at run time becauset is not always possibleto accesghe
internal transactioniD of the underlyingDBMS, if it ex-
ists at all. To correlatea transactiors internal ID with its
proxy-generatetD, onesearchefor thelastlog entryright
beforethetransactiors commitoperationwhich shouldbe
an insertoperationinto the trans _dep table. The proxy-
generatedD containedin this insertedrow andthe inter
nal transactionlD recordedin this log entry establishthe
desiredcorrespondencéncethe correspondencletween
two typesof transactionD is established{ransactionde-
pendencieslueto UPDATEandDELETEStatementaregen-
erated For eachentryin thetransactiorlog thatis dueto a
DELETEandUPDATEstatementpnebuildsupadependengc
betweerthetransactiorto which thelog entry belongsand
thetransactiorwhoselD is storedin thepre-updateow im-
ageassociatedavith thelog entry.

After all transactiondependenciesre identi ed, the
complete transactiondependeng graph is visually pre-
sentedto the DBA. An example transactiondependeng
graphdisplayis shavn in Figure 3. The currentprototype
usesGraphMz [13], an opensourcegraphdrawing soft-

warefrom AT&T, for graphdisplay The DBA determines
the nal undo setof transactionsby analyzingthe trans-
actiondependenggraphusingthe application-speci cdo-
mainknowledge.ldeally, thistransactiordependencgraph
renderingsoftwareshouldbepartof aninteractve database
damagerepairtool, which allows the DBA to includecer
tain intertransactiordependenciemto dependengcanaly-
sisandignoreothers thusavoiding bothfalsepositivesand
negatives.Forinstanceif thedatabaseontainsatemporary
tablethatdoesnothave ary semanticsigni cance,the DBA
may chooseto ignoreall the dependencieamongtransac-
tionsdueto this table.As anotherexample,onetransaction
may dependon anotherdueto falsesharing,i.e., touching
differentattributesof the samerow. In this case the DBA
may chooseto ignore this type of dependenciem the re-
pair process.

After the undotransactiorsetis determinedgachentry
in the transactionlog is checled from the endto the be-
ginning. If the proxy transactionD of a log entry belongs
to the undo setits correspondingcompensatingtatement
is executedimmediately Specialcareis requiredfor rows
insertedto the databaseluring the repair processFor ex-
ample,whena DELETElog entry is to be undone,a new
row is insertedinto the databaseandthe DBMS assignst
a uniquerow ID, which may be differentfrom the row 1D
thatwasusedto referto this row in thetransactioriog pre-
viously. As aresult,the old row ID needso be mappedo
thenew row ID whenprocessingll subsequeribg entries
associateavith this row. Whenan INSERT log entry asso-
ciatedwith this row is encounteredthe mappinghasto be
discardedEachtablehasits own row ID mapping.Conse-
guently the samerow ID canbe mappedto differentrow
IDs in differenttables.

Unlikeinter-transactiordependengctracking,therepair
timelogic of anintrusion-resilienDBMS is very database-
speci ¢, becausemary of thefollowing datastructuresare
proprietary:the transactionog format, transactionD and
row ID encodingpre-updateow imagerepresentatiorgtc.
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Figure 3. Visualization of a sample inter-
transaction dependency graph. Nodes cor-
respond to transactions and edges to inter-
transaction dependencies. Each node has a
label describing the transaction type, e.g.,
Order for an order placement transaction,
Payment for an order payment transaction,
Deliv for an order deliver y transaction. Num-
bers that are part of each label are the ware-
house ID, the district ID, the client ID, and the
transaction ID.

4. Implementation Issues

Themostchallengingpartof our prototypeimplementa-
tion efforts is transactiorlog parsing,analysis,andrecon-
struction.In thissectionwe discussn greatedetailhow re-
constructingiransactiorlog entriesin Oracle,Sybaseand
PostgreSQlis done.

4.1. TransactionLog Processingn Oracle

Oracleprovidesa setof PL/SQL proceduregalledLog-
Miner [14] which is designedo corvert a binary transac-
tion log into a databas¢ablecalledv$logmnr _contents
which is accessiblevia SQL inside the database.This
databaseable containsone row per transactionlog en-
try. Eachrow hasattributessuchasoperationtype,useriD,

transactionD, aswell asa correspondingedo and undo
SQL statementIn order to roll back a particular trans-
action, one needsto execute all undo SQL statements
available in the v$logmnr _contents for this transac-
tion.

4.2. TransactionLog Processingn PostgreSQL

PostgreSQL[15] doesnot have ary tools for access-
ing its transactionlog. However, it is possibleto reverse-
engineeiits log formatsincePostgreSQLlis anopensource
DBMS. It turnsout that for eachrow operation(UPDATE
DELETE INSERT), PostgreSQIlstorescompletecontentsof
the beforeand after images(if required)for that row. We
have implementeda plugin for PostgreSQlthatprovidesa
Logminerkind functionality

4.3. TransactionLog Processingn Sybase

The major implementationissuein Sybase[16] is the
fact that Sybasedoesnot have a row ID attribute in its
tables.One hasto add an attribute of type numeric(n)
identity to provide a row ID for eachrow. The de-
pendeng trackingproxy for Sybasednterceptsall CREATE
TABLE statementsindaddssucha columnto eachnew ta-
ble.

Sybaseprovides the dbcc log commandto readthe
contentof thetransactioriog. For eachrow operationthis
commandutputsthe contentof therow beingmodi ed in
the binary format without dividing it into attributes.If the
row operationis INSERT or DELETE Sybasestorescom-
pleterow contentsn thelog. However, for an UPDATEOp-
eration(calledMODIFYin Sybase)pnly thoseattributesthat
weremodi ed arestoredin the log. Therefore the row ID
attribute we introducedto identify a row is never savedin
the transactioriog. For the repair purpose the entire con-
tent of eachrow appearingn the log needsto be fully re-
storedto obtaintherow ID attribute.

Sybasestoresthe pagenumberandthe offsetwithin the
pagefor eachrow operation.Given thesetwo values,one
canreadthecontentf thepageby usingdbcc page com-
mand retrieve completerow contentandaccessherow 1D
attribute of the requiredrow. However, a row canmigrate
within apagewhensomeotherrows aredeleted Therefore,
arow's currentlocationatthemomentwhenthetransaction
log is readmight be differentfrom the row's currentloca-
tion whenit is storedin thetransactioriog. Therule of row
migrationis asfollows: whenarow is deletedrom themid-
dle of apage all rows locatedcloserto the endof the page
aremoved closerto the beginning of the page,overwriting
therow beingdeletedsothatno gapsever exist in thepage.
Rows cannotmigratefrom one pageto another Theseob-
senationsallow oneto develop analgorithmto keeptrack
of the location of eachrow in a pageandthusto identify
therow ID attribute of every row associatedvith log en-



tries of type MODIFY. In this algorithm,r ec:len denoteghe
lengthof data(in bytes)of alog recordr ec, andr ec:off de-
notesthe offsetof data(in bytes)of alog recordr ecwithin
adatapage.

1. Readthe transactiorlog usingdbcc log command.
For eachlog recordthatmodi es atablethatneedso
berepaired storeits recordtype anddataoffsetin the
repairtool's memory

2. Go throughthe list of all log recordsagain and do
thefollowing: for eachrecordrm of type MODIFYgo
throughall log recordsof type DELETE locatedafter
rm. For eachDELETErecordrd, decrement m:of f
byrd:lenif rd:off + rd:len rm:of f . If rd:of f
rm:of f < rd:off + rd:len, thenthecurrentDELETE
operatiordeletegherow beingmodi ed, andsincethe
log entry associatedvith a DELETEoperationkeepsa
completdmageof thedeletedow, thisimagecouldbe
usedasthe beforeimagefor the MODIFY statements
well in this case.

3. Gothroughthelist of all recordsandfor eachrecord
rm of type MODIFY, issuea commanddbcc page
with anappropriatelyadjusted m:of f to readthefull
row content.

Having restoredthe completerow datafor eachoperation,
it is now relatively straightforvardto generatell compen-
satingstatements/Ve have implementedhe algorithmpre-
sentedhbore andwereableto generateompensatingtate-
mentscorrectly

4.4. Limitations of Curr ent Prototype

Ourcurrentprototypehasseverallimitations. First, there
is no supportfor stored proceduresHowever, the code
storedon the sener's side canbe modi ed in adwanceto
supporttransactiondependeng tracking. Second,almost
all DBMS vendorsprovide customextensionsto standard
SQL. Our currentprototypesupportsonly a subsetof it,
thusmaking it impossibleto usethe tracking proxy in an
arbitrarydatabase-However, thetrackingproxy canbe cus-
tomizedfor eachDBMS vendor The currentprototypehas
also several limitations due to its intertransactiondepen-
deng trackingmechanismEssentiallythetrackingis row-
basedatherthan eld-based.This canresultin falseinter-
transactiondependenciesAnother similar problemis the
dependenciethat are the resultof applicationlogic (such
asinterprocesscommunication). Suchdependenciesan-
notbetrackedby our currenttrackingproxy.

5. PerformanceEvaluation
5.1. Experimental Setup

We usedthe TPC-C benchmark[12] to evaluate the
run-time performanceoverheadof the intrusionresilience

Numberof warehouses 10
Districtsperwarehouse 30
Clientsperdistrict 5000
Itemsperwarehouse | 100000
Ordersperdistrict 5000

Table 2. Test database parameter s and their
values.

mechanisnaddedo Oracle,SybaseandPostgreSQLThis
benchmarlsimulatesactiities of awholesalesupplier The
supplier operatesa number (W) of warehousesach of
which hasits own stock. A warehouseis comprisedof
a numberof districts, eachof which in turn hasa num-
ber of clients. The TPC-C benchmarkalso describesthe
set of transactionsthat are issuedduring benchmarking
runs: order placementpayment,order delivery, order sta-
tus inquiry, stocklevel inquiry. Orderscanonly be made
by clients alreadyin the databaseWe createda TPC-C
databasandpopulatedt with randomdata.Theparameters
of the databas@areshavn in Table2. For the DBMSs that
supportdisk spacepre-allocationwe have pre-allocateca
sufciently largedata le of size4.5GB to avoid dynamic
allocationsatruntime. All databasewerecon guredwith
ablocksizeof 8 KB.

The following machinesare usedin the experiments A
Pentium-4M1.7GHz laptop with 512MB of RAM and a
30GB harddrive spinningat 4200RPM is usedasa client
issuingtransactionsequestsA Pentium-41.5GHzdesktop
with 384MB of RAM anda 120GB harddrive spinningat
7200RPMis usedasasenerrunningtheDBMS undertest.
The two machineswere placedin the samel00Mbpslo-
cal network. Both machinesusedMandrale Linux 9.1. We
have measuredhe following DBMS seners:Oracle9.2.0,
SybaseASE 12.5,PostgreSQI7.2.2.In all ourexperiments,
we usedasingle-proxydependengctrackingarchitectureas
showvn in Figurel.

In thisperformancetudy we aremainlyinterestedn an-
sweringthefollowing two questionsFirst, whatis therun-
time performancecostof transparentlyaugmentingan ex-
isting DBMS with the proposedntrusionresiliencemech-
anism?Secondhow muchvaluedoessuchanintrusionre-
siliencemechanismhelpin the post-intrusionor post-error
repair process,n termsof the percentagef transactions
whoseeffectscanbepreseredin therepairprocesdecause
they arelegitimateandunafectedby theintrusionor error?

5.2. DependencyTracking Overhead

The run-time overheadof intertransactiondependenc
trackingincludesqueryinterceptiorandmodi cation over-
headaswell asadditional SQL query processinghecause
of additional elds and tablesintroducedfor dependeng



tracking.We vary the following workloadparametersvhen
measuringhe dependeng tracking overheadfor different
DBMSs:

TransactionMix: We useda read-intensie workload
(consistingof 100readintensive Stock Level trans-
actions) and a read/write intensve workload (con-
sisting of 200 New Order , 200 Payment and 100
Delivery  transactions).

DBMS Client-ServerConnection In local con gura-
tion boththe DBMS client andsener wereplacedon
thesenermachineln thenetworled con gurationthe
DBMS clientranontheclientmachineandthe DBMS
senerranonthesener machine.

Total Footprint Size We variedthe total footprint size
of the input workload so that in one case,a small
amountof datais accessedepeatedlyandthe dataac-
cesseds mostlyin thedatabaseacheonceit isloaded,
andin theothercasealargeamountbf datais accessed
randomlyandmostly once.

Figure 4 presentghe relative throughputpenaltyof trans-
action dependeng tracking with respectto the original
DBMS without ary intrusionresiliencemechanismwhere
the overall throughputis the ratio of the numberof trans-
actionscompletedwithin a period of time over the time
period.In atypical on-line transactiomprocessingnviron-
ment,whichthe TPC-Cbenchmarlattemptgo emulatethe
DBMS sener andclient are connectedhrougha network,
thetransactiomix is read-intensie, andthetotal footprint
sizeis large so thatmostaccessesequiredisk 1/0 access.
Theresultsin the upperleft cornerof Figure4 correspond
to this scenarioandshaw that the transactiordependenc
trackingoverheadn this caseis betweert% to 13%for all
threeDBMSs.

Thereis no clear trend as to whetherthe throughput
penalty of transactiondependeng tracking is higher or
lower when comparingthe networked con guration with
thelocal con guration. Therearetwo factorsat work here.
On the one hand,runningthe DBMS sener and client on
the samemachine,i.e., local con guration, meansthatthe
DBMS sener hasaccesso less CPU resourceand thus
lower base-cas@erformanceAs a result, the percentage
overheadshouldbe lower in the networked con guration
thanin thelocal con guration. On the otherhand,running
the DBMS sener and client on separatenachinesmeans
thatthe averagetransactioriateng is increasedueto net-
work transferdelay This increasen lateng doesnotin it-
self decreasethe throughputaslong asthe DBMS client
canalways keepsufcient transactionsutstandingn the
pipeline.Whenthis is not the case the base-caséhrough-
putsuffersandthethroughpuipenaltyof transactiordepen-
deng trackingcouldbeincreased.

Decreasingthe total footprint size and thus increas-
ing the databaseachehit ratio signi cantly increaseghe
throughputpenaltyof transactiordependeng trackingfor

the read/writeintensie load, but mattersvery little for the
readintensve load. The reasonis that whenthe footprint
is small,the only disk I/O requiredis writesto thetransac-
tion log, and eachtransactiorlog write becomesnore ex-
pensve whenthe transactiordependeng trackingmecha-
nismis turnedon.

5.3. Accuracy of DatabaseDamageRepair

Oneway to minimize the numberof legitimatetransac-
tionsthatareincorrectly agged ascorruptiveis to allow the
DBA to specifytransactiordependenciethatshouldbeig-
noredin the determinationof the nal undo set.Because
fewer dependencieare consideredfewer transactiongare
judgedcorruptive andputinto theundoset.We call depen-
dencieghatcanbesafelyignoredafalsedependency

One example of a falsedependeng is when a depen-
deny is basedon an attribute of a tablethat canbe com-
puted from other datain the databaseFor instance,the
warehouse tablein the TPC-Cbenchmarls testdatabase
containsaw.ytd attribute,whichis thetotal sumof money
spentby all clientson a warehouseThis value could have
beencomputedby usinginformationfrom the orders ta-
ble by summingup all ordersthataim at a particularware-
house.

Let ususeTgetect tO referto theinterval betweenwhen
anintrusion/errortakes placeandwhenit is detectedFig-
ure 5 shavs how the numberof corruptive (thosethatneed
to beundone)ransactionsindpercentagef saszedtransac-
tions (thosethat survive repair) correlatewith Tgetect , UN-
der differentwarehouseactor (W) values,where Tgetect
is expressedn termsof the numberof transactionsom-
mitted sincetheintrusion/errorAs expectedthe numberof
transactionghatareaffectedby theinitial attack/errotrans-
actionincreasewith Tgetect , bUt the percentagef saved
transactionsemain at exceptwhenTgetect IS Small.More-
over, ignoring falsedependeng cansigni cantly increase
the numberof benigntransactionghat canbe saved from
a repair processThe differencein the numberof transac-
tions that needto be undoneor rolled back can be more
thana factorof 5, andthe improvementin the percentage
of saved transactiongangesfrom 20%to 30%. The sared
transactiorpercentagénprovementdecreasewith W be-
causdargerW tendsto have lessfalsesharingandthusre-
ducethe bene t of eliminating falsedependeng This re-
sult suggestshatit is crucialfor anintrusionresilienceen-
gineto incorporatesite-speci cdomainknowledgefrom the
DBA andimprove its repairaccurag by minimizing false
positivesandnegatives.

6. Conclusionand Futur e Work

The mostimportantcontritution of this work is the de-
velopmentof a reusableimplementationframeavork that
addsintrusion resilienceto existing DBMSs without re-
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Figure 4. The inter-transaction dependenc y tracking overhead differs depending on whether the
workload is read-intensive (left column) or read/write intensive (right column). It is also affected
by the total footprint size, which is determined by the warehouse factor W. The upper row corre-
sponds to the large footprint case (W = 10and low database cache hit ratio) and the lower row cor-
responds to the small footprint case (W = 1and high database cache hit ratio).

quiring ary modi cations to their internals,anda demon-
stration of this framework's portability to three different
DBMSs, Oracle, Sybaseand PostgreSQL Moreover, we
also shawv the performanceoverheadof this portableap-
proachto intrusion-resilienDBMS is quitereasonablehe-
tween6% to 13%for atypical on-linetransactiorprocess-
ing ervironment.We believe this framework is one of the
rst, if notthe rst portableintrusionresilienceimplemen-
tationframework thatis alsoef cient andfully operational.
Thereare several directionswe are pursuingcurrently
First,we planto build afull-scaleinteractive databaselam-
agerepairtool thatallows a DBA to interactwith thetrans-
action dependeng graphthrougha GUI, and explore the
damageperimeterby conducting“what if” analysis.This
tool will make the databaselamagerepair processmore
e xible, accurateand corvenientto use. Second,we are
planning to build a transactiondependeng tracking ap-
pliance that can be put in front of a DBMS sener, and
performs SQL query interceptionand re-writing without
ary additionalcon guration. Suchanapplianceminimizes
the disruptionto existing IT infrastructure,and thus of-
fers a smoothermigration path. Third, the currentquery
re-writing algorithmscan be further optimizedto reduce
thetrackingoverheadFor example asingletrans _dep ta-

ble may becomea bottleneckwhenthe DBMS sener runs
on amultiprocessomachinethetr _id attribute probably
shouldbe put in the middle of eachrow, ratherthanat the
left or right end,to minimizetheadditionalloggingpenalty;
keepingatr _id attribute per attribute ratherthanper row
is requiredto minimize false sharingandto supportsup-
pressiorof falsedependeng andhow to implementit ef -
ciently deseresmoreinvestigation.Finally, thecurrentpro-
totype doesnot supportintrusiondetection We planto de-
velop a DBMS-speci ¢ intrusion detectiontool and inte-
grateit with theproposedntrusionresiliencemechanisnto
form anend-to-endlatabaseecuritysolution.
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