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Abstract

An intrusion-resilient databasemanagementsystemis
theonethat is capableof restoringits consistencyafterbe-
ing compromisedby a maliciousattack or a humanerror.
Morespeci�cally, an intrusion-resilientmechanismhelpsto
quickly repair a databaseby nullifying thedamage caused
by maliciousor erroneoustransactions,while preserving
the effectsof unaffectedlegitimate transactionsthat take
place betweenintrusions/errors and their detection.The
goal of this project is to develop a portable implementa-
tion framework that can augmenta commercial database
managementsystemwith intrusion resiliencewithout re-
quiring anymodi�cationsto its internals.Theintrusionre-
siliencemechanismdescribedin thispapersigni�cantly im-
proves the availability of modernDBMSsby facilitating
and sometimeseven automatingthe post-intrusiondam-
age repair process.In addition, it can be embodiedin a
reusableimplementationframework, whoseportability is
demonstratedby its successfulapplication to threediffer-
entDBMSs:PostgreSQL,Oracle, andSybase. Performance
measurementson thefully operationalprototypesunderthe
TPC-Cbenchmarkshowthat the run-timeoverheadof the
intrusion-resiliencemechanismis between6%and13%.

1. Intr oduction

Consistency of an information systemcan be compro-
miseddue to a hardware failure, a maliciousattack,or a
humanmistake. Standardrecovery mechanismsin modern
databasemanagementsystemsaredesignedto recover from
hardware failures,which can be detectedas soonas they
occur. For maliciousattacksand humanmistakes, where
thereis typically a time gap betweenoccurrenceand de-
tection,theserecovery mechanismsareinadequatebecause
they canneitherroll backcommittedtransactionsnor keep
trackof inter-transactiondependencies.As aresult,to clean
upacompromiseddatabaseusingexisting toolstakestime-

consuminghumanefforts and typically results in a long
meantime to repair(MTTR) andthusdatabasedown time.
We call an informationsystemintrusion-resilientif it can
quickly repairthedamagecausedby a maliciousattackor
humanerrorandmaximizetheoverall systemavailability.

A wide variety of information systemscan be made
intrusion-resilient. For instance, Zhu and Chiueh [2]
described a general intrusion-resilience implementa-
tion framework for network �le servers. The system,
called RFS (RepairableFile Service), aims at facilitat-
ing the post-intrusion repair process for network �le
servers.RFS is not a �le server on its own. Instead,it is
a special�le server that acts as a proxy betweena pro-
tectednetwork �le serverandits clientsandlogsall the�le
updates.Theresultinglog is usedat recovery time to deter-
minetheextentof thedamageandto undoany detrimental
sideeffects.

Becausethereis atimegapbetweenwhenanattack/error
occursandwhenit is detected,legitimatetransactionsthat
arenot relatedto theattack/errorcouldbecommittedto the
compromiseddatabaseduringthisperiod.Thekey problem
thatanintrusion-resilientDBMS needsto addressis how to
completelyundothedamagecausedby anattackor aner-
ror while preservingthe effectsof thesegoodtransactions
asmuchaspossible.Morespeci�cally, anintrusion-resilient
DBMS shouldbeableto:

� Determinethe exact extent of databasedamagefrom
an initial setof attack/errortransactionsidenti�ed by
thedatabaseadministrator, including transactionsthat
are benignin naturebut are polluted by attack/error
transactions.

� Performa selective rollbackof thosetransactionsthat
areconsideredcorruptiveto undothedatabasedamage
causedby theattackor theerror.

Becausestandardrecovery mechanismsin modernDBMSs
performsneitherof the above functions,today's database
administrators(DBA) haveto performthesetwo tasksman-
ually to repair a compromisedDBMS. A typical post-



intrusion repair procedureinvolves restoringthe compro-
miseddatabaseto a statebeforetheattack/error, analyzing
thetransactionlog in detailto identify thecorruptingtrans-
actions,andredoingonly thosetransactionsthatarelegiti-
mateandunaffectedby theattack/error. In mostcases,this
is a time-consuming,error-proneand labor-intensive pro-
cess.

In this paper, we developa fastdatabasedamagerepair
mechanismthatcanquickly repairadatabasecompromised
by an intrusion or an error and thus greatly improve the
databaseavailability. This mechanismkeepstrackof inter-
transactiondependenciesat run time in orderto determine
theexactextentof thedatabasedamageat repairtime, and
performsa selective rollback of thoseandonly thosecor-
rupting transactions.Moreover, this fast databasedamage
repairmechanismdoesnot requireany modi�cation to the
DBMS internals,andthuscouldbeembodiedin a reusable
implementationframework thatcanbeeasilyportedto dif-
ferentDBMSswith noor minorcustomization.

2. RelatedWork

The previous researchon survivable and intrusion-
resilient systemshasevolved in both hardware and soft-
ware �elds and hasaddressedsuchareasas �le systems,
storagesystems,anddatabasesystems.

Wylie et al. [3, 4] describesa survivablestoragesystem
S4,which is anetwork-attachedobjectstorewith anaccess
interfacebasedon storageof objects.The RepairableFile
System(RFS)project[2] aimsat improving thespeedand
precisionof post-intrusiondamagerepairfor NFS servers.
Traditionally, �le systemrecoveryusessignaturesgenerated
by systemssuchasTripwire [5] to determinethecorrupted
system�les orcompletepointin timerestorationfromback-
ups.Instead,RFSmaintains�le systemoperationlogsand
carriesout dependency analysisto provide fast and accu-
raterepairof damagecausedby NFSoperationsissuedby
attackers.

Traditional databaserecovery methodshave beendis-
cussedin many databasetextbooks [9, 10]. Combined
with datareplication,WAL presentsan ef�cient way for a
databaseto recover aftermediafailures.

The problem of databasepost-intrusionrecovery has
beenaddressedfrom both theoretical[6, 7] and practical
[1, 8] pointsof view. Liu [7], developsa family of archi-
tecturesfor intrusion-tolerantdatabasesystems.Subsequent
architecturesenhancethe�rst basicarchitectureby address-
ing variousproblemssuchasattackisolation,damagecon-
�nement,andqualityof informationassuranceprovision.

Ammannet al. [6] proposesvariousalgorithmsfor re-
covery from malicious transactions.The authorsaddress
two problems: the problem of inter-transactiondepen-
dency tracking and the problem of databaserepair.
Inter-transaction dependency tracking requires know-
ing the data read and written by each transaction.The

latter problem is relatively simple since this informa-
tion is logged by modernDBMSs. However, the former
problem is much more dif�cult. Two solutionsare pro-
posedin thispaper— comprehensiveloggingof transaction
readsand extracting the read information from transac-
tion pro�les. The authorsadmit that moderndatabasesys-
temsdo not supportreadlogging and, therefore,the �rst
approachrequires changing the source code of exist-
ing DBMS. The secondsolution has also some limita-
tions, becauseit is possibleto come up with a transac-
tion whoseread set pro�le will not provide a complete
information on the data read by this transaction.How-
ever, theauthorsclaim thatthis solutionwill work in many
casesby providing thereadsettemplatesfor TPC-Ctrans-
actions.Two versionsof repair algorithms are provided
for each of the tracking approaches— static and dy-
namic. The static algorithm brings the whole database
of�ine during the repair time, whereasthe dynamic al-
gorithms performson-the-�y repair. There is a trade-off
betweenthe two algorithms:the dynamicalgorithm pro-
vides better serviceavailability, but it can initially mark
somebenigntransactionsasmalicious(to preventthedam-
agefrom beingspreadover the database)thuspreventing
the userfrom accessingthe datamodi�ed by thesetrans-
actions.Basedon this work, an intrusiontolerantdatabase
system[8] was implementedas an enhancementto Ora-
cledatabaseserver.

Pilaniaet al. [1] describesan intrusionresiliencemech-
anismfor PostgreSQL.The problemof transactiondepen-
dency trackingis solvedby modifyingtheinternalsof Post-
greSQLto allow thetransactionreadinformationto becap-
tured.Althoughthesystemhasa relatively smalloverhead,
its maindrawbackis thatthetechniqueusedin it cannotbe
directlyappliedto otherDBMSs.

3. Intrusion-Resilient DBMS System Ar chi-
tecture

3.1. Inter -TransactionDependency

Let uscall thesetof rowsthatanSQLstatementretrieves
from thedatabasefor furtherprocessingthereadsetof the
statement.The readsetof a SELECT, UPDATEor DELETE
statementis thesetof rows satisfyingits WHEREclause.An
INSERT statementhasan empty readset.An SQL state-
mentS2 dependson anotherSQL statementS1 if the read
setof S2 wasmodi�ed by S1. TransactionT1 dependson
transactionT2 if thereexistsonestatementS1 in T1 andan-
otherstatementS2 in T2 suchthatS1dependsonS2.

This de�nition of transactiondependency could leadto
bothfalsepositivesandfalsenegatives.For example,afalse
positiveoccursif two transactions,T1 andT2, updatediffer-
ent attributesof a row. Even thoughthey do not shareany
data,one is still considereddependenton the other. This
problemcanbesolvedby trackinginter-transactiondepen-



denciesonacolumnby columnbasis,which incursamuch
higheroverhead.A falsenegative occursif a transactionT1
updatedthe balanceof an accountfrom $50 to $500,and
laterT2 chargeda servicefeefrom all accountswhosebal-
anceis lessthan$100.Eachaccountis representedby a ta-
ble row. In this case,T2 doesnot dependon T1, because
thereadsetof T2 doesnot includetherow thatT1 updates.
However, wereT1 not to updatetherow, thereadsetof T2
would have includedthat row. Therefore,if T1 is a mali-
cioustransaction,the right repairoperationis to roll back
bothT1 andT2, eventhoughdependency analysissuggests
only T1 needsto beundone.

There are also scenarios in which implicit inter-
transactiondependencieswill not be caught,for instance,
dependenciesthat arise as a result of internal applica-
tion logic or inter-application interactions. In general,
transactiondependenciescannotbetrackedonly by justan-
alyzing SQL statementsissuedto a DBMS. Becauseof
all theseissues,it is still advisablefor the DBA to be in-
timately involved in the determinationof the �nal set
of corrupting transactions,using the transactionset de-
rivedfrom thedependency analysisasthestartingpoint.

3.2. TransactionDependencyTracking

An intrusion-resilientDBMS needsto keep track of
inter-transactiondependenciesconstantlyso that it canuse
thisinformationtodeterminethedamageperimeteratrepair
time.To recordinter-transactiondependenciesin a way in-
dependentof theunderlyingDBMS, we proposea transac-
tion dependency trackingmechanismthatis basedon inter-
ceptingandrewriting SQL statementssentfrom a database
client to its databaseserver. Oneway to transparentlyinter-
ceptSQL statementsfrom DBMS client to DBMS server
is to put a proxy programbetweenthem.Anotheralterna-
tive to transactiondependency tracking is to usedatabase
triggers,but this approachis not feasiblebecausemodern
DBMSsdonotsupportreadtriggers(therefore,it is notpos-
sibleto interceptSELECTstatements).

If a DBMS client usesan open databaseconnectivity
protocol such as JDBC to connectto the DBMS server,
a proxy JDBC driver sitting on the client side can per-
form query interceptionand rewriting, as shown in Fig-
ure 1. Putting the interceptingproxy on the server side is
infeasiblebecausedatatransmittedover the network is in
a DBMS-speci�c andtypically proprietaryformat.Putting
the proxy on the client side makes the databasevulnera-
ble to anattackin which anattacker usesa standardJDBC
driverbypassingtheproxy. In thiscase,themalicioustrans-
actionsexecutedby the attacker will not be tracked, and,
therefore,it will not be possibleto identify themandroll
themback.This problemcanbesolvedby usingtwo prox-
iesasshown in Figure2.Oneof theseproxiesresidesonthe
client side,theotherresideson theserver side.Thegoalof
theclient-sideproxyis to transmitthedatato theserver-side

proxy in someformatknown to bothproxies.The transac-
tion dependency tracking is performedby the server-side
proxy. Theserver-sideproxy establishesa local connection
to thedatabasethroughastandardJDBCdriver.

Transactiondependenciesarestoredasregulardatabase
tablesandarecommittedto thedatabasetogetherwith the
transactionsthat thesedependenciesrelate.The following
changesaremadeto adatabasewhenit is created:

� The table trans dep(tr id INTEGER,
dep tr ids VARCHAR) is added to the database.
For eachtransactionID, it storesthesetof IDs of the
transactionsit dependson asa string with IDs sepa-
ratedby spaces.

� The table annot(tr id INTEGER, descr
VARCHAR) is added to the database.It containsa
symbolic name for each transaction,which is used
in the visualization of the inter-transactiondepen-
dency graph,asshown in Figure3.

� A new �eld trid:INTEGER is addedto eachdatabase
tabletransparently. The�eld of eachrow storestheID
of thelasttransactionthatmodi�ed therow.

By rewriting incoming SQL statementsin a transac-
tion in the way shown in Table 1, the interceptingproxy
can track and record inter-transactiondependencies.For
a SELECT statement,the proxy additionally retrieves the
trid attribute from eachtable involved in the statement.
TheseattributescontaintheIDs of thetransactionsthatup-
datethe rows beingreadmost recently. Whenthe DBMS
server returnsa set of rows, the proxy readstheserows'
trid �eld andstorethemin a local array. For an UPDATE
statement,theinterceptingproxyupdatesthetrid attribute
of all therowsthestatementmodi�es with thecurrenttrans-
actionID. BecauseanUPDATEstatementimplicitly involves
aSELECToperation,thetransactioncontainingtheUPDATE
statementthusdependson the transactionswhoseIDs are
storedin the trid attribute of the rows beingupdated.In
theory, thesetransactionIDs canberetrievedby executinga
SELECTstatementbeforetheUPDATEstatement.However,
we decideto skip this stepto reducethe run-timeperfor-
manceoverhead.ThisdoesnotaffectcorrectnessasDBMS
logsUPDATEoperationsandthesedependenciescanbere-
constructedat repairtime from thetransactionlog. For the
samereasontheproxy doesnot recordtheassociatedinter-
transactiondependenciesassociatedwith a DELETEstate-
ment.

For aCOMMITstatement,theproxyissuesanINSERT op-
erationthatrecordsthecurrenttransactionID andtheIDs of
all transactionsit dependson in the trans dep table.Hav-
ing doneso, the proxy commitsthe currenttransactionby
sendingtheCOMMIToperationto theDBMS server.

Becauseinter-transactiondependency trackinginvolves
only SQL queryrewriting, it is highly portableacrossdif-
ferentDBMSsaslong asthey supportstandardSQL inter-
face.In addition,mostDBMSsalsosupportopendatabase
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connectivity protocolsuchasJDBC. Therefore,our inter-
transactiondependency tracking module is fully reusable
acrossOracle,Sybase,andPostgreSQL.

3.3. SelectiveUndo of Committed Transactions

ModernDBMSs performtransactionlogging on a per-
row basis,andcreatea separatelog entry for eachrow be-
ing modi�ed. As a result,multiple log entriescouldbecre-
atedfrom asingleSQLstatementthataffectsmultiplerows.
Eachlog entry containsthe operationtype, e.g., INSERT,
DELETEandUPDATE, internaltransactionID, theID of the
tablethattherow belongsto, andthedatabasedataaffected
by this operation.For an INSERT and DELETEoperation,
the entire row is saved into the log. The amountof data

savedinto thelog in thecaseof anUPDATEoperationvaries
from DBMS to DBMS. It canbeeithercompletepre-update
andpost-updateimageof anupdatedrow or only thoseat-
tributesthat wereactuallymodi�ed. Eachlog recordalso
containsareferenceto thepositionin thedatabaseto which
thechangeit describesis applied.For thethreeDBMSsthat
we have studied,this positionis a physical locationwithin
thedisk �le containingthedatabase,andis describedby a
logicalpagenumberandanoffsetwithin thispage.Thisad-
dressingformat is convenientfor recoveringa databaseaf-
ter a crashor mediafailurewhenthe transactionlog needs
to berolled forward.

The effect of a transactioncanbe nulli�ed with a com-
pensatingtransaction.To do so, we considereachrow af-
fected by an original transaction,createa compensating



Original statement Modi�ed statement(s)
SELECT t1 :a1 ; :::; t1 :an 1 ; :::; tk :an k FROMt1 ; :::; tk WHEREc SELECT t1 :a1 ; :::; t1 :an 1 ; :::; tk :an k ; t1 :tr id; :::; tk :tr id

FROMt1 ; :::; tk WHEREc
SELECT SUM(t:a) FROMt WHEREc GROUPBY t:b SELECT t:tr id FROMt WHEREc

SELECT SUM(t:a) FROMt WHEREc GROUPBY t:b
UPDATE t SET a1 = v1 ; :::; an = vn WHEREc UPDATE t SET a1 = v1 ; :::; an = vn ;

tr id = curT r I D WHEREc
INSERT INTO t(a1 ; :::; an ) VALUES ( v1 ; :::; vn ) INSERT INTO t(a1 ; :::; an ; tr id)

VALUES ( v1 ; :::; vn ; curT r I D )
COMMIT INSERT INTO trans dep( curT r I D ; :::)

COMMIT

Table 1. Modi�cations to SQL statements that the inter cepting proxy makes to trac k and recor d inter -
transaction dependenc y inf ormation.

statementfor eachaffectedrow, andform a compensating
transactionfrom theseper-row compensatingstatements.
For instance,if aparticularrow wasdeleted,its compensat-
ing statementis an INSERT thatputsthis row backinto the
database.Similarly, if arow wasinserted,thecompensating
actionis aDELETEstatement.Finally, if a row wasupdated,
a compensatingactionis anotherUPDATEstatementrestor-
ing the pre-updateimageof the row. Although the trans-
action log can be usedto generatecompensatingtransac-
tions, it doesnot containsuf�cient informationto address
any given row preciselyso that eachcompensatingstate-
mentis appliedto thatrow only. Fortunately, mostDBMSs
supporta read-onlyrow ID attribute in eachtable.We can
usethis attribute in WHEREclauseof UPDATEandDELETE
compensatingstatementsto ensurethat the changeis ap-
plied to aparticularrow only.

Theinterceptingproxygeneratesits own transactionIDs
at run time becauseit is not alwayspossibleto accessthe
internal transactionID of the underlyingDBMS, if it ex-
ists at all. To correlatea transaction's internal ID with its
proxy-generatedID, onesearchesfor thelastlog entryright
beforethetransaction's commitoperation,whichshouldbe
an insert operationinto the trans dep table.The proxy-
generatedID containedin this insertedrow andthe inter-
nal transactionID recordedin this log entry establishthe
desiredcorrespondence.Oncethecorrespondencebetween
two typesof transactionID is established,transactionde-
pendenciesdueto UPDATEandDELETEstatementsaregen-
erated.For eachentry in thetransactionlog that is dueto a
DELETEandUPDATEstatement,onebuildsupadependency
betweenthetransactionto which thelog entrybelongsand
thetransactionwhoseID is storedin thepre-updaterow im-
ageassociatedwith thelog entry.

After all transactiondependenciesare identi�ed, the
complete transactiondependency graph is visually pre-
sentedto the DBA. An example transactiondependency
graphdisplayis shown in Figure3. The currentprototype
usesGraphViz [13], an opensourcegraphdrawing soft-

warefrom AT&T, for graphdisplay. The DBA determines
the �nal undo set of transactionsby analyzingthe trans-
actiondependency graphusingtheapplication-speci�cdo-
mainknowledge.Ideally, thistransactiondependency graph
renderingsoftwareshouldbepartof aninteractivedatabase
damagerepairtool, which allows the DBA to includecer-
tain inter-transactiondependenciesinto dependency analy-
sisandignoreothers,thusavoidingbothfalsepositivesand
negatives.For instance,if thedatabasecontainsatemporary
tablethatdoesnothaveany semanticsigni�cance,theDBA
maychooseto ignoreall thedependenciesamongtransac-
tionsdueto this table.As anotherexample,onetransaction
may dependon anotherdueto falsesharing,i.e., touching
differentattributesof the samerow. In this case,the DBA
may chooseto ignorethis type of dependenciesin the re-
pair process.

After theundotransactionsetis determined,eachentry
in the transactionlog is checked from the end to the be-
ginning. If theproxy transactionID of a log entrybelongs
to the undoset its correspondingcompensatingstatement
is executedimmediately. Specialcareis requiredfor rows
insertedto the databaseduring the repairprocess.For ex-
ample,when a DELETE log entry is to be undone,a new
row is insertedinto thedatabase,andtheDBMS assignsit
a uniquerow ID, which may be differentfrom the row ID
thatwasusedto referto this row in thetransactionlog pre-
viously. As a result,theold row ID needsto bemappedto
thenew row ID whenprocessingall subsequentlog entries
associatedwith this row. Whenan INSERT log entryasso-
ciatedwith this row is encountered,themappinghasto be
discarded.Eachtablehasits own row ID mapping.Conse-
quently, the samerow ID canbe mappedto different row
IDs in differenttables.

Unlike inter-transactiondependency tracking,therepair-
time logic of anintrusion-resilientDBMS is verydatabase-
speci�c, becausemany of the following datastructuresare
proprietary:the transactionlog format, transactionID and
row ID encoding,pre-updaterow imagerepresentation,etc.
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Figure 3. Visualization of a sample inter -
transaction dependenc y graph. Nodes cor -
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label describing the transaction type , e.g.,
Order for an order placement transaction,
Payment for an order payment transaction,
Deliv for an order deliver y transaction. Num-
bers that are par t of each label are the ware-
house ID, the district ID, the client ID, and the
transaction ID.

4. Implementation Issues

Themostchallengingpartof ourprototypeimplementa-
tion efforts is transactionlog parsing,analysis,andrecon-
struction.In thissection,wediscussin greaterdetailhow re-
constructingtransactionlog entriesin Oracle,Sybase,and
PostgreSQLis done.

4.1. TransactionLog Processingin Oracle

Oracleprovidesasetof PL/SQLprocedurescalledLog-
Miner [14] which is designedto convert a binary transac-
tion log into a databasetablecalledv$logmnr contents ,
which is accessiblevia SQL inside the database.This
databasetable containsone row per transactionlog en-
try. Eachrow hasattributessuchasoperationtype,userID,

transactionID, aswell asa correspondingredoandundo
SQL statement.In order to roll back a particular trans-
action, one needsto execute all undo SQL statements
available in the v$logmnr contents for this transac-
tion.

4.2. TransactionLog Processingin PostgreSQL

PostgreSQL[15] doesnot have any tools for access-
ing its transactionlog. However, it is possibleto reverse-
engineerits log formatsincePostgreSQLis anopensource
DBMS. It turnsout that for eachrow operation(UPDATE,
DELETE, INSERT), PostgreSQLstorescompletecontentsof
the beforeandafter images(if required)for that row. We
have implementeda plugin for PostgreSQLthatprovidesa
Logminer-kind functionality.

4.3. TransactionLog Processingin Sybase

The major implementationissuein Sybase[16] is the
fact that Sybasedoesnot have a row ID attribute in its
tables.One has to add an attribute of type numeric(n)
identity to provide a row ID for each row. The de-
pendency trackingproxy for Sybaseinterceptsall CREATE
TABLE statementsandaddssucha columnto eachnew ta-
ble.

Sybaseprovides the dbcc log commandto read the
contentsof thetransactionlog. For eachrow operationthis
commandoutputsthecontentsof therow beingmodi�ed in
the binary format without dividing it into attributes.If the
row operationis INSERT or DELETE, Sybasestorescom-
pleterow contentsin the log. However, for anUPDATEop-
eration(calledMODIFYin Sybase),only thoseattributesthat
weremodi�ed arestoredin the log. Therefore,the row ID
attribute we introducedto identify a row is never saved in
the transactionlog. For the repairpurpose,the entirecon-
tent of eachrow appearingin the log needsto be fully re-
storedto obtaintherow ID attribute.

Sybasestoresthepagenumberandtheoffsetwithin the
pagefor eachrow operation.Given thesetwo values,one
canreadthecontentsof thepageby usingdbcc page com-
mand,retrieve completerow contentandaccesstherow ID
attribute of the requiredrow. However, a row canmigrate
within apagewhensomeotherrowsaredeleted.Therefore,
arow'scurrentlocationat themomentwhenthetransaction
log is readmight be differentfrom the row's currentloca-
tion whenit is storedin thetransactionlog. Theruleof row
migrationis asfollows:whenarow is deletedfrom themid-
dle of a page,all rows locatedcloserto theendof thepage
aremovedcloserto thebeginningof thepage,overwriting
therow beingdeletedsothatnogapseverexist in thepage.
Rows cannotmigratefrom onepageto another. Theseob-
servationsallow oneto developanalgorithmto keeptrack
of the locationof eachrow in a pageandthus to identify
the row ID attribute of every row associatedwith log en-



triesof typeMODIFY. In thisalgorithm,r ec:len denotesthe
lengthof data(in bytes)of alog recordr ec, andr ec:off de-
notestheoffsetof data(in bytes)of a log recordr ecwithin
adatapage.

1. Readthe transactionlog usingdbcc log command.
For eachlog recordthatmodi�es a tablethatneedsto
berepaired,storeits recordtypeanddataoffset in the
repairtool's memory.

2. Go through the list of all log recordsagain and do
the following: for eachrecordr m of typeMODIFYgo
throughall log recordsof type DELETE locatedafter
r m. For eachDELETErecordr d, decrementr m:of f
by r d:len if r d:of f + r d:len � r m:of f . If r d:of f �
r m:of f < r d:of f + r d:len, thenthecurrentDELETE
operationdeletestherow beingmodi�ed, andsincethe
log entryassociatedwith a DELETEoperationkeepsa
completeimageof thedeletedrow, this imagecouldbe
usedasthebeforeimagefor theMODIFYstatementas
well in thiscase.

3. Go throughthe list of all recordsandfor eachrecord
r m of type MODIFY, issuea commanddbcc page
with anappropriatelyadjustedr m:of f to readthefull
row content.

Having restoredthecompleterow datafor eachoperation,
it is now relatively straightforwardto generateall compen-
satingstatements.Wehave implementedthealgorithmpre-
sentedaboveandwereableto generatecompensatingstate-
mentscorrectly.

4.4. Limitations of Curr ent Prototype

Ourcurrentprototypehasseverallimitations.First,there
is no support for stored procedures.However, the code
storedon the server's side canbe modi�ed in advanceto
support transactiondependency tracking. Second,almost
all DBMS vendorsprovide customextensionsto standard
SQL. Our currentprototypesupportsonly a subsetof it,
thusmaking it impossibleto usethe trackingproxy in an
arbitrarydatabase.However, thetrackingproxycanbecus-
tomizedfor eachDBMS vendor. Thecurrentprototypehas
also several limitations due to its inter-transactiondepen-
dency trackingmechanism.Essentially, thetrackingis row-
basedratherthan�eld-based.This canresultin falseinter-
transactiondependencies.Another similar problemis the
dependenciesthat are the resultof applicationlogic (such
as inter-processcommunication).Suchdependenciescan-
notbetrackedby ourcurrenttrackingproxy.

5. PerformanceEvaluation

5.1. Experimental Setup

We used the TPC-C benchmark[12] to evaluate the
run-timeperformanceoverheadof the intrusion resilience

Numberof warehouses 10
Districtsperwarehouse 30
Clientsperdistrict 5000
Itemsperwarehouse 100000
Ordersperdistrict 5000

Table 2. Test database parameter s and their
values .

mechanismaddedto Oracle,Sybase,andPostgreSQL.This
benchmarksimulatesactivitiesof awholesalesupplier. The
supplier operatesa number (W ) of warehouseseachof
which has its own stock. A warehouseis comprisedof
a numberof districts, eachof which in turn hasa num-
ber of clients. The TPC-C benchmarkalso describesthe
set of transactionsthat are issuedduring benchmarking
runs:orderplacement,payment,orderdelivery, ordersta-
tus inquiry, stock level inquiry. Orderscan only be made
by clients alreadyin the database.We createda TPC-C
databaseandpopulatedit with randomdata.Theparameters
of thedatabaseareshown in Table2. For theDBMSs that
supportdisk spacepre-allocation,we have pre-allocateda
suf�ciently largedata�le of size4.5 GB to avoid dynamic
allocationsat run time.All databaseswerecon�guredwith
ablocksizeof 8 KB.

The following machinesareusedin theexperiments.A
Pentium-4M1.7GHz laptop with 512MB of RAM and a
30GBharddrive spinningat 4200RPM is usedasa client
issuingtransactionsrequests.A Pentium-41.5GHzdesktop
with 384MB of RAM anda 120GBharddrive spinningat
7200RPMis usedasaserverrunningtheDBMS undertest.
The two machineswere placedin the same100Mbpslo-
cal network. Both machinesusedMandrake Linux 9.1.We
have measuredthe following DBMS servers:Oracle9.2.0,
SybaseASE12.5,PostgreSQL7.2.2.In all ourexperiments,
weusedasingle-proxydependency trackingarchitecture,as
shown in Figure1.

In thisperformancestudy, wearemainlyinterestedin an-
sweringthefollowing two questions.First,whatis therun-
time performancecostof transparentlyaugmentingan ex-
isting DBMS with theproposedintrusionresiliencemech-
anism?Second,how muchvaluedoessuchanintrusionre-
siliencemechanismhelp in thepost-intrusionor post-error
repair process,in termsof the percentageof transactions
whoseeffectscanbepreservedin therepairprocessbecause
they arelegitimateandunaffectedby theintrusionor error?

5.2. DependencyTracking Overhead

The run-timeoverheadof inter-transactiondependency
trackingincludesqueryinterceptionandmodi�cation over-
headaswell asadditionalSQL queryprocessingbecause
of additional �elds and tablesintroducedfor dependency



tracking.Wevary thefollowing workloadparameterswhen
measuringthe dependency trackingoverheadfor different
DBMSs:

� TransactionMix: We useda read-intensive workload
(consistingof 100readintensive Stock Level trans-
actions) and a read/write intensive workload (con-
sisting of 200 New Order , 200 Payment and 100
Delivery transactions).

� DBMSClient-ServerConnection: In local con�gura-
tion both theDBMS client andserver wereplacedon
theservermachine.In thenetworkedcon�gurationthe
DBMS client ranontheclientmachineandtheDBMS
server ranon theservermachine.

� Total Footprint Size: We variedthetotal footprint size
of the input workload so that in one case,a small
amountof datais accessedrepeatedlyandthedataac-
cessedis mostlyin thedatabasecacheonceit is loaded,
andin theothercase,alargeamountof datais accessed
randomlyandmostlyonce.

Figure4 presentsthe relative throughputpenaltyof trans-
action dependency tracking with respectto the original
DBMS without any intrusionresiliencemechanism,where
the overall throughputis the ratio of the numberof trans-
actionscompletedwithin a period of time over the time
period.In a typical on-line transactionprocessingenviron-
ment,whichtheTPC-Cbenchmarkattemptsto emulate,the
DBMS server andclient areconnectedthrougha network,
thetransactionmix is read-intensive,andthetotal footprint
sizeis large so that mostaccessesrequiredisk I/O access.
Theresultsin theupperleft cornerof Figure4 correspond
to this scenario,andshow that the transactiondependency
trackingoverheadin thiscaseis between6%to 13%for all
threeDBMSs.

There is no clear trend as to whether the throughput
penalty of transactiondependency tracking is higher or
lower when comparingthe networked con�guration with
thelocal con�guration.Therearetwo factorsat work here.
On the onehand,runningthe DBMS server andclient on
the samemachine,i.e., local con�guration,meansthat the
DBMS server has accessto less CPU resourceand thus
lower base-caseperformance.As a result, the percentage
overheadshouldbe lower in the networked con�guration
thanin the local con�guration.On theotherhand,running
the DBMS server and client on separatemachinesmeans
thattheaveragetransactionlatency is increaseddueto net-
work transferdelay. This increasein latency doesnot in it-
self decreasesthe throughputas long as the DBMS client
canalways keepsuf�cient transactionsoutstandingin the
pipeline.Whenthis is not thecase,thebase-casethrough-
putsuffersandthethroughputpenaltyof transactiondepen-
dency trackingcouldbeincreased.

Decreasingthe total footprint size and thus increas-
ing the databasecachehit ratio signi�cantly increasesthe
throughputpenaltyof transactiondependency trackingfor

the read/writeintensive load,but mattersvery little for the
readintensive load. The reasonis that when the footprint
is small,theonly disk I/O requiredis writesto thetransac-
tion log, andeachtransactionlog write becomesmoreex-
pensive whenthe transactiondependency trackingmecha-
nismis turnedon.

5.3. Accuracy of DatabaseDamageRepair

Oneway to minimize thenumberof legitimatetransac-
tionsthatareincorrectly�aggedascorruptiveis to allow the
DBA to specifytransactiondependenciesthatshouldbeig-
noredin the determinationof the �nal undo set.Because
fewer dependenciesareconsidered,fewer transactionsare
judgedcorruptive andput into theundoset.We call depen-
denciesthatcanbesafelyignoreda falsedependency.

One exampleof a falsedependency is when a depen-
dency is basedon an attribute of a tablethat canbe com-
puted from other data in the database.For instance,the
warehouse tablein theTPC-Cbenchmark's testdatabase
containsa w ytd attribute,which is thetotal sumof money
spentby all clientson a warehouse.This valuecouldhave
beencomputedby usinginformationfrom the orders ta-
ble by summingup all ordersthataim at a particularware-
house.

Let ususeTdetect to refer to the interval betweenwhen
an intrusion/errortakesplaceandwhenit is detected.Fig-
ure5 shows how thenumberof corruptive (thosethatneed
to beundone)transactionsandpercentageof savedtransac-
tions (thosethat survive repair)correlatewith Tdetect , un-
der different warehousefactor (W ) values,whereTdetect
is expressedin termsof the numberof transactionscom-
mittedsincetheintrusion/error. As expected,thenumberof
transactionsthatareaffectedby theinitial attack/errortrans-
action increaseswith Tdetect , but the percentageof saved
transactionsremain�at exceptwhenTdetect is small.More-
over, ignoring falsedependency cansigni�cantly increase
the numberof benigntransactionsthat canbe saved from
a repairprocess.The differencein the numberof transac-
tions that needto be undoneor rolled back can be more
thana factorof 5, andthe improvementin the percentage
of saved transactionsrangesfrom 20% to 30%.The saved
transactionpercentageimprovementdecreaseswith W be-
causelargerW tendsto have lessfalsesharingandthusre-
ducethe bene�t of eliminating falsedependency. This re-
sult suggeststhat it is crucial for anintrusionresilienceen-
gineto incorporatesite-speci�cdomainknowledgefromthe
DBA andimprove its repairaccuracy by minimizing false
positivesandnegatives.

6. Conclusionand Futur eWork

Themostimportantcontribution of this work is thede-
velopmentof a reusableimplementationframework that
adds intrusion resilienceto existing DBMSs without re-
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Figure 4. The inter -transaction dependenc y trac king overhead diff ers depending on whether the
workload is read-intensive (left column) or read/write intensive (right column). It is also affected
by the total footprint size, whic h is determined by the warehouse factor W . The upper row corre-
sponds to the large footprint case (W = 10 and low database cache hit ratio) and the lower row cor -
responds to the small footprint case (W = 1 and high database cache hit ratio).

quiring any modi�cations to their internals,anda demon-
stration of this framework's portability to three different
DBMSs, Oracle,Sybase,and PostgreSQL.Moreover, we
also show the performanceoverheadof this portableap-
proachto intrusion-resilientDBMS is quitereasonable,be-
tween6% to 13%for a typical on-linetransactionprocess-
ing environment.We believe this framework is oneof the
�rst, if not the�rst portableintrusionresilienceimplemen-
tationframework thatis alsoef�cient andfully operational.

Thereareseveral directionswe arepursuingcurrently.
First,weplanto build a full-scaleinteractivedatabasedam-
agerepairtool thatallows a DBA to interactwith thetrans-
action dependency graphthrougha GUI, and explore the
damageperimeterby conducting“what if ” analysis.This
tool will make the databasedamagerepair processmore
�e xible, accurateand convenient to use.Second,we are
planning to build a transactiondependency tracking ap-
pliance that can be put in front of a DBMS server, and
performsSQL query interceptionand re-writing without
any additionalcon�guration.Suchanapplianceminimizes
the disruption to existing IT infrastructure,and thus of-
fers a smoothermigration path. Third, the current query
re-writing algorithmscan be further optimized to reduce
thetrackingoverhead.For example,asingletrans dep ta-

ble maybecomea bottleneckwhentheDBMS server runs
on a multiprocessormachine;the tr id attributeprobably
shouldbeput in themiddleof eachrow, ratherthanat the
left or right end,to minimizetheadditionalloggingpenalty;
keepinga tr id attribute per attribute ratherthanper row
is requiredto minimize falsesharingand to supportsup-
pressionof falsedependency, andhow to implementit ef�-
cientlydeservesmoreinvestigation.Finally, thecurrentpro-
totypedoesnot supportintrusiondetection.We planto de-
velop a DBMS-speci�c intrusion detectiontool and inte-
grateit with theproposedintrusionresiliencemechanismto
form anend-to-enddatabasesecuritysolution.
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Figure 5. Number of transactions that need to be rolled back during the repair process (left column)
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