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Abstract of the Thesis

Data Paladini An Application
IndependentRights Management System

by
Subhadeep Sinha
Master of Science
in

COMPUTER SCIENCE
STONY BROOK UNIVERSITY
2008

Data Paladin (DP) is an application independegiits management systemhis a step
beyond centralized clienserver technologiesfor resource sharingtowards a more
distributed environmentith a goal ofmaking the overall solution scalable and secur
The key idea is tprotectshareddata stored on a central server. The way Data Paladin is
di fferent from current technol ogi es i s
resources as dumb terminals for viewing and editing datatheruses the compute
power to run applications locally, instead of running tlainon the server.

Data Paladin uses technologies likeatherweigh¥irtual Machine(FVM) technology
[1] to ensure that the running environmehapplications omlientsis a logicalextension
of t he s erSeeaurtypos$thersysten is atebuted to isolation providedsi!

for applications runnindpcally on clientswhich accesshared data from the server, and
to techniques like othefly encrypion of data on the networkontrolled local printing
and clipboard usage, controlled network activity arate

In this thesis we present the design and implementation details for such a system,
with ways to achieva totally secue resource sharingnvironmentwhich guardsagainst
data leakage at any levd@lhe implementation talks abosgtting up such an environment
on either Windows, or a mix of Windows and Linukt the end we try to gauge the
overallperformance of the system
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Chapter 1

1 Introduction

1.1 Data Paladini An Overview

Data PaladinDP) as the name suggssts asolution for data leakage protectiorhe
motive is to design an application independent mechanisnprotection ofdatahosted
on a central servem such a model, e a user checks in data intsecureserver, we
ensure that the data idexwevaydt | eave the ser

Data Paladiris modeled around the cliesérver architecture, but attempts to solve the
bottlenecks associated with traditiorntralizedi mp | e me nt aathera shi . Il t 0s
from centralizeddesign to a more distributed environment, where the clients are much

more than just dumb terminals. We ufee compute power of the clients to run
applications locally, but in thexecutionenvironment of the server, essentially carving

piece out of the server onto the clients.

1.2 Motivation and Requirements

One of the main motivations for developing Data Paladin was to achieve scalability over
centralized clienserver architectures. Dispk@nly File Viewer [2] (DOFS) is one

example of such a centralized design. DQF®s Windows Terminal Servicg8] to
streamterminal sessiagnfrom the DOFS servepack to clients. All applications run on

the central DOFS server. The bottlendekeis the lone servemwhich can only serve up

to a fixed number of DOFS clientt a given timeTo make the solution scalable by
reducing the | oad on the server and wusin
applications need to be rimcally on the clients. Data Paladin does exactly this.

The challengéoweveris to make sure that the entire system as such remains seaure eve
after the applications are decoupled from the seA®such the requirements from Data
Paladin as a system are:

e ApplicationindependentData Paladin as a rights management system should not
be tied to any particular application. In other words, #duhmology should work
seamlessly for all categories of applications e.g. Documents, Streaming Media
etc. The problem with technologies likkuthentica and Liquid Machines that
they are closely tied to applications. The means of protection offered by these
depends on the kind of application one is dealing with e.g. Microsoft Word or
Adobe Reader etc. Such technologies would have to constantly keep certifying
themselves vih new applications as they come out.

Data Paladin is the first of its kind Enterprise Rights Management System which
is totally application independent. The kind of application that would use the data



that a DP system protects is the last thing on ournd |, and the desi
need to be concerned with that at all.

¢ Immune from network sniffing: Since the DP clients and server exchange data
over the network, a man in the middle should not be able to capture sensitive data.
This would mean that we shidumake sure that there is no plain text data on the
wire between the clients and the server. DP achieves this throutiiefin
encryption/decryption of traffic going over the network.

e Immune from screen capture: A user viewing a document hosted biPteerver
should not be able to capture the screen on the client as a means to extract data.
DP blocks screen capture for applications running inside virtual machines on the
client host to achieve this goal.

e Immune from system call interceptiohVe needto protect the system from
system call interceptions at the client host. More specifically since the client host
is in control of the user, he could run a device driver to intercept Windows system
calls and try to pull data out through that route. We needake sure that we are
able to detect and thwart such attempts. The current Data Paladin implementation
doesndét do this, and its part of the ro

e Integration with products in the same space: Data Paladin needs to be easy
enough to integrate with aeh technologies in the domain of rights management
e.g. Sharepoint server. It should also be able to watk Web Servers and
Document Management Servers to augment security in the services they already
provide.This is another thing that has not beenlenpented as of now and is part
of our future roadmap.

In an enterprisdigital Rights Management (DRMgystem, information could leak at
multiple places.The next figureenumerate possible leakage pointdata Paladin
attempts to block all such illegakiepoints for data.



Man in the middle sniffing

data on the network E ' Copy data to another

" document using the
\ clipboard

Save a local copy of
the data

Email data out

Capture the screen Take a print
Figurel: Possiblevays in whichsensitive datacould leak in @ EnterpriseDRM system

1.3 Data Paladin andFeather Weight Virtual Machine Technology

As mentioned earlier, running applications locally on the DP clients also means that we
now have to worry about having control over how the applications run on the ¢lients
what entities they interact with, what a user on the client host might chooset d
defeat the system etdviost of these concernsan be addressed by running the
applications in an isolated environment on the client hdss i$olationis provided by

the Featherweight Virtual Machine technology [1].

Featherweight virtdamachine (FVYM) is an OS level virtualization technique on
Microsoft Windows OS. Under FVM architecture, each virtual machine is created using
the same state as the host machine. The virtual machindsgarally isolated using
namespace virtualization, resource xop write and IPC confinemenithe virtualization

layer in FVM virtualizes the namespace by renaming the system resources. This
renaming takes place at the OS system call interface.



The key idea of FVM is access redirection and copy on write, whicHesnahch VM to
read the base environment from the host machine but write into thed FiMate
environment (filesystem and registry hierarchy)FVM also identifies various
communication interfaces and confirthseir scope ora per VM basis.

All the VMs s har e t he h enode canBanent, ikckiding ¢hle hardware
abstraction layer, device drivers, OS kefasl well as system boot components. The file
system image is also shared by default. Each new VM starts with exactly the same
operating environmd as the current hodtVe use a coppnwrite mechanism by means

of which only when a VM writes into the registry or the filesystem, does it get a local
copy of the affected object in its private environment, which it then modiftesefore,

both the sartup delay and the initial resource requirement for a VM are minimized.

The minimal resource requirements of such VMs makes it possidintomicallycreate

them on client hosts without adding any considerable overhead to the system.
Furthermore he virtual filesystens of the VMs created on the D&lient host reside on

the DP servés filesystem thus ensuringhat any writes from applications running in
these VMson the clientsare always ralirected to the serveend a user c
anything locdly on the client in any case.

an

(@))



Chapter 2

2 Related Work

There area couple of solutions available for data protecti@and Enterprise Rights
ManagemenfERM)today.l n t odaydés worl d sensitive dat
environmento ensure security. The need of the hour is to be able to shendatawith

multiple users at multiple places order to achieve productivityEnterprise Rights
Management is becoming a hot area in the industrial marketplace, more saggiés b

like Microsoft, Adobe, Oracle and EMC joining the rade.this section we look at

various available solutions to ERM, and how Data Paladin fares to the challenge.

Every ERM solutioraims to provide security to shared sensitive data wisahsed lp a
multitude of usersOne of the biggest challenges facing ERM systems is protection
against insiders who have authorized access to Ghtaway Data Paladin attempts to
addressthis is by forbidding protected data to reside outside protected seteasny
time, so that the data never leaves the servarthorized users use the data as if it was
stored locally.

Display-Only File Server2] (DOFS)is a centralized system for storing sensitive data on

a server. Clients can connect to the server to @eivinformation in files stored ah At

any given time kapplicationsservicing clientgun on the central server, and the clients

are served through Windows Terminal Service sessions. So when a new client connects
to theDOFSserver, a terminal server session is automatically launched and the client just
gets the display exported to it. This approach is inherently secure since all the client can
do is to view and edit files stored on the servEne DOFS clientsoftware also
implements screen capturgrint blocking etc.so that the end userhas no means of
extracting the data outf the systemData Paladin is a step ahead since its distributed in
nature We d o n 6t aservee bylrumrand applications dn Rather he DP dents

run all applications locallySo in addition to providing all the features that a DOFS
system does, Data Paladin adds scalability to the system.

Mi crosoft Wi ndows Rights Management Syste

ERM Suite associatesusaggeo | i ci es at the file | emisl . I t &
and Documents in an Enterprise setup. However it does suffer from insider attacks. In
spite of all the features that it provides

information and leaking it out. In addition one can only create or use protected
documents using applications that incorporate Windows RMS technology. Any new
application needs to use the RMS Software Development Kit (SDK) to make it RMS
enabled. As mentioned eaj Data Paladin comes over these limitations by not
preserving state across DP sessions, restricting data to be only present on the DP server at
any time, and using virtualization and encryption to guarantee security.

E M C dnsormationRights Managemen$oftware[9] (EMC Documentum IRMamily),
formerly Authenticaaddresses data security concerns for various applications like Adobe

5



Acrobat, Microsoft Office etc.However t uses Window®Digital Rights Management
Client APIs andthus has application spda solutions For each application that it
attempts to add security features to, it needs to have a different approach and an
installable package for the end udeata Paladin on the other haptbvides an end to
endrights management systewhich is apfication independentthus being a big step
ahead

The Liquid MachinesERM suite[10] provides quite a number of options to users and
administrators pertaining to Data Protection. Howeiteworks at documentevel

granularity, meaning that administratosst explicit permissions at the file level to
allow/inhibit users from accessing documeint€ertain waysThe state information that

the ERM has to maintain in such cases is pretty signifitéomiever sincet also allows

data to go out of the protedteservers (carried around on laptops, flash drives etc.) the

data is still subject to compromise in spite of being encryfiirde force on offline data

for example) It also needs extra worthrough ERM Policy Management and Content
Protection APIdor new applications that users wantitelude in the ERM framework.

A Data Paladin system doesnot need to bot
might choose to use, since the isolation and containment of applications running on DP
clients is throuf virtualization usingFVM technology.The state maintained in a DP

session lasts only as long as the session lasts, after which it is destroyed automatically for
security. The state here is the footprint of the virtual machines which are created on the

DP clients. In addition DP provides most of the services that are provided by Liquid
Machineds ERM suite including automatic en
Clipboard, preventing local printing etc.

Adobeds LiveCycl e Ri ognlilB]offerslaimostghe seena kind BfS sy s
security features as the others mentioned hE@vever its integratedtightly with

applications thait suppors. LiveCycle only supports a fixed list of file formats. They

integrate with applications, so that thed user can use the application interfaces (e.g.

Adobe Reader, Pro/ENGINEEBRo enabledocument protection. Again dependence on
applications limis the types of data that LiveCycle can protect, which is clearly an area

where Data Paladin wins.

Or a c hferrdasion Rights Management (IRNY2], formerly SealedMedia, is another

player in this ared. t relies heavily on encrypting or
of the IRM servers on clientSealing or encryptingtools need to be installed on the

client desktops forintegration with authoring applications, email clients, content
management and collaborative repositories. The decryption keys are stored on the IRM
serversUser rightsfor documents can be assigned either at the time of sealing dhem,

later on. These rights are stored for each document on the IRM server. Like in all the
other technologies mentioned above, Oracle IRM too is not application independent,
which means that only a limited set of applications and environments are supported.

To sum it all up, Data Paladin was designed keeping in mind the overall requirements for
Enterprise Rights Management Systearsl aims tglugthe gaps in existing solutions.



Chapter 3

3 Data Paladin Architecture

3.1System Design

The Data Paladin architecture has a central server which exports a filesystem over
Samba. The client hosts which run Windows access the share using the Common Internet
Filesystem (CIFS) protocol. On the server sttle,setup coul@ither have a

¢ Windowsmachine running CIF8nd exporting its filesystem to the clients

e A Linux CIFS proxy Server sitting in front of multiple File Servers which
implementSambaprotocol and expottheir filesystems.

Whena DP clientattempts to opea file from the DP seer, aDP session is initiated.

One of the things that happen durthg sessiosetupis a key exchange between the DP
client and server. Once the keys are exchanged, a virtual machine (VM) gets created on
the client dynamically, and the file is thepened with the associated application inside

the virtual machine. Like was mentioned earlier, the virtual machine has its virtual
filesystem residing on the filesystem of the DP serier. each server that the client
connects to, there is a VM that i®ated on the client.

Furthermored make sure that the communication between the DP server and the client
stays secure, we encrypt all traffic on the network on th& Hg. key used for encryption

is the one which was exchanged between the client ansethier when the DP session

got initiated. Any communication attempted by the applications running inside the VMs
to talk to an external network entity other than the DP server is blocked at the network
layer.

In orderto ensure data consistency and sigwf the overall systefrthere needs to be a
heartbeat mechanism to ensure that both si
side notices a network isolation of the other party, a cleanup is triggered.

When the user on the client host chooseslbse the DP session, he closes all the
applications that he had opened for that DP server, and then terminates the DP client.
This causes the VM that was created for that DP session to get destroyed automatically.
Thus there is no state that is presdribetween DP sessions. Whatever a user does in a
session is either written back to the DP server and preserved there, or is wiped out once
the session ends protect any chances of information leakage.



3.1.1 Data Paladin ClientSide Components
A DataPaladin client host has the following components running on it:

e FVM for confinement and for extending
o Network Driver Interface Specification [5] (NDIS) Intermediate Driver for
network encryption and blocking

e Data PaladirClient for heartbeat, dynamic key generation and exchange with
server etc.

| Windows Explorer J

a.doc / Key Generation,
. DP SessionBegin/End,
[ ' = . Heartbeat.
Shell Execute Hook | l Microsoft Word j 55 B P
a.doc >
Data Paladin Client { Data P.aladm
- . Service... |
(DP ServerIP, VM ID, Key)
User

Kernel

Local

Disk

FVM Virtualization
[ Object | Port | Registry | File

a.doc__DataPaladin__index Copy-on-Write

Redirector FSD J Network
[ .
Disks

Process 1D, VM ID )

NDIS Client Driver \

.

Network

Figure2: Componentsof the Data Paladin Clienbn Windows

3.1.2Data Paladin Server Sde Components

On the server sidas mentioned earlieve couldhavetwo different scenarios:



3.1.2.1 DP @rver and File Server on the same machine

In this caseboth the server and client machine® running WindowsThe different
components on the server are:
e TransportDriver Interface TDI) Driver to distinguish between local and
remote CIFS clients
e Filesystem Filter Driver to selectively send back file contents os liokhe
CIFS client.
e NDIS IntermediateDriver for network encryption
o Data Paladirservice for dynamic key generation analexnge, heartbeat etc.

DP Session Begin/End,

| Data Paladin Client... (Heartbest: = = J

Data Paladin Service

{ Application J
T
User =
T Y N —
Kernel 3
Server FSD ]
| Cache Manager J a.dog or N
a.doc__ DataPaladin__index 2
o
- g
) ~ Local FS Filter | =
l TDI Driver L Driver { R
2
LocalFSD J
NDIS Server Driver i
g Virtual Disk
Local Disk R\
Network

Figure3: Components oData Paladin Server on Windows



3.1.2.2 DPServer and File Server on different machines

An alternative approach is to have BB server decoupled from the File Server. This is
done so that the architecture can be storage vendor neutral. The actual file server could be
anything that talksSambaprotocol e.g. NetApp NAS filers,Storage Area Network

(SAN) Arraysetc The DP servesits on a Linux machine whicicts asa CIFS proxy

The proxy provides singleSMB namespace to the clients on one side, and interacts with
multiple different File Serversver Sambaat the backend

In such asetupit is assumed that the traffic betwettie DP serverGIFS proxy and the
File servefs) is secure, and the Data Paladin architecture is then only concerned about
securing the channel between the DP server and the clients.

In this case the DP server needs to run the following components:

e CIFS proxy to redirect the CIFS requests tpm@mopriate backend SMB servers.
The proxy also needs toavethe discretion as to when to send a link back as
opposed to the file contents for a read request.

o Netfilter Xtables addon for packet level encryption. $kvould be the counterpart
for the client side encryption at the NDIS layer.

o Data Paladirservice for key generation, heartbeat, identification as a DP server.

Key Generation,
DP Session Begin/End,

Data Paladin Client... ___”lri.fartb?at.

Data Paladin Service

iptables ‘ ks

(5)

User
G P P
Kernel

{Index )

LVDva Client IP,

18 CIFS Proxy Server

a.doc__ DataPaladin__index

equieg

NetFilter module

File Server 2 File Server 1

Virtual Disk for
VM

Local Disk

Network

Figure4: Components oData Paladin Server on Linux
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3.2 Extendingthe S r v dxebusion Environment with FVM

As mentioned earlier, we leverage light weight inexpensive Featherweighal
machines to achieve containment of the applications on the DP client, so that we can run
them in the execution environment of D server.

The FVM virtualization layer is implemented by intercepting Windows system calls,
which are exposed to the usapde applications through a set of user mode dynamic
linked libraries (DLL s). The intercepting mechanism is implemented mostlyhen t
kernel ginceit is difficult to be subverted or bypassed than the user mode interceptions).
However, some of the interceptions are implemented in the user space too. The reason fo
user mode interception being, some of the system calls like those mgndgemon
service, GUI window and network interface either do not have kernel mode interface or
have a kernel mode interface with no clear documentation. The files, registries, kernel
objects are virtualized inside the kernel. The kernel mode interce@irenimplemented
using a driverwhich modifies the system call entry point in the System Service Dispatch
Table (SSDT) within the kerneThe user mode component iset of DLL s that modify

library function entry poirgusng the Detours library [[7

For Data Paladirhe user level interception is used to implement features like virtualizing
the Windows clipboard, and blocking printing from applications running inside the DP
client.

AU S| VM-n
Host Processes VM Processes | VM Processes
FVM User Component
p
Virtual fa = 3 Virtual
Window Mzssages) Sewvice Manager |Windows Installer Service
User Windows Win32 Laver
Kernel Read I'VMKernel Component .
X3 Rea
Write System: Call Interception Layer Write
= Ot ™ Vital | Vatwal | Vitual | Viwal | Virtual |Create
Vitual I Registry Layer|  Object IPC Network | File Layer | —*>
Registry 7
NT Executive
(ntoskml exe)
KeadOnly, Copy on V/nte /Read Only, Copy on Wnte
\ 4

Windows Registry
J-‘—

Windows Disk

Figure5: Design ofFeather Weight VirtuaMachine Technology
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3.2.1 Clipboard Virtualization

We need to virtualize the Windows <clipboar
copy information from applications running inside the VMs on the client host, and paste

it in some other application runnirgjther on the client hosor inside a diffeent VM.

Essentially we make sure that each VM on the client gets it own clipboard buffer, which

is isolated from the clipboard buffer of the host OS and that of other VMs running on the
same machine. Thimakes sure that the information insideaVM stayst hi n it and
be taken out via the clipboard.

3.2.1.1 Implementation of Clipboard Virtualization

For the purposes of virtualizing the clipboard, there are four user level APIs that are
intercepted:

e GetClipboardData()i This is called when an appditons wants to paste
something from the clipboard.

e SetClipboardData() This is called when an application does a copy into the
clipboard.

e EmptyClipboard() i This APl is called to empty the clipboard before
SetClipboardData() is called.

o GetFormatAvailable() Since the Windows clipboard supports multiple formats
(text, images, rich text etc.), this APl is used to check what formats are available
in the system clipboard pertaining to a given application. So while an application
like Notepa might work with only a few clipboard formats (plain text etc.), an
application like Microsoft Word would work with much more formats (normal
text, rich text, images etc.).

When an application calls GetClipboardData(), if the Windows clipboard buffer

doss n 6t already have the format t hat t
conversion happens on the flgone by Windowsjfrom the format currently in

the clipboard, to what the application is asking for, if such a conversion is
possible. For example, oneght see a conversion from normal text to rich text
happening on the fly, if the copy was done from Notepad and the paste is
happening into Wordpad.

The Windows system clipboard stores pairs of the format ID, and the associated
data in that format insidée clipboard buffer.

As mentioned earlier, we introducew clipboard buffers for the host and each of the
virtual machines on the hosthis is in addition to the standard Windows clipboard
buffer. The purposes to keep the clipboard for the host ahdt for the individual VMs
separate from each otha@nd from the system clipboard buffer

12



CurrentWindows Clipboard Contents

Windows Clipboard Buffer

FVM1 ID1 ID2 IDn
Datal Data 2 Datan

Y Y Y

DP Clipboard Buffer for Host DP Clipboard Buffer for VM 1 DP Clipboard Buffer for VM n
ID% ID2 IDn ID1 ID2 IDn ID1 D2 IDn
Data 1 Dasta 2 Dstan Data 1 Data 2 Datan Data 1 Data 2 Datan

Figure6: Clipboard Virtualization using FVM

In our intercepted APIs this is what is done:

e EmptyClipboard(y Whenever an applicatiocalls EmptyClipboard(), we need to
empty the system clipboard, as well as the clipboard specific to the host or a VM,
depending on where the application is currently running.

e GetFormatAvailable()i When an application calls GetFormatAvailable(),
dependng on where the application is running, we consult either the host or the
VM specific clipboard buffer, to see if the format is availaibéturing TRUE or
FALSE accordingly.

e SetClipboardData()i When an user does a copy operation, and a
SetClipboardData() is called, depending on if the application is running on the
host or inside a VM, we need to copy the data into the System Clipboard buffer,
and to the host or VM specific fiar that we maintain. In addition, we also need
to store the informationf the Windows system buffer currently has clipboard
contents for either the host or one of the VMs.

e GetClipboardData() When a user does a paste, GetClipboardData() is called. At
that point, we need to find out if the related application runs on the host or inside
a VM. We then check if the Windows clipboard buffer stores the clipboard buffer
contents that we are interested in. If yes, then we need not really do anything and
the caotents of the Windows clipboard buffer is passed on to the application.

| f however the System clipboard buffer

in it, we need to copy the contents from the host or VM specific buffer that we
maintain to the System buffer, after which the data is sent to the applidsgian.

13



result ofthis, a paste operation inside a given VM can never get the contents of
either the hostdés or another VMO6s cliphb

The purpose of bringing in the System clipboard buffer every time is to keep us
independent of the format conversion that Windodees automaticallyfor
applications.

3.2.2 Blocking Local Printing from Inside VMs

To make sure that a user canét print | ocal
the client host, we block local printing for applications inside virtual machines.

The way this is done is by hooking a user level AP1 OpenPrinter(). Inside our interception
for this API, we check if the application calling this API is running inside a VM. If it is,
then we return a FALSE from the API, which essentially blocks the apiplic from
opening the printer(s).

Since we rely on FVM to provide an application independent afagroviding data
protection, the FVM | ayer 6s Duetothdnubitadal i t y
of waysin which applications interact with ehregistry and the file system on a machine,
ensuringhigh performance of the Registry and the File Virtualization layers in FVM is

very important, and is an agoing area of improvemenCOM virtualization is another

area where work is on to handle alffelient ways in which applications use COM for

their functionality. As we evolve using different kinds of applications with the Data
Paladin system, there are things about COM usaf@sh comeup, which FVM has to
accommodateSince FVM also virtualizesPIC on a Windows machine, we need to be
careful that we do not block any kind of IPC that an application requires to function.

3.3 Runrtime Key Exchange Wsing Diffie-Hellman Technique

The DP client and the server exchange keys when a new DP client connecBRo a
server.We use the standard Diffidellman [8] key agreement method to generate keys

on the client and the server. The method itself is secure as the actual key is never
transferredbver the wireThe key is used fahe followingpurposes

¢ Encryptingnetworktraffic between the client and the serdering the lifetime of
the DP sessiorOnce the connection ceases to exist due to normal or abnormal
conditions, the key is no longezlevant.

e The key is also usedl the clientto encrypt the filename which is to be opened.
After key exchange, the DP server stores the key for the client in question, and
sends back an index or an identifier to the DP client. The ¢hentencrypts the
filename it wants to open with the exchanged key, and appends the index to the
encrypted string, usi ng DawmPaladan©o K Ehis (S 0 mi
encrypted filename is then passed inftleeopen/read request to the server.
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When the requesteaches the server, it needs to extract the index out of the
filename(with the help of the marker in the filename as mentioned abaova)

the index to a key which it would have stored in its internal data structures, and
then use the key to decrypt théefiame sent by the client, to get the original
filename backThis is done so that the server is sure that the request it got for a
file open/read is from an authentic DP client and not someone who is trying to
fake identityl f t he s er v elient, it semd$ ack just the link insteael

of the actual file say in case of a read. Only a valid DP clientdeanyptthe
encryptedink contents and proceed further.

3.4 Detecting Remote Samba @Gents Using a TDI Driver

This is relevant in case of the DP server and the file server running on the same Windows
machine We use a TDI Driver on the DP server machine. The Transport Driver Interface
(TDI) |l ayer is just above the TCPetwkeayer i |
applications and netwoilayer protocols. So a filter driver at this layer sits immediately

above the kernehode TCP/IP driver, and by intercepting at the TDI layer using a Filter

Driver, we get to see and change how applications talk to the hettemk.

Sockels NetBIOS
Application Application
---------------------------- = Sockels Interface == NetBIOS Interface =
TDI Clients Sockets NetBIOS Redirectors,
Emulator Emulator Servers, ...
::::::::::::::::::::::::::::# TDI Interface }:
Transport . A
leTalk| NetBT f T NWIink
Providers AppleTa etB Nb cpip Wiin

NIC Driver(s) and NIC(s)

Figure7: Transport Driver Interfacé&tack

The main purpose dafhe TDI driver in case of Data Paladiis for detecting remote

Samba clientsThi s obvi ously canét be done at t he
figure out if the client requesting a file open/read is a remoteWeeneed to know this

to decide if to send actual back file contents on a file read, or a link.bEcismes
necessarpsa Samba serverould act as a samba clidot its own share,n which case

we dondt need to worry about s edrectlyframy and
the file read operation.

The TDI driver reads into the packets and deciphers Saeddels tadentify packets

which carry Samba file read requests (Samba operation code 0x2e). It then encodes
characters in thdéilenames which are part ofthe SMB payload in a way that can be
decoded by the Filesystem Filter Driveunning on the DP servelOn Windows
filenames candét have characters whose inte
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through 31. There are a few additional reserved characters too. We use these characters to
encode the filenamand to keep the encoding unique

fthe Fl esystem Filter driver during a read o
IRP_MJ_READ request from the I/O Manager) sees that the filename in question has
encoded character@hose mentioned above)t can be sure that file read request
originatedfrom a remote Samba client and it then sends a link back instead of the actual

file contents.

The | ink contains t he Sasddressihe share nama ahdsthed o ma i
filename. This information is then used by the client to open the file adifgC path.

In conjunction with what was mentioned earlier about the DP client encrypting the
filename with the DP session specific key, it is only when the filename is not already
encrypted by the DP cliertt the FVM layer that the TDI layer encodes Here is the

how the file open proceeds:

1. The DP client first opens the filasing the actual filenamelhe TDI layer
encodes the filename.

2. The DP server decodésand in the process knows that the request came in from a
remote Samba Client. In then sisma link back to the client.

3. The client then creates a VM on the client host, and sends the file open request
from inside the VM.Inside the VM weencrypt the filename and append the
ma r k e DataPdiladin 6 ) a nndex thdt was sent by the DP serte@it as
part of the initial key generation and session sdtuthis case, the TDI drivean
the serves e e s DdtaPaladin 0 mar ker i n the fil ename
the characters of the filenamknhe Filesystem Filter Driver on the server detsyp
the filename, using the keyprresponding to the index that it sees in the filename
that it got. Once the filter driver has the unencrypted filename, it opens the file.

3.5Using aLinux CIFS Proxy to Abstract File Servers

This is the case where the Data Paladin Server and the File Server are not on the same
machine. More specifically we want to decouple the DP server logic from the actual File
Server.The Data Paladin server runs anLinux machine which runs a CIFS proxy
server. We use Samba v4 four purposesThe reasons for wanting tiecouple are:

o Be independent of the File Servers: Users of the DP system might not want to or
might not have the capability to install the Data Paladin Server bits on the File
Server diretly. A typical exampleof such a case would be the usfeNetApp
Filers to host the Samba share. One <can
ona NetAppfiler. The way out then would be to useraxy which sits in front of
the File Server and pvaldes a layer of abstraction for the Samba clients. The
proxy redirects all Samba requests to the backend file server. In such a scenario
we install the Data Paladin Server bits on @S proxyserver running on
Linux.
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e Providing a uniform namespace: Sinthe proxy server sits in front of multiple
backend File Servers, it provides a uniform namespace comprising of exported
filesystems from all the backend file servers, to the clients.

3.5.1 CIFS Proxy Support in Samba v

In Samba v4 all the filsystemrelated operations go through an abstraction layer for the
virtual file system (VFS). This VFS layer is modeled after both POSIX and NTFS
semantics. The latter is called the NTVFS interface.

NTVFS was created i n Samich® riualfiletsystenescaldr e t h
be created and plugged into Samba. One example of sucksayfilet em i s O0CI FS ¢
back end for samba, also called as @ES Proxy It provides a NTVFS backend that

talks to one or many CIFS servers at the bam#f, thereby jviding a unified
namespace to all the clients in front of it.

3.5.1.1 Namespace Mnagement in CIFS Proxy

Since, the CIFS Proxy provides a unified namespace for all the shares existing across all
the backend fileservers in a domaint needs to mapach of the bagkn d ser ver 6s s
to a virtual fare and expose it to the CIF8f8ba clients. To achieve this mapping
operation, th&samba configuration filésmb.cond located usually in /etcould looklike
this:
[myshare]

ntvfs handler = cifs

cifs:server = myserver

cifs:share = test

In the sample shown above, backend server ndnfechny s er ver 06 has a CIl F¢
60t est 6. The CIFS ProryhaB8uppeposeae st lexppsoxyg
net bi os name i s 6ci fsproxyod, t hen t he c

A\cifsproxymy s har e 6 .

3.5.1.2 Authentication in CIFS Proxy

CIFS Proxy provides two methods of authentication:

e Password Specifiedin this the sambaonfig file (/etc/smb.conf) has the
username/password hardcoded in the file. This method is usually not preferred
due to security reasoris.qg.

[myshare]
ntvfs handler = cifs
cifs:server = myserver
cifs:user = tridge
cifs:password = mypass
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cifs:dom ain = TESTDOM
cifs:share = test

¢ Delegated credentiafer domain level authenticatioff theincoming user is
authenticated with Kerberos, and the machine account for this Sesnba
proxy server is 'trusted for delegation’, then the Sawvdbaroxy can foward
the client's credentials to the tar@dmba ServeiThis method works only if
all the clientsproxyserver and theinux Samba servefthe file server here in
this casepll belongto one domain.

The Samba server can join the domain using teenmandi 6 n et j o
<domai n>. member 0

[myshare]
ntvfs handler = cifs
cifs:server = myserver
cifs:share = test

Since, we do not provide any credential information, infisrab.conéd file,
the Samba server needs to forward thisuest to the domain controller for
that domain.

As is done in the Filesystem Filter Driver running on a Windows DP server, the CIFS
Proxy Server, detects from the filename in a read operation, if the request came from a
DP client. If not, then it sends baa link as is done by the Filesystem Filter Driver on
Windows.

3.6 On the Ay Encryption/D ecryption

To keep the communication chanbetween the server and the client secure, there ought
to be no plaintext on the wire between the tissentially we need to make sure that data
is not transmitted in plain text over the network between the DP client and darver.
addition itispr ef erabl e to have the encryption
bypassed as easily as it could bi¢ were at user level.

A couple of options were weighed in here as to how and where to encrypt and decrypt the
data on the client and the server hosts:

e Encryption at the Filesystem Filter Driver Layer. One could encrypt and decrypt
at a filesystem fikr driver on the client and serv@ihis would mean that after a read
request is serviced, the filter driver in the read completion routine (completion routine
for an IRP with major code IRP_MJ_READ) would encrypt the buffer whiohld
havethe bytesthatwere read from the underlying filesystem.

On the other hand just before a write is made to the underlying filesystem, the filter
driver would decrypt the contents of the IRP buffer, and then let the I/O go through.

18
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This ensures that data on the disklgags plaintext, butvhereverit goes out of the
filesystem layer it is encrypted, to be decrypted only when it comes baekdtten

on to the disk. This definitely sounds plausible logically. The prolileweverarises

out of encrypting the content$ the read buffer at the filter driver layérhis buffer

is memory mapped and is shared by the filter driver and the Windows Cache
Manager. Due to thjghe parts of filesvhich were read and/hich are in cache get
encrypted. If one then opens slediles locally on the machine, he would see partly
encrypted contentslt is not trivial to disassociate this buffer from the Cache
Manager, which makes this approach not practical.

Encryption at the TDI Layer: The TDI layer was another possible place where we

could encrypt contents before they went out on the network. Both the DP client and
server would then be running TDI drigeiVe would have to read Samba headers in

the packets that the TDI | ayer sees, ar
r e g u e slacesdo eacsypt @and decrypt contergtspectively To be more specific,

a Samba read requassponsecan be identified by looking at the Samba command
code(0x2e)in the Samba header inpacket.l n case of a write, t
reqguesto and fAwrite respagaarshedorr command cod

We could encrypt in case offieead responsgeoriginating at the server, andfarite

requesb originating at the client, so that the data on teéevork is not plain text. The

TDI driver on the client would decrypt i
The TDI driver on the servavould decryptitafi wr i t e ta neakesweesthatthe

data on the disk is unencrypted.

The TDI driver issent IRPs (I/O Request Packets) by the 1/0O Manager in Windows

for every packet that goes through @l filter driver. Thepacket payload is stored

in what is called Memory Descriptor Lists (MDLs) which are associated with every
IRP. These MDLs are linkedlists of small buffers which store data. However the
problem arises due to the fact that these buffers point to memory mapped files which

a Samba server opens and reads data, t@send over the network to clients. So if

we attempt to encrypt the packtyload in these MDLs, parts of the original giten

the DP serveturn outgetting encrypted. It is not trivigitherto get out of the way of

the Windows Virtual Memory Manager, and
send down to the lower layertine networkstack to get around this problem

Essentially with both the approaches outlined above, we were too close to the
application layer (Samba in our case). So we had to constantly be on the lookout for
ways to not come in the way of how these aggtlions get affected by the Windows

Cache Manager, the Virtual Memory Manager etc. Since what we needed was to just
make sure that contents over the wire do
move as muchaway from thee applications as we coul@dnd encrypt data lower

down the stack in the network. This is how we came up with implementing on the fly
encryption/decryption at the NDIS layer on Windows and the Netfilter layer on

Linux, both of which are much lower in the stack and are independein¢ 8etmba

layer.
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3.6.1 NDIS Intermediate Driver Layer Encryption on Windows

Windows based operating systems support several types of-keodel network drivers.
Microsoft Windows 2000 and later versions suppbet following kernetmode network
drivers(NDIS drivers)

e Miniport Drivers: A miniport driver directly managea network interface card
(NIC), providing an interface to the highlewel drivers.

e Protocol Drivers: An upperlevel protocol driver implementsither a TDI
interface, or possibly arpalicationspecific interface, at its upper edge to provide
services to users of the netwinr layer At its lower edge, a protocol driver
provides a protocol interface to pass packets to and receive incoming packets from
the nextlower driver.

e Intermediate Drivers: Anintermediate driverinterfaces between uppkvel
protocol driverqe.g. adegacy transport drivgrand a miniport drivelelow.

For the purpose of Data Paladin, we use a NDIS IntermeDiater to encrypt and
decrypt traffic ketween the DP client and servBecause of its intermediate position in
the driver hierarchy, an intermediate driver must communicate with both overlying
protocol drivers and underlying miniport drivers in order to explosdollowing

e Protocol entry pmts: At its lower edge, NDIS calls tHerotocokxx functions to
communicate requests from underlying miniport drivespwards The
intermediate drivethus looks like a protocol driver to an underlying miniport
driver.

e Miniport driver entry points: At its upper edge, NDIS calls th@iportxxx
functions to communicate the requests of one or more overlying protocol drivers
downwards The intermediate drivehere looks like a miniport driver to an
overlying protocol driver

Although it exports a subset of thdiniportXxx functions at its upper edge, an
intermediate driver does not actually manage a physical NIC. Instead, it exports one or
more virtual adapters, to which overlying protocols can bind. To a protocol driver, a
virtual adapter exported by an intermediate driver appears to be a physical NIC. When a
protocol driver sends packets or requests to a virtual adapter, the intermediate driver
propagates these packets and requests to the underlying miniport driver. Néhen t
underlying miniport driver indicates received packets, responds to a protocol's requests
for information, or indicates status, the intermediate driver propagates such packets,
responses, and status up to the protocol drivers that are bound toud@daiter.
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Figure8: NDIS Driver Stack

The NDIS layers on the DP client and the server selectively encrypt outgoing packets
based on the destination IPs on the packets. We also séf #rel 6" bits of the TOS
(Type of Service) field in the IP header to mark packets which we encrypt for the other
end toidentify encrypted packets and decrypt thé@rese fields are reserved for future
use in the IP header and are always 0 otherwise.

Also since ve are concerned about securing the Samba traffic between the nodes, we
only care to encrypt traffic that is coming from or going to the TCP Samba port (445).
The DP server is always configured to accept Samba connections over TCP at port 445
rather than wer UDP. We of course also need to-cempute the IP and TCP checksums
after we encrypt packets and change IP headers.

3.6.1.1 Clientside NDIS Encryption
At the client side the following components interact with the NDIS driver:
e Data Paladin Client: Th®ata Paladin client inserts the key for the encryption

into the NDIS layer, along with the IP of the DP server with which it exchanged
the key and the VM ID for the VM which was created on the client for talking to

the particular DP serve6o if the cle n t is connected to 6nb
c

there would be 6ndé VMs that woul d be
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would insertd nddferent keys with the corresponding DP server, iBglVM IDs
into the NDIS driver.

e FVM Driver: Since all pocesses in the DP session are running inside VMs
created on the client, the FVM drivienows the Process IDs of the procedses
particular DP sessiorit inserts the pid and the VM ID paifor all processes
running inside VMs on the client host, intee NDIS driver.

So the NDIS driver has the following information:
e DP Server IP, Key, VM ID triplet
e Process ID, VM ID pair

When a packehas to be serdown the stackthe NDIS driverchecks the destination IP
on the packet. If it happens to be one of those DP server IPs wasihserted into the
NDIS driver by the DP client, th@tacket might be a target for encryptidinthenchecls

if the application which owns theurrentpacketcorresponds to one that is running inside
a VM (fromtheprocess icand by matching it with the VM ID that the NDIS driver has
and if it is the associatelley that it needs to use for encryption from the information it
already has. This key is then ugedencrypt the TCP payload of the packet.

Decrypting incoming packets is easier. The driver has to first check if'thads " bits
of the TOS field are set. If they are, thitve driver can get the key to decrypt the TCP
payload by looking up the kdgr the source IP of the current packet.

3.6.1.2 Serversde NDIS Encryption

This is relevant in the case of the DP server running on Windows. The server side
components which interact with the NDIS driver are:

e Data Paladin Service: Once the DP serV¥ias generated the keys for a new DP
session by talking to the client, it inserts the client IP and key pair into the NDIS
driver.

When the NDIS driver receives a packet to send down to the lower layer, it checks the
destination IP on the packet. If the hBppens to one of those IPs which was inserted by
the DP service into the NDIS driver, then it knows that the packet is destined to the DP
client, and it encrypts the TCP payload of the packet with the key it had stored for the
client IP.

Decryption of @ckets is done exactly the same way as it done on the client.

3.6.2 Netftfilter Xtables Addon on Linux

This approachs used in the case where the DP server and the File Server are different
machines. So the DP server is a Linux machine which is actingCdBSa proxy As
mentioned earlier, since we assume that the network between the DP server and the file

22



server is trusted, the encryption needs to be done only on the network between the DP
client and the Linux machine running the DP server.

3.6.2.10Overview of Netftfilter and Xtables

To have a secure communication channel between the Windows CIFS clients and the
CIFS proxyServer running on Linux, the Netfilter framework was uaed counterpart

of the NDIS layer on Windowfor encrypting at the paek level The framework uses
hooks at various places in the networking stack, which get invoked at various stages of a
packet's lifetime in and out of a machine.

Each protocol (IPv4, IPv6 etc.) defines such "hooks", which aredeéiied points in a
paclet's traversal of that protocol stack. At each of these hooks, the protocol calls
Netfilter framework with the packet.

Kernel modules can also register to listen to different hooks for each protocol. In such
cases, when a packet is passed toNb#ilter framework, it checks to see if any such
module has registered for the particular protocol and the hook. In case there are such
modules, then Netfilter passes the packet to these modules, at which point the module can
decide to either examine or alter thacket, following which, it can do one of the
following:

Discard or drop the packet

Allow it to pass

Direct Netfilter to ignore the packet

Ask Netfilter to queue the packet for usgracefor further asynchronous
handling

In this context Xtables refersto the kernel module that provides the generic, protocol
independent firewalling mechanism on Linux. ip_tables, ip6_tables etc. are the kernel
modules providing famihspecific tables for iptables, ip6tables tools. When compiling
the kernel, one could chee to have these built as part of the kernel itself, instead of
being loadable modules.

Xtables deals with four tablesfilter, nat, mangle and raw. The names "filtéiltering
packets)and "nat"(network address translatioeXplain pretty much whahe tables are

used for. The "mangle” table is used for packet alteration, and the "raw" table is used for
connection tracking. The purpose of these tables is to hold chains, both system and user
defined. The chains in turn contain rules which can be temig or norterminating in

nature. The rules specify targets for packets which match the rules. A packet enters a
chain in a table based on its type (incoming, outgoing or forwarded), and then traverses
rules till it encounters a terminating rule.

For the purpose of Data Paladin, we need to change the packet payload and hence we use
the "'mangle"table wi t h t he @Al NPUTO almedsericdeepingitieUT PUT o
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ethernetJP and TCP headgmtact, we have to encrypt/decrypt the TCP payl@ad re
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3.6.2.2 Implementation ofthe Xtables Addon Module

The logic for the packet level encryption/decryption is implemented &$adobe addon.
Such an addon has 2 parta kernel part (a loadable module) which implements a new
target (DPENcDeo) for encrypting and decrypting packets, and a-lesad part (add on

to the "iptables" useland utility via a shared library).
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The kernel modie registers itself with Netfilter to be notified of packets which match a
certain criteria:

static struct xt_target DPEncDec_tg_reg _ read_mostly = {

.name = "DPEncDec",
.revision =0,

family = PF_INET,

.proto = IPPROTO_TCP,
.table ="mangle",

.target = DPEncDec_tg,

.targetsize = XT_ALIGN(sizeof(struct
xt_DPEncDec_info)),

.me = THIS_MODULE,

h

Here "DPEncDec" is the new target added by this module. The module deals with IPv4
and specifically TCP packets.diso associates itself with the mangle table, which means
that iptable rules only for the mangle table would cause packets to reach this module.

LetGs now look at a rule added to the "mangle" tal®OUTPUT" chain, with protocol as
TCP, to encrypt all gckets which are destined to say a node with IP 192.168.2.7. The
key forencryptioriddecryption is passed on as@m t i (iDatédPaladinKeg) value.

iptables -tmangle -AOUTPUT -jDPEncDec -ptc p -- DataPaladinIlP
192.168.2.7 -- DataPaladinkey RETHER_DP

Similarly to add a rule to decrypt all packets coming from a given IP, here is the iptables
command:

iptables -tmangle -AINPUT -jDPEncDec -pt cp -- DataPaladinIlP
192.168.2.7 -- DataPaladinkey RETHER_DP

Note the "INPUT" chain in the above rule.

The paclkt mangling continues till the time we have the rules added in iptables. Once
they are deleted, the module ceases to be notified on any incoming or outgoing packets.

We use an iplace encryption algorithm. The idea being that we do want to introduce
fragmentation by changing the payload length in the original packetpart of
encryption. RC4 is one such algorithm which keeps the payload length intact.

3.7 Heartbeat between the DP Server and li&nt

In any secure environment, one needs to be ableatwlle failures of participating
entities, and make sure that in the fatdailures,the datathat is being protected stays
safe For DP, the failure could be due to multiple reasons:
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e TheDP client crashing Could either be an unlikely DP client apgiiion crash,
or the client host machine crashjrg experiencing temporary network problems.

e The DP server crashirigAgain this could be the DP server side service crashing
or the server host crashimgy experiencing temporary network problems

o Thenetwork between the client and the server going down.

In any of the above scenarios, we need to make sure that the data stays protected. To
achieve thisthere is a dedicated heartbeat thread running in both the DP server and the
DP client. At regular irgrvals, both sides exchanpeartbeat messages quest and
replies). There are two time intervals involveste

e Heart beat QuianTimarRoutingréns sverg@seconds on the DP
server and client, and exchanges data with the other side. On a successful
exchange of a request and a reply message, the routine signals an event.

e Heart beat Ti TheperednnediondearteaiThsead waits in a loop
for the event mentioned above to be set by a timer routine indicating that all is
well. If the eventisnotseti t hin a ti me period of O6to
that the other side is unreachable. The value of the heartbeat timeout is a multiple
of the hartbeat quantum value, so that in case of network latencies, at least one of
the timer routines which get invoked every heartbeat quantum seconds, gets to
talk to the other side and confirm well being.

Once aHeartbeafTimeout is detectedileanup is todllow. In case of either the client or

the server host crashinghe c¢cl eanup happens on the par-t
machine crash. The keys in the networking subsystem (the hidB8nediate Drivein

case of a Windows DP client/server, or the Nietfimodule in case @ Linux DP server)

have to be removed

One important thing to keep in mindwith this kind of adesign is synchronization

between threads running the Timer Routines tecdperconnectionHeartbeatThread.

Since theTimer Routines are launched asynchronoustyv er y fAHeartbeat (
secondsone needs tmakesure that the data theppare with the maikleartbeaiThread

is valid when they actually access Tthis kind of a scenario arises specifically when a
heartbeat timeout is datted. TheHeartbeatThr ead wai ts f or AHear
seconds for an event to get signaled by any ofthheads running th&imer Routine,

failing which it assumes that the other side is unreachable. However before it can do the
cleanup and exitt needs to make sure thalt the threads running the Timer Routines for

that connectiorhave exite. This ensures thalhere are no threads which attempt to run

the Timer Routine for the dead connection, and end up accessing invalid data.

3.7.1 Client-side deanup

The cleanup on the client side involves:
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Removal of the encryption keys from the NDIS layer: This needs to be done so
that when the client tries to connect to the server again, the traffic is not encrypted
with the same keys which were used inldst DP session. The server side would
also remove the keys from the NDIS layer when it detects that the DP islient
unreachable.

Terminating DP applications that were open on the client machine: This is to
ensure thain the face of a broken DP connectj the information being protected

is not compromised. So all DP applications that were running inside the VMs are
explicitly terminated upon a heartbeat timeout.

Terminating and cleaning up the VM itself: Since the scope of the client side VM
is thelifetime of the DP session between the DP client and the server, the VM
should be destroyed when the session
applications inside the VM are terminated, the VM itself is terminated and
destroyed.

3.7.2 Serverside deanup

The cleanup on the server involves:

Removal of the encryption keys from the networking subsystem: In case of the
DP server on a Windows machine, the keys for traffic encryption between the DP
server and the unreachable client need to be removed from the NDISliayer.
worthwhile to mentia that he NDIS layer on the server might be using multiple
keys, one per DP client that it talks to. &dy the key pertaining to the cliefdr

which the server noticed a timeout is removed, and the other keys remain intact.
So is the case when the saris on Linux. As part of cleanup in such a case, we
need to delete the iptables milfor that particular DP clienfrules from the
INPUT and the OUTPUT chains)

Removal of the key pertaining to the client which the server had stored as part of
the keygeneration and session setup. As mentioned earlier, this kesgd to
decrypt filenamegncryptedoy the clientin a file open/read

3.8 Network Blocking

To make sure that applications runnomgthe DP clieninside VMs, which are reading or
writing files protected by the DP server, are not able to extract the information and pass
them outside (through emails, or socket connections to servers running on untrusted
hosts), we need to make sure that we thwatt attempts. This involves identifying what

kind of communication is allowed for applications running inside VMs on the client host.

The allowed list might contain network traffic for purposes like DNS queries, ARP
requests/replies etc. These can be ifiedtion either a source/destination IP combination
or a source/destination port combinatitircould also be based on some kind of a policy
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which is specific to an environment, and is laid down by an administratce ®We know
what traffic to allow, allbther traffic has to be blocked.

One way to thwart network connections is to identify packets which are not in the allow
list, and to encrypt the payload and set the RST bit on them. This way a successful

network connection wouldeverbe possible betweethe DP client and the external host
that it is trying to talk to.
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Chapter 4

4 Evaluation

4.1 Evaluation of Onthe-Fly Encryption/D ecryption

Since we capture every packet at either the NDIS layer on Windows, or at the Netfilter
layer on Linux, the encryption logic will add some overhead to data transfer rates
between the server and the client. In this section we try to measure the penaityhi®r o

fly encryption decryption. One thing to note here is that the in a Data Paladin setup, the
data transferred between the client and the server is not bulky in general. For example, if
a user opens a Microsoft Word document from the DP server, thetrgdtavill be
transferred over the network would include the document itself, and any data that
Microsoft Word writes orto thedisk (temporary files etc)Typicalyone wosed dn ot
megabytes of data being exchanged between the client and the server.

There are two kinds ofscenarios in which we need to measure performance of the
encryption layers

¢ All Windows setup In this caseboth the DP client and server are on Windows
machines, and so we have encrypfil@eryptionat both ends happening at the NDIS
layer.

¢ Windowsclientand Linuxserver In this kind of a setup the DP client is on Windows
(encryption at the NDIS layer) and the DP server is on Linux (encryption at the
Netfilter layer)

To get an estimate of the enhead of just the encryption layer in the DP system, we do
our experiments on Windows and Linux machines which loalgthe encryption layer
running.Of the two machines in the setup, one machine exports a filesystem over Samba.
We try to copy a file frm the share over to the othmachine(all Samba packets are
encrypted) measuring the time taken to dg soth and without encryption enabled/e

wrote a small Java program to do thi®. get the best transfer rates, we read ttara

the file in chunksas large as the native page size ontds¢machine (4K bytes)For
ensuring the correctness of the encryption/decryption logianatehthe checksums of

the original file and the copied fil&experimentswere doneon files of various sizes,
averaginghe transfer ratesver multiple transfers.
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4.1.1 Encryption at NDIS Layer at Both Ends

File Size _ Transfer time . Transfer _time
Without Encryption (ms) With Encryption (ms)
67kb 18.6 28
251kb 59.4 77.2
742kb 222.4 272.2
1565kb 412.6 674.8
4695kb 1202.2 1977.8
7723kb 1828.4 3615.2

Tablel: Encryption overhead for DP Client and Server on Windows

4.1.2 Encryption atNDIS Layer on Client and Netfilter at Server

File Size _ Transfer tir_ne _ Transfer _time
Without Encryption (ms) With Encryption (ms)

67 kb 15.6 18.6
251 kb 56.4 62.8
742 kb 159.2 169

1565 kb 3154 375

4695 kb 865.6 1075
7723 kb 1427.8 1866

Table2: Encryption overheador DP @ent on Windows andServer on Linux

Overallf or t he end user, the encryption | ayer
noticeable delay Also encrypting at the Netfilter layer seems to be faster than the NDIS
layer, and overall performance numbers in the case where Netfilter runs omtixe Li

based DP server look slightly better.

4.2 BEvaluation of Data Paladin as a $stem

In this section wecalculate the overhead of running applications inside Data Paladin by
measuring the time applicatioaketo starton the clienin a DP setupThis imeis then
compared to the timhey needo start when we havereormal CIFS client-server setup
without Data Paladin. The overhead in case of DP conuestly from the FVM layer and

the encryption layer.

We measure application startup times by usWgdows High Resolution Timers.
Windows provides the APls QueryPerformanceCounter() and
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QueryPerformanceFrequencyd)y usng the high resolution timers to compute time taken

by programslin case of the DP setup,evkeep track of the timestamps just beftire

client connects to the DP server, gust after the application has been launched on the
client host inside a VM. The way to detect when an application has started completely is
by using the WaitForinputidle() API. ThAPI returns after a procesa$i started and is
readyto accept user input.

For startup times in a standard CIFS client server setup without any Data Paladin, we
open a file usinghe associatedpplication using the CreateProcess() APl and then call
WaitForlnputldle() for the applation to start up anble readyfor user input.

One thing to note here is that the startup times for applications which are launched for the
first time in a Data Paladin session is slightly more than the subsequent startup times.
This is due to theirtualization that we do in the FVM layer. The first time an application
starts inside a new VM (which is created automatically for every new DP Server a client
is connecting tq)the Registry and the File System virtualization logic in FVM has to
setup he environment for use. This is what bumps up the first startup time for
applications in a DP environment. This is seen more for applications which do a lot of
registry and file system accesses when they start, e.g. Web Browsers which access a
multitude ofpreference related information on the disk (either in the File System or in the
Registry), Microsoft Office Suite of Applications etc.

Once an application has been previously run in a DP environment, the startup times for
subsequent runs of the applicais are almost as good as running them outside of Data
Paladin. The overhead that DP adds in such a case is very mikiemaethe average
overhead for applications running inside Data Paladin is only a very small figsted

below are the calculatedastup times for some common applications inditfe (both

first time application startups and average startup tiares)outside DP.

Application Startup Time First_Startup Time Average Startup

without DP (ms) with DP (ms) Time with DP (ms)
Microsoft Word 1296 3237 1544
Microsoft Excel 1274 2216 1363
Microsoft PowerPoint| 1143 1959 1371
Internet Explorer 1358 3530 1860
Mozilla Firefox 1322 3404 1736
Notepad 155 432 225

Table3: Application Startup Times with and withouData Paladin
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Chapter 5

5 Conclusion and Future Work

In this thesis, we describe how to implement an application independetd-endrights
management systenWe highlight how we make the system scalable by extending a
ser ver 0seneranmenuantdo thenclient using FVM technology, and by running
applications | ocally on the client wusing

We also highlight how we can decouple ourselves from the actual storage vendors who
make different file servers. We do not need to run any of our binarigesdfile servers

by choosing to have @IFS proxyserver sitting in front of the actual file sers. This

also helps us to have a uniform namespace view of the shared filesystems coming from
different file servers, through the Proxy Server.

The network encryption logic developed as part of this solution can be used outside of
Data Paladin todor purposes of securing a communication channel. Both in case of the
Windows NDIS layer intermediate driver, and the Linux Netfilkdables addon, the
encryption logic is pretty generic in the sense that it can

e Be ajusted to use different encryption aldbmsat different times.

e Have different criteria forencryption based on IPs or ports. One could
dynamically direct the networking subsystem to start/stop encrypting/decrypting
traffic to or from a given IP/port.

e Can handle multiple keys at the same tinging each encryption key for a given
remote network entity that it is talking to.

e Be used to block or thwart network connections to/from certain hosts.

We could extendhe encryption framework to support enftplace encryption. In other
words, rightnow we use encryption algorithms which deplace encryption and do not
change the length of the target buffer which is to be encrypted. To support algorithms
which change the target buffer length, we need to extend the encryption subsystem to
handle pac&t fragmentatiomé-assembly correctly. In other words, changing the length

of the packet payload as a result of encryption might trigger packet fragmentation and
subsequent rassembly. We need to be able to account for and absorb such kind of
changes.

Future work in this areaf data protectiocould include

¢ Integration with other DRM systems: We should be able to integrate with other
Rights Management Systems in the marketplace. &hgarePointby adding
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features like preventing users fromownloadingshared documents which they
donot own onto their | ocal machi nes,
editing them onlingif they have permissionsA Data Paladin session could
automatically be created when the user tries to view oraeditcumenbnline,

thus adding all the security featupggsent in DRo the Sharepoint session.

We should also be able to integrate with Web Servers to augment security
features in web environmen@nd with Document Management Servers to add to
usability and funtonality of the combined setup.

As mentioned earlier, we need to be able to thwart users from running kernel
drivers on DP clients to subvert security by intercepting system calls.
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